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N BEBRERAFRBRENMBERRE -
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MRAmR
BaMRARSHINAHRNT
o FFIRTSENARSSEE
BEESEBRM - EEERNDERRE  DWEREE A ZFNARANERRSARILE < EABIRXIRS » TR LIF - BIRTRRBMARSHESN -
o —ERS > SR
BB > REREIFSHENRIRAE » ZIEFRAUIENT RAERY - W RFEBMRFEXRS > BEESIFSTAIRERA -
o SRS > BIUARAER—HINIMNRS RO
RAFFFESTESNEWNGERRS - RESE —ENTERABHNMX - AT RITER—RARSED -

> XA4RRZA : 20250729 8



© 8822, BEHR% ERisE-EAES

CRe-%. 8

API 4
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T EHRIR
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4 . tREFia
4.1. HTTP API

BURFHAIESEREEMHA L H— MR IRAMN HTTP 3B API RS - BRI IAS :

1. JEfft API D4R

2. Bl API

3. & API RS

4. UK API BRSS

5. £REFiR SDK

b:3- 1

1. BREHE > £ FRERS PiEE BOIFKFE mPaas #ABHARFAEDR -
2. IGEERATIEZERE » RHEFEEA API RSHI App BFR -

3. EEMSHZERE BIIMX » #FABNXRENE

Mt API 54

REFERT APl DA » EEELIES API AN H#ITRERN » A 0E BARYS FRFELIEN AP 94 » ¥0 BE APl RS RHNEE -

1. %82 APl 5348 153 > #HA APl HAASIRTT -

2. ik B2 APl 4 R4 - ESEASHEIEIEAT APl HAERER -
o SHAZR :EREF HTTP -
o API S48 : iE > IHERRSHIN S R ZHR

o B8 VPC HTTP : 2EAITE VPC IRZIEM - HITFIZAX » MRRATE VPC IRSIEA - iZIhEEH 3 MGS IREFENEAME VPC SAF B SHRSATEEN

VPC JEE—MEHIE - BT MGS HAGIHRSHEEE VPC Hi5% -

® e
BAX LB ERXIFRIRMEE VPC HTTP IDREE

2R VPC HTTP iBRIINEE » ERTHUTEE :

= 2&XH HTTPS : MGS BB AHIE (SLB) HTTPS MEITRARE HTTPS iHNKIERIIEES » INAREEMBEMNN AR - BIASIF HTTPS » MER

&R HTTPS 5% » %42 & BIF] -
= HTTPS &8 : {R&EFEZIF HTTPS RBBEE » IR SLB LEFAIEREE -
= VPC Id : 3RARSSERER ECS MEEMBE SLB SLHIRFIBMLE -
= 326 IP Rkt : SSRARSEREAY ECS B9EFAM IP {588 SLB SLHIRY IP it -

» WOS : RSBHOS -

=E

= HAI MGS AXZIFEEIES - A VPC HTTPS i » FEAECE CA INBERER » EMESRHRMBITEK

= BYREA ECS RRERIRRSH > BEFK ECS NR2AHKD » BRRERIKIEE - AXIR0 IP 58 BIEERHS 41708565 MATHIHBRKARAZIF

AGZRER ©

= (XZH5EME (Region) B985 VPC 1518 » AZ#5EIAY VPC TAiE) > BIAIEREEMMEVARS AR LIBAARS - ENY » SRS EMXFSHE

Bl ERE XM IE R RAIERE i, -

= [ERY{ER SLB #l ECS RtEFiRARSAT » FEMIR SLB # ECS 7E1HERY VPC A » BIBRSZERZH ECS EENRKIEES SLB SEFIKIFIRME S BRIF—

B

o PRSSHE : SR HTTP/HTTPS URL » RFFEEE VPC HTTP IHEER EEAHIZIH -
o MBEYEFIE : BEIE » RRIEREWSREEIABEIET ) - BAIZF > BRIME : 3000 ms »
3. SR APl PARBRERER - =it BE THIEME -
WEH—F5TE APl A HXEE > 52E API H4H-
Bl API
1. %% APl &1 BEI-E¥A APl FIRT » $F SI@ API 3R -
2. ERHAIHEEDRES APl ER -
o API %8 : BiAK HTTP -
o FmMAR : BRIRXEFohAiEM HTTP APl -

o operationType : 8 » HEIFIEMNAT API RBHE—IRIR - @BFNN AR =2, =% . FF=0 . R(E

3. B ®E REER -

BE APl RS

1. 7 API £ BINF > 8 API SIRIRIEIIRA) BE - #A API RETH °

2. 7 API BEERS > i g IREHTEN SIS ; SERMHE  BF RF 24 -

EE

o ATHREAIT > BRAIMSEXH SREER TH) BSRE FX -
o RTEARWMFMES > FS N BIREZRIIRNA

o XTF API REMFMEESR - HS0 BB APl -

3. SIFELATX & AP RSAT Fil RS - RELFHERSH AP IRS A SEHGRR -
ik API RS

°
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BXERESR AP

EMEPIE SDK

BXERESR LA -

SR

SERE LTI IRME - API RSBEITIEEFIRER - BXEFIHRARNESRER » SR T EPRFRIERS :
e Android

e i0OS

e H5JS

4.2. Dubbo API

Dubbo BRENERTFEEE o REFAESEEMH L H—MERBENIRIAMAM Dubbo A API RS - BAAIRES NS ¢

. BRSBHFR

. ERR APL S4E

. Bl API

. BCE APl fRSZ

. iR API BRSS

. EREFIR SDK

REwRAR

SINRXZHa

HEWMBMNE pom.xml XEPSIAMTZAE (MEIERELHFEKRY > iE28) - HF nobilegw-unify RINKBIEERSIARA - HEIRIMARER

1.0.5.20201010 -°

o U A W N
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<!-- mobilegw unify dependency-->

<dependency>
<groupId>com.alipay.gateway</groupId>
<artifactId>mobilegw-unify-spi-dubbo</artifactId>
<version>${the-lastest-version}</version>

</dependency>

<dependency>
<groupId>com.alipay.gateway</groupId>
<artifactId>mobilegw-unify-spi-adapter</artifactId>
<version>${the-lastest-version}</version>

</dependency>

<dependency>
<groupId>com.alipay.gateway</groupId>
<artifactId>mobilegw-unify-log</artifactId>
<version>${the-lastest-version}</version>

</dependency>

<dependency>
<groupId>com.alipay.hybirdpb</groupId>
<artifactId>classparser</artifactId>
<version>1.2.2</version>

</dependency>

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.5</version>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.72_noneautotype</version>

</dependency>

<!-- WMREMT b » HEHAMTHE-->

<dependency>
<groupId>com.google.protobuf</groupld>
<artifactId>protobuf-java</artifactId>
<version>2.6.1</version>

</dependency>

<dependency>
<groupId>io.protostuff</groupId>
<artifactId>protostuff-core</artifactId>
<version>1.3.8.20160722</version>

</dependency>

<dependency>
<groupId>io.protostuff</groupId>
<artifactId>protostuff-runtime</artifactId>
<version>1.3.8.20160722</version>

</dependency>

<dependency>
<groupId>io.protostuff</groupId>
<artifactId>protostuff-api</artifactId>
<version>1.3.8.20160722</version>

</dependency>

<dependency>
<groupId>io.protostuff</groupId>
<artifactId>protostuff-collectionschema</artifactId>
<version>1.3.8.20160722</version>

</dependency>

<!-- dubbo fEM apache BHARA-->

<dependency>
<grouplId>org.apache.dubbo</groupId>
<artifactId>dubbo</artifactId>
<version>2.7.8</version>

</dependency>

EXBRSEOFERED
1. BBAUSENR > EXRSIED ©  com.alipay.xxxx.MockRpe  ©
BINEHEEXPHUASTEX S VO » ZEFHAIMEREE VO RIRMSE » MARESENFBER - RSEOEHIEXE » 2R WSEOEXAE -
2. BHHZIEOMSEI  com.alipay.xxxx.MockRpeImpl — ©
EX OperationType
ERSHOMAELFM  coperaciontye JEH » EXRHWSHIEOEM © coperaciontyoe HZMSBMA - HEFHF - FESRE :
value : EOB—HRR » EMNXZ[/HE— - EXAN : AR =24 . =% . FER.8F - EXNZSRERNMLREFHE  FN—B5HMWLSEHH value BEEE » REBE
SEIERARSS o
name : OB -
desc : EO# -
I
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public interface MockRpc {

@OperationType (value="com.alipay.mock", name="DUBBO mock 3", desc="8&% mock &0O")
Resp mock (Req s) ;

@OperationType (value="com.alipay.mock2",name="xxx", desc="xxx")
String mock2 (String s);
}

public static class Resp {
private String msg;

private int code;

// ignore getter & setter

}

public static class Req {
private String name;

private int age;

// ignore getter & setter

B APl RS

ZSBEMRIFENXIFH RPC RS » BEMRIRMA ser 8 > BFIARNIMEHEIRSH APl - BEUT 2 MNS8:
e registryUrl : SEfifRORIHELE

« appName : WEHMEAR -

SEAIAEIE  spring BY spring Boot FTVESEH API BRSS ©

Spring EBAR
1. 7EXRL bundle B9 Spring BB X4+ » FBA LiliARSSH Spring Bean « mflalT :

<bean id="mockRpc" class="com.alipay.gateway.spi.dubbo.test.MockRpcImpl"/>

2. 7E34RI bundle B Spring BEBEX{4® > BB com.alipay.gateway.spi.dubbo.DubboServicestarter ZEHIMY Spring Bean °  DubboServicestarter SIFFFIE®
ﬁ @OperationType B"] bean ﬁﬂ Dubbo Tﬂi)‘(iiﬂﬁ?ﬂ?ﬁiﬂ’\)iiﬂﬁqilﬁ\ ° TJ_'\W“&D-F :

<bean id="dubboServiceStarter" class="com.alipay.gateway.spi.dubbo.DubboServiceStarter">
<property name="registryUrl" value="${registry url}"/>
<property name="appName" value="${app_name}"/>

</bean>

Spring Boot AR
1. GEReYA X ERR EitARSS A Spring Bean » RfFIA0TF ¢
@Service

public class MockRpcImpl implements MockRpc{
}

2. L‘}d}%&ﬂ‘g)‘ﬁtﬁﬂﬁ com.alipay.gateway.spi.dubbo.DubboServiceStarter §§'-£E‘\J Spring Bean ¢ DpubboserviceStarter '%:lqﬁﬁﬁﬁ;ﬁ Q@OperationType E‘\J
bean & Dubbo WCEMEIEEAERPL o TEIT

@Configuration
public class DubboDemo {
@Bean (name="dubboServiceStarter")
public DubboServiceStarter dubboServiceStarter () {
DubboServiceStarter dubboServiceStarter = new DubboServiceStarter();
dubboServiceStarter.setAppName ("${app_name}");
dubboServiceStarter.setRegistryUrl ("${registry url}");

return dubboServiceStarter;
}

i API 48
1. HABHREEERE -
i BREHEG £ FRSRS RE BHARTE mPaas AABHFLATAER -
ii. PHREEWATEZENES > SETEIEA AP| BRSH APP B -
iii. EEMSHLEE GARSEE > BHRE  BABDMXEERE -
2. %1% APl 548 BITEHA APl HEBIETT - S 8l API £4 154 -
3. ERHMHEHEPESREES -
o $MA%E : LA DUBBO o
o API$M @ IAME » 2RSS AAIEX B - APl HEABHES T AP RERARRE—R -
o SEfftcly ¢ AME > SEMTRME o
o RBETEIE © HHE » REEREWS RARAOBIEE - BRI > BIAMER 3000 ms o
o st ¢ B » 35 ZooKeeper BB EHIE -
o SEMLNEAR  STEREMRRORTAREE » BRAES SRR AR « TR OSRFRAR - BEREERNRP ZHHE o
4. BF BE REER - WEH—SEE APl SEELEE - BEE EESE -
gl API
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1. %3 API BB ETE#A APl FIKRT - ST S1@ API R4 -
2. MEMHAIHEIED > API %8 %12 DUBBO > 12 APl 48 » TERIEEIN  operationType JIEPAEEEMIRS - BF WA 125 -

BE APl RS
1. 7£ APl & EIN£H » B AP FIRIZ(EFIPH &BE > #A API BETIHE °
2. & AP RERE, > i 8% IR TRNSENRS ; SHERE - 2F 8% & -

ER
o ATHREAI > BrRIMAEXH SREE i) EERE FFX - XTEIRWMFAESR - BN BinERREHA
o XT API REMFMEESR - FS0 BB APl -

3. WEALAFR > RIE API RSLT FiB RS - RELTHERSH API RS 7T BEHRIER -

ik API RS

BXERFESR AP

EMEPFIE SDK

BXERESR LA -

&

SERL LV HRE > AP IRSENEIEEFIRIAR - EXEFPHRARNESER » SR TIEFIRFRER :
e Android

* i0S

e H5JS

> Xi4hRAS © 20250729
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5. BAEPi%
5.1. #EA Android
5.1.1. BRiEFFE

WX REREFIRS RSIHNR » BFIRBENXRIHEESRSED -
BEEAMX » AU TR ¢

o BESKRENAR » HEEFIHMRSHZ BB -

o MRBSIHMEFIREX T —REUED > FTHESIHRENERABHSHEEFIRER -
e 3F RpcException MTHR—MIFFLIE > HIHEFIE « toast JHEIES -
BEIMXZE RE AAR EA Tl A#4 (Portal&Bundle) #EA FMIEALR -
AERH

o ERARE AAR FIEA » BESL F mPaaS RMEIHE -

o BRAAMHEHRNIEN  BEARM AHLEARRE -

7 SDK

BR4& AAR A

2% AAR EHEE > BT AHEE (AAR) EIRPRE BHRMX AfF -
A4 (Portal&Bundle) A

# Portal # Bundle Ti2i@id A#HEE RKk BARMX A - ESER > H5E AMHEAEARE -

Mk mPaas
WMRIEER RE AAR BN > ETBEMHIE mPaas »

public class MyApplication extends Application {

@Override

public void onCreate() {
super.onCreate () ;
// mPaas #¥A1L
MP.init (this);

#EESE : MiATL mPaas -
%h; RPC 15

%prgf;i%%ﬁbﬂ*%ﬁﬂé‘?&)\)ﬁéﬂﬁ%ﬁ » A mPaaS #2HE » MEMSHZERE BHNX > APl EE > £RAH > THEFIKN RPC 18 < HMEIRAS R Eift AP

T#f RPC RIBEHMIUT » 813F RPC BLE - request #EEF] response 1#EE o

-

; %ccum\n{o

€ Userinfo
€ Vipinfo

€ GetldGetReq

€ PostPostReq
€ Commoninterceptor
€ RpcActivi

i#A RPC
BEFIRAE PRC A - REBTHINT

// 3REX client 3Effl
RpcDemoClient client = MPRpc.getRpcProxy (RpcDemoClient.class);
// RBEER
GetIdGetReq req = new GetIdGetReq();
req.id = "123";
reqg.age = 14;
req.isMale = true;
// K& rec iEK
try {
String response = client.getIdGet (req);
} catch (RpcException e) {
// S4B rec EREE

Log.1i("RpcException”, "code: " + e.getCode() + " msg: " + e.getMsg());:

RPC ARSERHA—EE RocException MMM > AI#RIE RpcException MY  code
HXREE

o RIBRMH)

o WXLRIBIRA

o BPEMSE

ERBUHANLME > ERDIFESR MXERGIRA -

> Xi5hRAS © 20250729
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@ 5228, IBAIWE EREm-EAE i

5.1.2. #iiEmE
AR RPC 1288 - RPC B3Rk + RPC Cookie « RPC Z&MIRE T 50 -

BE
£ 10.2.3 BEEPIIBIRE RPC ERAA °

RPC 8
EUSFET  NBEREEATREEHELHOMEER GIIZEREER » RIEHARERD  FHRAR) - TUE RPC BB -
tEeREaE

public class CommonInterceptor implements RpcInterceptor {

Jxx

BIEE - R rec ZAUEHA -

* @param proxy RPC {IBIIS -

* @param clazz rpcface ERIZE BT clazz SEEFIETFLEIRAMBNEM rec HEEIZ%E

* @param method HFJ rRPC ARAMFAE -

* @throws RpcException

* @return true RIMEETHIT > false RTPUTHAETIER » M RocException > HIREG : 9 °
*/

@Override

*

public boolean preHandle (Object proxy,
ThreadLocal<Object> retValue,
byte[] retRawValue,
Class<?> clazz,
Method method,
Object[] args,
Annotation annotation,
ThreadLocal<Map<String, Object>> extParams)
throws RpcException {

//Do something. ..

return true;

/> RBRES : RE rec FINZEERE
*ereturn true RNMEBETHAT > false RINFUTHAIER » M RocException » HHIREG : 9 °
*/
@Override
public boolean postHandle (Object proxy,
ThreadLocal<Object> retValue,
byte[] retRawValue,
Class<?> clazz,
Method method,
Object[] args,
Annotation annotation) throws RpcException {
//Do something. ..

return true;

Jxx
* BEEH : R rRec KMZEERE -
* @param exception FiRZfl RPC HERHE
* @return true FnFHAIREMEE LMY > false RAFEMEFE » EFER » SREHHBR » PI2EE false o
*/
@Override
public boolean exceptionHandle (Object proxy,
ThreadLocal<Object> retValue,
byte[] retRawValue,
Class<?> clazz,
Method method,
Object[] args,
RpcException exception,

Annotation annotation) throws RpcException {

//Do something...
return true;

EAZEE
TEERBIIIIET » PATL rocserviee BT - FREIBEM LS - Hi :
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public class MockLauncherApplicationAgent extends LauncherApplicationAgent {
public MockLauncherApplicationAgent (Application context, Object bundleContext) {
super (context, bundleContext) ;

@Override
public void preInit () {
super.prelnit () ;

@Override
public void postInit() {
super.postInit () ;

RpcService rpcService = getMicroApplicationContext ().findServiceByInterface (RpcService.class.getName());

rpcService.addRpcInterceptor (OperationType.class, new CommonInterceptor());

B8 RPC &Rk

#H  initrpcConfig JIER » IRE RPC iK%k - AF8ZE KR -

fE MainActivity

private void initRpcConfig(RpcService rpcService) ({

/ /IR EERK

Map<String, String> headerMap = new HashMap<>();
headerMap.put ("keyl", "vall");

headerMap.put ("key2", "val2");

rpcInvokeContext.setRequestHeaders (headerMap) ;

i2E RPC cookie
i®E cookie
BT AR TEORMTT RPC cookie iRE - He »

http://test-cn-hangzhou-mgs-gw.cloud.alipay.com/mgw.htm

M2 M% URL B9E—1
» B4 njz2

MRHEESE—

.cloud.alipay.com

Your domain

Your domain

GwCookieCacheHelper.setCookies (Your domain, cookiesMap):

IR cookie
BAAUTEOBRISERIZ B cookie

GwCookieCacheHelper.removeAllCookie () ;

%8 SM3 B

£ RPC #J#A1L2/5 » RILAERY wprpc  3EH9 Bk RIEEZRWEARN sm3 HE -

setGlobalSignType

MPRpc.setGlobalSignType (TransportConstants.SIGN_TYPE_SM3) ;

28 RPC &4
#0

class TransportConstants {
public static final int SIGN TYPE DEFAULT = 0; // BRIAZRAR > Bl nds

SIGN_TYPE MD5 = 1; // md5

SIGN_TYPE HMACSHA256 = 3; // hmacsha256

SIGN_TYPE SHA256 = 4; // sha256

SIGN_TYPE SM3 = 5; // sm3

public static final i

public static final i

public static final

public static final i

// 2R rpc BREKIGE

MPRpc.setGlobalSignType (int signType) ;

Rl
#EB2F RPC signType » B3FIHE RPC 43 -

// REERZHRAsM3

MPRpc.setGlobalSignType (TransportConstants.SIGN_TYPE_SM3) ;

5.2. &\ i0S
5.2.1. #il SDK

AXNTBUEATRFE MK A EAZR I0S BF I -
BAZMEARN - BANSE BALANE » RELMLSEREZSENEASR -

MERY
ARSI SDK B » EHREFRIA THRME :

/

°

ZHIMFEAZ - fili - WX URL

BEMXZIFETF mPaaS E2HEA - EFEHE I RERA mPaasS EHHFEAURETER IREEM CocoaPods

> Xi5hRAS © 20250729
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https://github.com/mpaas-demo/android-rpc/blob/master/app/src/main/java/com/mpaas/demo/rpc/RpcActivity.java
https://help.aliyun.com/document_detail/106620.html
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1. #EATLTEER] mPaaS:
o EF mPaaS 1EZEA
o EFEHTIRAER mPaasS fEHEA
o BEFEHIEHER CocoaPods #EA
2. SIARBTF ERNE WEEREERR  vu_1222.9pg
o NEE THE 1S5 IRPREMNERELEREERR » BEFHIMRE -
o BHE  2E LHELREER EREECLEREER -
7 SDK
RIBERANEBEAAR » EEFENARMAR -
{£F mPaaS Xcode Extension iEft

AXERT BF mPaas EREA 3 ETEAIRAMA mPaas H#HEN HEAAR -

1. ik Xcode ¥#i Editor > mPaaS > HEIE » ITFHBIENE -
2. &8 BARX > REFGERE FIERE > BRI
{EH cocoapods-mPaaS &
WHRERTF EFEHIRAER CocoaPods EA HIEARR -
1. 7 Podfile Xfeh > {# mpPaas pod "mpaas rec  FNHNTETNMIRALHKHS o
I Podfile — Edited
plugin "cocoapods-mPaaS"
source "https://code.aliyun.com/mpaas—public/podspecs.git”
#source 'https://github.com/CocoaPods/Specs.git’'
mPaaS_baseline '10.1.68'
mPaaS_version_code 16 # This line is maintained by MPaaS plugin automatically.

Please don't modify.

platform :ios, '9.8'
target 'mPaaSDemo_pod' do

mPaaS_pod "mPaaS_RPC"

end

2. ERLTHMIT pod install BENFIFZRIEA o

BESR
R SDK

5.2.2. {#H SDK

RPC 84383 APMobileNetwork.framework + MPMgsAdapter » ##{#fA MPMgsAdapter HgE0 -

G| SEBIUTHSRERBENK SDK
. MEIEMXERS

. 4R RPC 113

. REEK

. EREEXKE

. BEX RPC ##i#

. BRI

. BURER

s MR RS

R T A ERERXARS

N o AW N

[MPRpcInterface initRpc];

[BRRAFRERER

10.1.32 REAZBEARBEERI Dprrpcinterface M category Xt » PEIBREIMEIEM

WMREEBE - TEAMIRAERBIRE DrrpcInterface K category Xf# o

meta.config FIEEX » AREAFENETIRPEEFEIBRAEER

> Xi5hRAS © 20250729
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https://help.aliyun.com/document_detail/51735.htm?
https://help.aliyun.com/document_detail/51735.htm?
https://help.aliyun.com/document_detail/106682.htm?
https://help.aliyun.com/document_detail/51748.htm?spm=a2c4g.11186623.0.0.5444778fFb6wz4#h2-u751Fu6210u65E0u7EBFu4FDDu9556u56FEu72479

@ 5228, IBAIWE EREm-EAE i

Ready

B8 RPCDemo Rpcinterface+RPCDemo.m @implementation DTRpcinterfac
¥ & RPCDemo M
> RPCDemo M
> Products
v MPaas

ki mpaas_sdk.config
¥ [ Targets
¥ [ RECDemo
L) meta.config
& yw 1222.jpg
h RPCDemo-mPaaS-Headers.h
h RPCDemo-Prefix.pch ?
» [ mPaas :
¥ [ MPHttpClient 2 DTRpclnterface (RPCDemo)
h DTRpeinterface+RPCDemo.h
m DTRpeinterface+RPCDemo.m *)gatewayURL
» || Resources

> Frameworks

*)signKeyForRequest:( *)request

& RPC 18
% App FEBEIMAEHIQEARARSS - A THEF KN RPC {13 - ESERESE £ARMH -
T8ty RPC RBEIIWT

[ ) [ ] | 2 /A RPCDemo ) @ iPhone 7 Plus RPCDemo: Ready | Today at F46:08
B =2 Q A & o & B < &) rRPCDemo RPCDemo RPC ) m RPCDemoCloudpay_accountClient.m ) No Selectior
v [& RPCDemo M / y Hy B G tor(1. DO NOT EDIT!
v RPCDemo

h AppDelegate.h

m AppDelegate.m #import

h ViewController.h 5 #import

m ViewController.m #import

v RPC

h ' RPCDemoAuthLoginPostReqg.h A
m RPCDemoAuthLoginPostReq.m A RPCDemoCloudpay_accountClient
h RPCDemoCloudpay_accountClient.h A
m RPCDemoCloudpay_accountClient.m A
h RPCDemoDevicelnfo.h A —(RPCDemoLoginResult *) authLoginPost:(RPCDemoAuthLoginPostReq *)requestParal
m RPCDemoDevicelnfo.m A DTRpcMethod *method = [[DTRpcMethod ] init];
h RPCDemoLoginRequest.h A method.operationType = 8
m RPCDemoLoginRequest.m A method.checkLogin =
h RPCDemoLoginResult.h A method.signCheck =
m RPCDemoLoginResult.m A method.returnType =
Main.storyboard

1) Assets.xcassets [[DTRpcClient defaultClient] executeMethod:method params:@[ requestP:
LaunchScreen.storyboard requestParam : [ ] ];
Info.plist M (

21 RPCDemo.xcdatamodeld

> Supporting Files
> Products
> MPaaS ?
Hep:

L4 RPCDemoCloudpay_accountClient j‘] RPC icE& -

®  RPCDemoAuthLoginPostReq A request &I o

. RPCDemoLoginResult 5] response 15 -

REER

RPC iEsRHFEF&IZBA > FIEAREETR werpcTnterface HEMTFLRBIAMED - ERSERIAAEERE - TOMBUT -

> XA4RRZA : 20250729 19
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- (void) sendRpc
{
__block RPCDemoLoginResult *result = nil;
[MPRpcInterface callAsyncBlock:”{
@try
{
RPCDemoLoginRequest *req = [[RPCDemoLoginRequest alloc] init];
req.loginId = @"alipayAdmin";
req.loginPassword = @"123456";

RPCDemoAuthLoginPostReq *loginPostReq = [[RPCDemoAuthLoginPostReq alloc] init];
loginPostReq._requestBody = req;

RPCDemoCloudpay_accountClient *service = [[RPCDemoCloudpay_accountClient alloc] init];
result = [service authLoginPost:loginPostReq];

}
@Qcatch (NSException *exception) {
NSLog (@"%@", exception);

NSError *error = [userInfo objectForKey:@"kDTRpcErrorCauseError"]; // RBREHEER
NSInteger code = error.code; // RRFEIHMESHIRG

}
} completion:”{
NSString *str = @"";
if (result && result.success) {

str = @EREMIN";

} else {
str = e"ERKM";
}
UIAlertView *alert = [[UIAlertView alloc] initWithTitle:str message:nil delegate:nil

cancelButtonTitle:nil otherButtonTitles:@"ok", nill;
[alert show];
b1

® 8
EFEA try

5

HRRE  ANXFERSME - RIE NXERBRA Z9EE -

BREENEE
DIRpcMethod ) RPC iER 75 iEH - iB% RPC iERIIAER S8 - BEEBEES -
o MRKFEEKRE » REEME > AILIF  DrrpcMethod BY  signcheck BIEIREF NO -

- (MPDemoUserInfo *) dataPostSetTimeout: (MPDemoPostPostReq *)requestParam
{

DTRpcMethod *method = [[DTRpcMethod alloc] init];
method.operationType = @"com.antcloud.request.post";
method.checkLogin = NO ;

method.signCheck = NO ;

method.returnType = @"@\"MPDemoUserInfo\"";

return [[DTRpcClient defaultClient] executeMethod:method params:@[ ]1];

A W%%Eiﬁﬁﬁﬂ?ﬂ‘ll‘ﬁl’ﬁjbmﬂﬁ DTRpcMethod B  timeoutInterval B -

- (MPDemoUserInfo *) dataPostSetTimeout: (MPDemoPostPostReq *)requestParam
{

DTRpcMethod *method = [[DTRpcMethod alloc] init];

method.operationType = @"com.antcloud.request.post";

method.checkLogin = NO ;

method.signCheck = YES ;

method.timeoutInterval = 1; // R BNREEEFHREEIMKREIRATE > BRSSHE BB AT ER GRS A ARRENE ; BUA 205 RENTF 1 BEKENAEGA
&

method.returnType = @"@\"MPDemoUserInfo\"";

return [[DTRpcClient defaultClient] executeMethod:method params:@[ 1];

o MRFEREORNM Header > FIMERTE  prrRpeclient K RAE

- (MPDemoUserInfo *) dataPostAddHeader: (MPDemoPostPostReq *)requestParam
{

DTRpcMethod *method = [[DTRpcMethod alloc] init];
method.operationType = @"com.antcloud.request.postAddHeader";
method.checkLogin = NO ;

method.signCheck = YES ;

method.returnType = @"@\"MPDemoUserInfo\"";

// EIHEOR header
NSDictionary *customHeader = @{@"testKey": @"testValue"};

return [[DTRpcClient defaultClient] executeMethod:method params:@[ ] requestHeaderField:customHeader responseHeaderFields:nil];

o MRFBERAFRORM Header » AINSETHEZERNER - RBEHRNANIN - REIMAEESEBMX KBRHA -

> XHERRAS : 20250729 20
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e checklogin BMNEO session RIMER > BERESMXIEHIETHK - ZIAREHR NO BIF -
BHEX RPC #£#388

BETWSEK » AJEERELE RPC RiEH] » 5 RPC LRFTREHITHEXEELIE » RPC SEHRIRHHZ SR BILIRILETK -

BEXERE

BUEBIZEIER » HEM  <DrRpcInterceptor> WMYEIFE » FARLLIE RPC IERAIGHIMERIRIE -
@interface HXRpcInterceptor : NSObject<DTRpcInterceptor>
@end

Q@implementation HXRpcInterceptor

- (DTRpcOperation *)beforeRpcOperation: (DTRpcOperation *)operationf{
// TODO
return operation;

}

- (DTRpcOperation *)afterRpcOperation: (DTRpcOperation *)operation{
// TODO
return operation;

}

@end

EM=aE
BT AR PR RSO  EERSERTEREEXNTEHE -

HXRpcInterceptor *mpTestIntercaptor = [[HXRpcInterceptor alloc] init]; // BREXFE#HRE
[MPRpcInterface addRpcInterceptor:mpTestIntercaptor];

BiEN=Z
RPC {24 SMEURMBRBIN - S KBNS -
BIBEES (10.2.3 X))

10.2.3 B4 RPC RESHEIBEEREEINEE - 10.2.3 BEFR T RARESDK » IFERER > ARGERATELTEERELREESRH V6 IRE -

10.1.68 ELEIAN V5 WA IR TIISRERBEER V6 BF > ABRIBPREN vv_1222.5p9 REREEF ©

1. %% mPaasS <7 LR (MLTIREETHEHSRED > X Xcode EZWIREN)
2. ERTI&SIT » ERMNEEREER -

mpaas inst sgimage -c /path/to/Ant-mpaas-0D4F511111111-default-IOS.config -V 6 -t 1 -o /path/to/output --app-secret sssssdderrff --verbose

® iR
Hrp config XHBF ~ BinXHEE * appsecret SERERIEE R EFRME ©

3. MBREFRBIFERINEE » FRBTENRBEE category RIBIREEREE » BUAREKERNZE MPAASRPCSignTypeDefault » E&HEH MD5 °

EREATRENT
o MDS5 : MPAASRPCSignTypeDefault (2XiA)
o SHA256 : MPAASRPCSignTypeSHA256
o HMACSHA256 : MPAASRPCSignTypeHMACSHA256
o SM3 : MPAASRPCSignTypeSM3
REBRAH :
#import <APMobileNetwork/DTRpcInterface.h>
@interface DTRpcInterface (mPaaSDemo)
@Gend
@implementation DTRpcInterface (mPaaSDemo)
- (MPAASRPCSignType)customRPCSignType
{
return MPAASRPCSignTypeSM3;

}

@Gend

HXEER
o RAREERIN
o PSR

5.3. # A\ HarmonyOS NEXT
5.3.1. $Fi0 SDK

AXTBUEARBEHMRAMHEAZ HarmonyOS NEXT &I - BAIIXETER TEER ohpmrc ARIBABHNK SDK EIEF i

> Xi5hRAS © 20250729
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AERH

o RINFEEHAA SDK 8l » BIEMREZFIZEAZ mPaas - ESERIES N KRR $EA mPaaS &/ »
o SER mppm R < ¥IEIESE L3k mppm TH -

0 SDK

T mppnm init  mppm sdk B Gk BEIFR BRI o

Please select modules you want to install of mPaaS SDK: (Press to select, to toggle all, to invert selection, and to proceed)

CLIEES
BaE S
B
& wh #E %
Tt &

RERAE

5.3.2. A SDK

B AESR
TE(ER RPC 281 » WSEAIA(L mPaas {E48 :

export default class EntryAbilityStage extends AbilityStage {
async onCreate() {
const app = this.context;

MPFramework.create (app) ;

const instance: MPFramework = MPFramework.instance;
const ctx: Context = instance.context

}

}

&H RPC 18
M TREBEZEHAEMER » BHRFRIEHNE > TAFHRATHEXBAER > 01 vipmro.ts o

interface VipInfo{
expireTime:number,
level:number

}

BRI ABEEER > 1 ©  userInfo.ts ©

interface UserInfo{
vip:VipInfo,
name:string,
age :number

}

BRSYBEHNSEMER > M ¢ ToginPostReq.ts °

interface LoginPostReq{
_mPaaSCustomBody:UserInfo
}

BEpERIED > MEARFRIEHEG > AINSFNEE - M client.cts Rl o
import {MPRpc} from '@mpaas/rpc'

class Client{//<>HAIREMEZER > needsign » ispbMEFER

async loginPost (req:LoginPostReq) :Promise<string>{//REIEEHstring
return MPRpc.executeRpc<string> (this, {
operationType:"com.antcloud.request.post",

needSign:false,

isPb:false

},req);

}

}

@M RPC &0
RPC #RINFEFATZIAM » AHEAEET  verocTnterface HEMTFERIEMED - ENARIANELRE - ROIKBUT :

> XA4RRZA : 20250729 22
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/ /AR E b rpe
MPRpc.init () ;
function testRpc () {
let cl = new Client();
let account:VipInfo = {
expireTime:1,
level:1
i
let user:UserInfo = {
vip:account,
name: "handsome",
age:14
}
let reg:LoginPostReq ={
_mPaaSCustomBody:user
}
cl.loginPost (req) . then ((result)=>{
console.log ("result")
}) .catch((e:Error)=>{
console.log (e.message) / /e . message JIAZZIEFMIRERE
12

@ 8
BEA  try catch  HIREE > ANMXRERTMIME » BRIMRIE MXERIBIHE ZWE

BREENEE
R BB E
W timeout ECE - RBBWT :

import {MPRpc} from '@mpaas/rpc'

class Client{//<>HHIRENEZEE! » needsign » ispbHIMEFER
async loginPost (req:UserInfo) :Promise<string>{
return MPRpc.executeRpc<string>(this, {
operationType:"com.antcloud.request.post",
needSign:false,
isPb:false,
timeout:1000000/ /IR EEBHTHTIE » BRIAJI 18
},req);
}

}

REi&R URL
¥EhN URL BB » B340 :

import {MPRpc} from '@mpaas/rpc'

class Client{//<>HIREIEZEE! » needsign » ispbRIMEFER
async loginPost (req:UserInfo) :Promise<string>{
return MPRpc.executeRpc<string> (this, {
operationType:"com.antcloud.request.post",
needSign:false,
isPb:false,
url:"https://xxxx.xx/xx/"//{QEER URL  BRIAJIRI X3tk
},req);
}
}

REER Header
R0 Header B2& » REBBAITF :

import {MPRpc} from '@mpaas/rpc'

/ /¥ bheader
let headers:Map<string,string> = new Map () ;
headers.set ("keyl", "valuel") ;

headers.set ("key2", "value2") ;

class Client{//<>HFIREIEZEE! » needsign » ispbRINMEFER
async loginPost (req:UserInfo) :Promise<string>{
return MPRpc.executeRpc<string> (this, {
operationType:"com.antcloud.request.post",
needSign:false,

isPb:false,

header:headers //i&Bheaders

},req);

}

> Xi4hRAS © 20250729
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BEX RPC {Z# %
1. MaiEEs -

o preHandle Ei%?kﬁﬁ}ﬂ.ﬁ 4 %ﬁﬁ@ RpcInvokeContext
catch &% » ERFLL -

o postHandle EEREHNT » SERE RpcInvokeContext
58 ERFAL -

handleException

o

) RIVBEIR B #TIZE -
import {RpcInterceptor,RpcInvokeContext} from "@mpaas/rpc";

class interceptor implements RpcInterceptor{
preHandle (rpcInvokeContext: RpcInvokeContext): boolean {
return true;

}

postHandle (rpcInvokeContext: RpcInvokeContext): boolean {
return true;

}

handleException (rpcInvokeContext: RpcInvokeContext,
{

throw exception;

¥
}

2. EEEEHRE-
o ¥2EIEE RPC -

EBE RIS R BEE :

interceptor

import {MPRpc} from '@mpaas/rpc'

import {RpcInterceptor,RpcInvokeContext} from "@mpaas/rpc";

class interceptor implements RpcInterceptor{
preHandle (rpcInvokeContext: RpcInvokeContext): boolean {
return true;

}

postHandle (rpcInvokeContext: RpcInvokeContext): boolean {
return true;

}

handleException (rpcInvokeContext: RpcInvokeContext, exception:

{
throw exception;
}

}

class Client{//<>HPIREEHEE > needsign » ispbHIUMEFER
async loginPost (req:UserInfo) : Promise<string>{
return MPRpc.executeRpc<string> (this, {
operationType:"com.antcloud.request.post",
needSign:false,
isPb:false,
interceptor:new interceptor ()
},req);
}
}

o RBEEFEH -
EOPIRE *

£ MPRpc
import {RpcInterceptor,RpcInvokeContext} from "@mpaas/rpc";

import {MPRpc} from '@mpaas/rpc'

class interceptor implements RpcInterceptor{
preHandle (rpcInvokeContext: RpcInvokeContext): boolean {
return true;

}

postHandle (rpcInvokeContext: RpcInvokeContext): boolean {
return true;

}

handleException (rpcInvokeContext: RpcInvokeContext, exception:

{
throw exception;
}

}

MPRpc.addGlobalInterceptor (new interceptor());

HiEmE

#E rawfile BETHIM npaasnetconfig.json X o HA :
* type :HIEEEL, X ECC/RSA/SM2 »

* crypt : BREFEME -

o gw :{ERBIEN gzip 0 BFTREHR true ©

% > AILAIREX

response header

exception: RPCException)

RPCException)

RPCException)

348 » AIL#1T Header » URL > timeout S2/E »

ZigfE »

return false

return false

RTHTES > rpc EORM

RRBITES > rpc ORI catch

> Xi4hRAS © 20250729
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e pubkey A BEMBLEBITE -
e guList :XFEFINEEY URL> B URLEIAA , 28> RESH URLWASS5ME -

"type": "ECC",//X¥FECC/RSA/SM2
"crypt": false,//REFBMNE
"gw": true,//{ERBHER gzip

"pubKey": "----- BEGIN PUBLIC KEY-----
\nMFkwEWYHK0ZIzj0CAQYIKoECcz1UBgi0DQgAEX796aukwF421eWWX/cwvEfrvz/M2\nd6£f4ovv4GTwmu4 SEd+5WBDEfp7vKHBOP3i14SXmvK6be 6mlMhL2kkY8Kj0Q==\n----~ END PUBL
IC KEY----- ,

"gwList":"https://mgw.mpaas.cn-hangzhou.aliyuncs.com/mgw.htm, http://11.164.247.80/mgw.htm"

BEESR
TEBEOXGPHITRE > needsign REN true > signrype FPIRBERHER > BEIXIF : MD5 (type 73 0) » SHA256 (type J94) »SM3 (type B 5) -

import {MPRpc} from '@mpaas/rpc'

class Client{//<>HIREIEZEE! » needsign » ispbHIMEFER
async loginPost (req:UserInfo) : Promise<string>{
return MPRpc.executeRpc<string> (this, {
operationType:"com.antcloud.request.post",
needSign:true, (ERiIAFfalse)

isPb:false,

signType:0 //$NRFIH > BIMERO md5  (BRIATRIENInGS)
},req);

}

}

ERE2ER
FEREDEBERRREN - EHRIEAESE RNZ2EA -

5.4. H5 JS fwig

Bl » R2%85h App BIHEBRA T JavaScript (JS) IEE#THES - mPaaS iR TRENIE Web BERAR —— H5 BEEH5 BHEE T - H5 FFTF Android #1i0S 2k »
EEHITEFIHIEA -

HEEFPIHEA HS B8/ > AHAT LR A EH{ERMX

o EEMSKRENAR - HREFHETRS R ZEMETR

o MRBSHAEFHEN T —BNED > ATRRSIHENERRBHSHAEFIHER -

e 3 RpcException MHTHR—HIFHALE » BIHFIE - Toast JHSIES -

ERM

#1T H5 JS w22 AT > BHAIR Android/iOS BEFIREZIBA H5 583 - EPIREASESR A Android 1 ##A i0S »

&£/ )S K13

EBHMEIEHAEA App FARSE > BIAETEHIA4ER RPC # )S SDK $#EFPIHEMR » MRS N £HARD -

EFREENR

* APl 5348

Platform: (8) Android i0s s

PackageName:

BRI 8N APl RIBAENEOSE - MEERIMTERKES :

var params = [{

"_requestBody":{"userName":"", "userId":0}
H
var operationType = 'alipay.mobile.ic.dispatch'

AlipayJSBridge.call ('rpc', {
operationType: operationType,
requestData: params,
headers: {}

}, function (result) ({
console.log(result) ;

i

BIIRTEMERE RPC iy » SEREM LEAER > HARBNIERSE -
1§ RPC #&0O
JS BM RPC HIAEMT -
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AlipayJSBridge.call ('rpc', {
operationType: 'alipay.client.xxxx',
requestData: [],
headers: {}

}, function (result) ({
console.log(result) ;

i

BN

B8 ESid

operationType string

requestData array

headers dictionary

gateway string

compress boolean

disableLimitView boolean

ERER

&R ESc

result dictionary

10

11

Efth

EEDTHE

WERBRY o

H mobilegw WXEX

BRIME

{}

alipay F%

true

false

it

st

RPC FRSRBHR

RPC ERIBE > FEFRERIERA RPC HOFITINE -

RPC i&RIRER headers ©

[ZES: i3

RAEXH request gzip E4E °

RPC RIXHEBRIAAT R &R L B Eh3 4 —PRIFSRE -

RPC IARIER  FEFHENNFHBERIWRA—NFREN > key B resbata

> XHEERA 1 20250729
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© 8822, BEHR% (EREE-E ARSI

6.8 N\ AR 55 i
6.1. BiREZRWIHE

B XIRMARSS IR HTTP RS ERWIEINEE » REMMXFRSHOBIEL R -

o EMXIZHAFBE— APl SANERRIE » BHIRNXRWZFARENE— AP EREIZERESR » EREANATMATEMXIZHSEIRE -
o RSBIHEMERFHEG » WRBEER#TAMERITHE > LEHSBRINERRE - > MURANERRESE -

ERES

BEIMKXITENERRETE Request B9 Header # » Header Key 3 x-Mgs-Proxy-Signature ©

APl DAL BHRA Key ATARR SRR R ZAEIT MY Key » Header Key 3 x-Mgs-Proxy-Signature-Secret-Key °©

BERE
AR

String stringToSign =
HTTPMethod + "\n" +
Content-MD5 + "\n" +
Url

e EITPMethod : R AEH HTTPMethod#l pur & vpost -

® content-mps :iEK Body #J MD5 {& - itEAEMT

. & wurreMethod AR PUT 8 POST Z— > | MD5 REFFHE " ; EMHPTEZS -
ii. #7EKH Body B Body Yy Form && » | MD5 HZEFFHE » ; BWRITE=S -
{ERUTARITE MD5 - He > 43FKE Body Bf > bodystream NFFFHE  rnulln o

String content-MD5 = Base64.encodeBase64 (MD5 (bodyStream.getbytes ("UTF-8"))) ;

EE
BME content-vps REFFFE v MIESER  content-mps  [FHEHEMRITHR “\n” thAREERE > BRI ERFSFELEMT “\n”

e url :H Path-~ Query A& Body Hf) Form SEARMM - BRIRFEREXN netp://ip:iport/test/testsign?c=3sa=1 H Form PEISEA p=2sd=24 -4
RSN -
i. 3REY Path : Path  ip:port ZBE~ 2 ZAIKERSD o WHIPEIA /test/testsign ©
ii. HEK Query fl Form S#i9R% > M vr1  BDA Path ; BU#ITF—H ©
iii. HHESE - 17 Query 1 Form FHSEIRIE Key RBFHFHR » SABHIEN  Keyl-valuelsKey2=value2s...sKeyN=valueN ° LtHIFENN
a=1lsb=2&c=3sd=4 ©
® iR\
Query 5 Form Z#i) Value AIEER S » REXE— value BIF °

iv. $HZ URL° URL A path?Keyl=vValuelsKey2=Value2s...sKeyN=vValueN ° FEBIFRBEDA) /test/testSign?a=lsb=2sc=3sd=4 ©
Livand o1
o XM MD5 BiEIN%E

String sign = "xxxxxxx";//IBEIMXEIRNER
String salt ="xxx"; //MD5 Salt

MessageDigest digest = MessageDigest.getInstance ("MD5") ;
String toSignedContent = stringToSign + salt;
byte[] content = digest.digest (toSignedContent.getBytes ("UTF-8"));

String computedSign = new String (Hex.encodeHexString(content));

boolean isSignLegal = sign.equals (computedSign) ? true : false;
o A RSA HiZIE

String sign = "xxxxxxx"; //TSEIMXMEERNESR
String publicKey ="xxx"; //IBaIMXA) rRsa A

PublicKey pubKey = KeyReader.getPublicKeyFromX509 ("RSA", new ByteArrayInputStream(publicKey.getBytes()));
java.security.Signature signature = java.security.Signature.getInstance ("SHAIWithRSA");
signature.initVerify (pubKey) ;

signature.update (stringToSign.getBytes ("UTF-8")) ;

boolean isSignLegal = signature.verify(Base64.decodeBase64 (sign.getBytes (""UTF-8"")));

KB xRb
EZi¥1E » 1§58 HttpSignUtil.java »

6.2. REEXEHE

SRR ITEERL T W% SPI BYALE » dI535MREE mpaaschannel 8 Dubbo 28! APl FRZH9N S AL - 33 TR HTTP APl LB AATEEBULHY -
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ERER-EARSIR

O EFHER © MRAFERIEK

O ERARSS

BRSSEM R

© RMERSS

BFiR —_— ZES

© HEMRSEIMX

O EMEFPHRE

SINRXZ7E
ERENE ponml XHFSIAMToAE ERLECSHERN - #28) -
EMEMBRES A > FRESITEERMMN AP 28 .

® #t§
S| AKEET > IEBIAMETR T Maven MECE - #1520 BZ&E Maven °

Bitiikis

<dependency>
<groupId>com.alipay.gateway</groupId>
<artifactId>mobilegw-unify-spi-adapter</artifactId>
<version>1.0.5.20201010</version>

</dependency>

<dependency>
<groupId>com.alipay.gateway</groupId>
<artifactId>mobilegw-unify-log</artifactId>
<version>1.0.5.20201010</version>

</dependency>

<dependency>
<groupId>com.alipay.hybirdpb</groupId>
<artifactId>classparser</artifactId>
<version>1.2.2</version>

</dependency>

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.5</version>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.72_noneautotype</version>

</dependency>

<dependency>
<groupId>com.alipay.gateway</groupId>
<artifactId>mobilegw-unify-common</artifactId>
<version>1.0.5.20201010</version>

</dependency>

MPC (ki

<dependency>
<groupId>com.alipay.gateway</groupId>
<artifactId>mobilegw-unify-spi-mpc</artifactId>
<version>1.0.5.20201010</version>

</dependency>

<dependency>
<groupId>com.alipay.mpaaschannel</groupId>
<artifactId>common</artifactId>
<version>2.4.2019040801</version>

</dependency>

<dependency>
<groupId>com.alipay.mpaaschannel</groupId>
<artifactId>tenant-client</artifactId>
<version>2.4.2019040801</version>

</dependency>

5575 BRSS

O HEVRS

MXEETEE

@ i5%E appName HIBURSEREF IR

> XHEERA 1 20250729
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EXRSEOFEH
RBAWSTR » EXRSZIEO ¢ com.alipay.xxxx.MockRpe ; FHREHZIEOMEM  com.alipay.xxxx.MockRpcImpl
® i®
o HEEXFHASREENXS VO » [FHIRINSE > MAIIATE VO FiRiNSE > MARES EHFRER -
o IRSEOEXMBXRME - FSR WSEOEXHE -

EX operationType

TERSIEOMSIELRM  eoperationtype EME » EXRWIRSHEORIR © ceoperationType BAZ=TBEBA :
® value :RPCRSHIME—ITIR > EXHMA AR =R 8. FER 4RE -

* name IEOPXEMR -

®  desc IEOMEM -

® B
°  value HENXHAZRB/E— > REBENEM  FNAERFEMWEZHH value E—1# » SREETHMRS -
o REFHI  BFSWIEASRE  coperationType HI=PFER o

Al :

public interface MockRpc {

@OperationType ("com.alipay.mock")
Resp mock (Req s) ;

@OperationType ("com.alipay.mock2")
String mock2 (String s);
}

public static class Resp {
private String msg;

private int code;

// ignore getter & setter
}

public static class Req {
private String name;

private int age;

// ignore getter & setter

ARE  BERRIRMHAY SPI & FEXFH AP IRSIEMEIEERER O

M MPC API [R5

7t MPC APl (RS FEENM TS

e registryurl G IZERFEMFOMHLE  AEXSEBSERFOMMESA  mocpub.mpaas. en-hangzhou.aliyuncs

e appName :ZERWEHFHEAE 5 APl FEZER -

e workspaceld : RIFIFTLERIERY workspaceld °

e projectName : NFIFFEIAFEY projectName » 5 APl S4AE/ Project Name #8[E

e privateKeyPath : {#IX RSA FA$AH) ClassPath » 5 mpaaschannel BIIEENATFRIESEM - BIVKEE
Fo o (env) AFEMIIFIE > W dev ~ sit ~ prod & -

REAH

BIEN RIS » MEMSHERE RBERE > B0TH > §iE > RERHEXEL RSA 24 -

4HL RSA ARAANTENT » Hp N PEEHIS LERE » FPAXMERIRMAN  $(orivatekeypath) HERE :

o

.com °

/META-INF/config/rsa-mpc-pri-key-{env}.der

> Xi4hRAS © 20250729
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*

the way to generate key pair:
### Generate a 2048-bit RSA private key

*

*

$ openssl genrsa -out private key.pem 2048

*

### Convert private Key to PKCS#8 format (so Java can read it

*

$ openssl pkcs8 -topk8 -inform PEM -outform DER -in private key.pem -out private key.der -nocrypt

*

### Output public key portion in DER format (so Java can read it

*

$ openssl rsa -in private_key.pem -pubout -outform DER -out public_key.der

*

### change to base64:

*

## ERRTAA > FIRNAERE

$ openssl base64 -in private_key.der -out private_key base64.der

*

*

# ERRNE > EREE BOBHA PEE

$ openssl base64 -in public_key.der -out public key base64.der

*

*

### remember to clear the whitespace chars and line breaks before submit!!!

spring 5%
1. 7E%$R bundle #9 spring BEEX 4 » FEBRE XIFHIBRSSHY spring bean ©

<bean id="mockRpc" class="com.alipay.gateway.spi.mpc.test.MockRpcImpl"/>

2. 7£33RI bundle #) spring BEBE X4 » FEEAREARSHY starter bean ©
80 vpcservicestarter RIFFFIEWAE operationtype K bean iid mpaaschannel WGEMEIFEELER L

<bean id="mpcServiceStarter" class="com.alipay.gateway.spi.mpc.MpcServiceStarter">
<property name="registryUrl" value="${registy url}"/>
<property name="appName" value="${app_name}"/>
<property name="workspaceId" value="${workspace_id}"/>
<property name="projectName" value="${project_name}"/>
<property name="privateKeyPath" value="${privatekey path}"/>
</bean>

spring-boot Fx
spring-boot f spring A E—#f » RZEMA XK IEBNAR - RARE xml X -
1. BEERNAR - FE KRS EMMR bean :

@Service
public class MockRpcImpl implements MockRpc{
}

2. BUERIAR  EXRERSH starter :

@Configuration
public class MpaaschannelDemo {
@Bean (name="mpcServiceStarter")
public MpcServiceStarter mpcServiceStarter () {
MpcServiceStarter mpcServiceStarter = new MpcServiceStarter();
mpcServiceStarter.setWorkspacelId("${workspace id}");
mpcServiceStarter.setAppName ("${app_name}") ;
mpcServiceStarter.setRegistryUrl ("${registy url}");
mpcServiceStarter.setProjectName ("${project_name}");
mpcServiceStarter.setPrivateKeyPath ("${privatekey path}");

return mpcServiceStarter;

BE MPC B%&
ATETHERRD > AIREEE MPC XBE > TEM 10945 BEENM :

> Xi4hRAS © 20250729
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<!-- [MPC Logger] tenant link»iDREE > settings &R -->
<appender name="MPC-TENANT-LINK-APPENDER" class="org.apache.log4j.DailyRollingFileAppender">
<param name="file" value="${log root}/mpaaschannel/tenant-link.log"/>
<param name="append" value="true"/>
<param name="encoding" value="${file.encoding}"/>

<layout class="org.apache.log4j.PatternLayout">

<param name="ConversionPattern" value="%d [%X{remoteAddr}] [%¥X{uniqueld}] %-5p %c{2} - %m%n"/>
</layout>
</appender>
<!-- [MPC Logger] IEE—NHMEXMNEWE (BF—Itenant stream <-> component stream) -->

<appender name="MPC-STREAM-DATA-APPENDER" class="org.apache.log4j.DailyRollingFileAppender">
<param name="file" value="${log_root}/mpaaschannel/stream-data.log"/>
<param name="append" value="true"/>
<param name="encoding" value="${file.encoding}"/>

<layout class="org.apache.log4j.PatternLayout">

<param name="ConversionPattern" value="%d [%X{remoteAddr}] [%X{uniqueId}] %-5p %c{2} - %m%n"/>
</layout>
</appender>
<!-- [MPC Logger] tenant Hi&E -->

<logger name="TENANT-LINK-DIGEST" additivity="false">
<level value="INFO" />
<appender-ref ref="MPC-TENANT-LINK-APPENDER" />
<appender-ref ref="ERROR-APPENDER" />

</logger>

<!-- [MPC Logger] component H#& -->

<logger name="STREAM-DATA-DIGEST" additivity="false">
<level value="INFO" />
<appender-ref ref="MPC-STREAM-DATA-APPENDER" />
<appender-ref ref="ERROR-APPENDER" />

</logger>

gR
SR LSRG - MAILGEEERMXHT—RFINRE » FEXH AP RSWEFIRHTRE - RIESR i1 APl -

6.3. MXHBI{ERREA

AR PRI TR - BIEZEES - MobileRpcHolder » MARMRHIRIBAER#HTIHA
SCH=EBRE
EHBREATIE HTTP £RRS -

mobilegw-unify-spi-adapter.jar SEfRERBET Java HIREARAWSHE » Bl operatioinType FIEEMIAE - A EAANERER > WSH AL SPI @HE
XHIZBER 0 MTMSSIY R -
MI%HY SPI BIENX THMEEES ©  AbstractMobileServiceInterceptor JHMEBEFM MobileserviceInterceptor 3% e
AbstractMobileServicelnterceptor

MobileServiceInterceptor EERHTINGE > DBIR beforeinvoke - afterinvoke (DAFH : —fASRHUKEIRER] Object ; B—MASH Object i
FX%BYJ JSON string) ~ throwsInvoke #l getorder ©
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EHBEA
beforelnvoke

EE null l BEARAZ

Z#E B
beforelnvoke

REERAZE

WSS TR

EHEA
EEE A afterinvoke

throwsinvoke AE# Object

l |

=HEB

8RB
W afterinvoke
throwslinvoke AS % Object

EHEA
afterinvoke ——
AZ A Json String

&[] null

=8B EEFR A
afterinvoke
AZ A Json String

W EERTR > EERETEEUT=MER TRITEE -

o F5EEFRET : Bl veforeInvoke Kk ZAEBREIE - —BiXAENEEERAE » BAMKINEEZBMT) - MRS FREZBERMN  veforeinvoke FHiK » FATHE
ﬂiﬁ]ﬁﬁ&lﬁ%)‘iﬂﬂ?‘iiﬁ 4 EE&)\E&%&BG afterInvoke ﬁ;ﬁ °

o 5EBMARE : Bl afterinvoke JAiEc afterInvoke MM » —MASHR Object » EMIEHRENNE » ZHESFIRENE » FRIANEZERERINZSEHSNT; B
—FASH Object ¥MAY JSON string » ZFERIIAREE AR JSON EHRHIRE - —BIREHERNZE » BAMKIAEIZERI) - BENIZHZITH2HE

o HEHHRE Bl throwsInvoke i o ZAREHREE - FIBEEERNZAEBMMNT - EUSHHARENSWER -

MobileServicelnterceptor

MobileServiceInterceptor MK THESRA) ordered 32O - ELL > WSHEMAPZBARATIMNBEILI  getorder FHIEREHUTINRG > IREMBE) - FUTHIR
FREE ; RENBEEX > BT TR

fERRH

1. ‘RIBECRUEZESRE > YK AbstractMobileServicelInterceptor %, FHEXM MobileServicelnterceptor #0O-
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public class MyInterceptor implements MobileServiceInterceptor {

/%
SHRA

method : BIZEAHIZE (@operatioinType EXMIFIE)

args: —MHREA > MSHHENEASE > EASEIREIETRAKR) -

fERRL S S IRIBERER(THRESER

bean : BRMLSSFRROSH) -
IREEAA

Object : AIAEEBRFREILE » —BREEFHIZE  WRXIAHERES > MA2BRERBLSHE

FE » EiEBTEMIZE IR beforeInvoke 73K » MATEERPH afterInvoke FiE o

R

@Override

public Object beforeInvoke (Method method, Object[] args, Object target) {
//Do Something
return null;

}

/*

*BEGHEA

*returnvalue: EFHIHEREIRITR

* HES¥EL

*/

@Override

public void afterInvoke (Object returnValue, Method method, Object[] args, Object target) {
//ER  BREASRUSHIREMN object

}

@Override

public String afterInvoke (String returnJsonValue, Method method, Object[] args, Object target) {
/R REASRHWEHIREN object » $MRMAAY Json #RM string
//FIBGREIRRR gson R
return null;

}

@Override
public void throwsInvoke (Throwable t, Method method, Object[] args, Object target) {
}

@Override

public int getOrder() {
//BER (BER)) NRER BEKK) -
return 0;

}

}

2. Zi‘ﬁ‘ﬁiimﬂ‘ﬂﬁ MyInterceptor ﬁyj\J Bean °
° Spring Boot : EIFFEIZENERE eservice ©

@service

public class MyInterceptor implements MobileServiceInterceptor{}
o Spring : FEEER xm1 XHEHR-

<bean id="myInterceptor" class="com.xxx.xxx.MyInterceptor"/>

MobileRpcHolder ##B%

MobileRpcHolder fB mobilegw-unify-spi-adapter.jar FRIRMEAI—PNERSHENZE > ZHEEX T —NMERTEHNEXER » REBNEXNT :

Map<String, String> session RTFIERMY session
Map<String, String> header RIFERIKBEXES
Map<String, String> context REMXFRAHNLETXER
String operationType RFLLRIESRE operationType

HWEFHIRSS (B) operationtype ) WIARZAT > SPI RBZAMRIEMKILRAIER MobileRpcRequest KIRE MobileRpcHolder HKNER - ERAMWSE KRS Z
EREERSWER -

Mobilerpciolder IR EMINBNRSHIAMIRE - HWRAGER

WEHHAIMBERERREXLES » REERRTRAMLSHRSIRT—EFE - TRRTRTUSRSTMRIGXLES - RANIRETMBTEHS - A5
Eﬂfﬁﬁ]ﬁfﬂﬁ@fﬂ MobileRpcHolder CFf%?iE{]fé'E\ °

AT BB+ MobileRpcHolder nfeEl{Em -

ERRE
XEBLMERRFISREY session Jffl -
1. {82 session o BlEE=# R » AFEESE FENEER T - TEMUESZARGEZENE :

@Override

public Object beforeInvoke (Method method, Object[] args, Object target) {
Map<String, String> session = MobileRpcHolder.getSession();
session.put ("key_test", "value_test");

MobileRpcHolder.setSession (session);
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ANT GROUP

XHFRBEIEIN  MobilerpcHolder HIRY session (B °
2. 3REY session o WA EEDEXHIBRSPAIIAIREY session (R »

@OperationType ("com.alipay.account.query")
public String mock2 (String s) {
Map<String, String> session = MobileRpcHolder.getSession();

}
Hftt{S2 (20 header ~ context) HEEFIRERARE L -
// 3KEX header FRBIER

Map<String, String> headers = MobileRpcHolder.getHeaders () ;
// RBETXEBENRERFHETXER

Map<String,String> context = MobileRpcHolder.getRequestCtx () ;

// 3KEX OperationType
String opt = MobileRpcHolder.getOperationType () ;

{ERRXEIRE

BOMXEECH—ERIRBIE » #1 WXERBIE -

B|EIE Bizixception 6666 - WHIRBWELIMBEER » MXSMENEE -

MRABBEHIE(REEIRA » REEMEIR » ATMEEME  rocException (ResultEnum resultCode) FEiZHI RPC BAUSEIR > LBl  resultcode=1001 » RIREIA
BEPIE B IRIAE" -

RP=H

@Override
public String mock2 (String s) throws RpcException {
try{
test ();
}catch (Exception e) {
throw new RpcException(IllegalArgument);
}
return "11111111";

BEXEIRSG

ANRABER B ENEIRG > BAERAWLSFENTEEEIMNIRE -

%zﬁ%g%&m&ﬁ » MRREIATSES 6666 - RN EF HREZIASE > BANRSLHE - FEEFETUSRENSIE - EFiERBERKE 1000 RSB - TRER
REIREIE -

BAMCAER > IRSIHHIE P IREIF LIAAEIR - AREEMWSSERER (catch) FIANRE > FEEXHIRDBIERENEIED - XEEEVSHARE - NXth

RIBE 1000 LI - AN EFIHEBTIRENIE » REEE IR
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7.ERIEHES
7.1. APl 54

APl 34HBD APl JARMSA » IR RMNALS  BARHEFMSRARR -
Bl BRIMXZIFEIRITEEE API 54 :

o HTTP : & RESTful K&K HTTP BRSS » X358 VPC HIBRSSA -

e MPC: EF mPaaS #iH# RPC {42 » ¥ VPC HIFRSSAM -

ke o |
B MPC API 24T » IREFEXIFH AP FRSIEMEEEAVERAPL » BIES R iEH MPC API RS -
EF mPaaS ZHIAE » MEMSHZHABRMXTIE - RIBLSEE > IEREEEMN API 4 -
o BIE HTTP API 54
o & MPC APl 94
gl HTTP API 54
SERUTEE > 813 HTTP API 248 :
1. %% API 4 7% > #A API HAATIRTT -
2. i 82 API 4R R4  ESHASHEIERIET APl HAERES -
o SHANE :IREFE HTTP-
o APl 48 : H > HERSAIN S ALRIZELRFR -

o B VPC HTTP : REAKE VPC RBBA - BITFIZAX » MRTAFE VPC IRSEMA - ZINEEH MGS RRSAAEMNERME VPC SAF BCHNRSFIEEN
VPC JEE—MEHE - BT MGS BREIRRSHEEE VPC HiFS -

® #iR
BRI EBERMXIFIRRHE VPC HTTP IfEE -

BRI VPC HTTP RATHEE » /TN TESR *
= REX HTTPS : MGS BB 9% (SLB) HTTPS WIFHARRE HTTPS HHXAVIERIIEES » IBREIEMBEMAIRAEGR - BIAXS HTTPS » T/
&R HTTPS f% » iR & BIA -

= HTTPS % : {RYEEZNF HTTPS WREARE > WM SLB FHEHAEHES -
= VPC Id : ¥R EREM ECS HIEBMAEH SLB EHIHIFTEMLE -

= 3Xfl 1P sttt - SYWARSSEREAY ECS BIERLM IP (SS5 SLB SEHIAY IP itk
= ®OS : RSBWOS -

EE
= B#l MGS AZIFEEIES - (£ VPC HTTPS B » REERE CA INBEPESR » ENESSHREREBITRY
= H{ERA ECS RRERIRARSH - REFK ECS NREAIRO - BRITRIES - HXIKO 1P ER - iF BRIPBARAZIGARIRE

= (XZH5EME (Region) B985 VPC i51E) » AZ#5EIAY VPC TAiE) > BIAIEREEMMEVARSTIAAA LIBAIARS - FNY » SRS ERMXIFSHE
Bl ERE XM IE R RAIERE i, -

= [ERY{ER SLB #l ECS RtEFiRARSAT » FEMIR SLB # ECS 7E1HERY VPC A » BIBRSZERZH ECS EENRKIEES SLB SEFIKIFIRME S BRIF—
B

o PRSSHE : SR HTTP/HTTPS URL » RFFEEE VPC HTTP IHEER EER HIZIN -
o MBEYEFIE : BEIE » RRIEREWSREEIABEIET ) - BAIZF > BRIME : 3000 ms »
3. 5ER APl PARRERER - Rt BE THOEA8E -
fli& MPC API 94
SR TSR > 832 MPC APl 34 :
1. %% APl 4 7% > #A APl HAATIRT -
2. mik 82 APl 4R R4  ESAOSHEIERIEAT APl HAERER -
o SHANH : EHE MPC -
o APl $4 : E > SEERSAIW S RAMNZEEI - APl ARESHA API BRSBHARRE—K -
o MBEYESIE : BEIE » RXMIEREWSREEHBEIAT ) » BAIZEF > BRIME - 3000 ms »
o Project Name : BRIABXZFIFTALERIER] ProjectName °
3. R API DAERRER » Rl WE TROHEIE -
BESHE
RIBARER APl D 4HER > STRAERIA APl HERE -
& HTTP APl 94
EDEFIERF > $HFIKEN HTTP MDA » EEHAMM B4E FUhaE #18 » #A HTTP APl SAIFIETIE - SHALAN 8K TRESE - HTTP SANEBEHRMT :
o [RSH4E : HTTP ARSSHY URL ittt o
o BEYEYE) ¢ PR > BAIA 3000 ms o
o RERE | WSASKNMBRILARENGH » EFRBZI - BXIERIE - SR FiREZRIGIRE - FRREFXE » BRRUTEE :
o MEHE : ERBBNEE - BEIMXAH X MD5 ~ RSA ~ SM2 #1 SM3 8i% -
o ®4A Key : FIREBEANEH Key » AIUBEX °
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o ENE : BIREREMRNES Value -
= HINEEEE MD5 B AIMBEX °
= UIEEER RSA B > ABEIMRXALNEH -
= YNBEERED SM2 5 SM3 B > AIIUBEEX - XFMAEREH » S0 BHEERSE

EE MPC 574

EDETIRP > HEIEER MPC 9SE > EHAME BE JIRSE #1 - #A MPC API DAFIETIE - "R LEAN BN TRESH - MPC HENEETNT :

e projectName : Z4AFFEAFH projectName » BEEE » FAEH -
o BEYEYiE) - BAfIEER - BAIA 3000 ms o

7.2. APl EH

7.2.1. E#t API

BEIMXSI SMARRHEEM APl RS - AX M RIUEEZIEHI QI AP SR5EEL API SERE -
HYRELEN API RS > REBITHIREEFIAR » TEDAIFUNE -

D0 MPC API & > HB{REBIERIFIERIAY MPC API 54 -

e HTTP API

e MPC API

70 HTTP API
B& mPaaS EHIE - TRUTHEEM HTTP API :
1. EEMSHE » SF BIARAX XL -
2. 7£ APl B 5% > | 82 APl -
3. 7ESRHAITHEIES » Q3% HTTP AP 3R -
4. 7£ operationType 2 » MAERE - RiE WE THEM -
o  operationType JIHFIFEN APP T APl fRSSAIME—IRIR
o  operationType EXHM : AR.F=REH. =R FERIRE o

#h MPC API

SRMTESBEARNAIE MPC API :

. EEMSME » R BHRRX XKe -

. 7€ APl B8 I7ETT » Rif 8@ API -

. TESHIRAYITIEIED » 23E MPC API 3£ o

. BIEFIEIAY API 94 - 75 APl 4B > MIRERZIAS API FIRFIEIZREEMAY AP BRSS -
5. it WE SR -

7.2.2. BE& API
7.2.2.1. RS R

A W N =

A APl BRSS/E - IEREHITIEXREE T BE(ER API RS - HR HTTP B API BRSS - RE APl IRSSIRS R 18 7 8EWIER - BREFNIFE HTTP 2EEY API -

XFRES

APl BHEM T AR SHEE *

ER{SSEE | API BFF RO - BARRE - FELEM AP RSERSFRNEY -
BREE « BRI - ETag &7 - BIEE -

header i%# : MAIFHFAAFERRMALZ MR header

FRIMECE * 3 APl IBR#{TIRIAEE -

ETFECE © 17 API FINRL » MBS AKES -

o SEIRE D BRBEIRE  WAIRESE > LLIHACEN HTTP LB API IRSHFH -
RTBHANS BN BREENN > HEM ERERBER -

EfE APl TEIATHR

. B mPaas #H8 » EEMSHAE » BF BHMX -

. TE API SRR BIEREER API BR > BEREFITH BRE > #A AP FERE °

. UNEETIAR AR AP FFR > DAFFESIXH HET APl

. EUT API FENEBERE » B B8 #TENSHRIRE - RENEERE » SRAGNEERES -
. B R THEE -

7.2.2.2. BiERRE

RIERREIZEENY AP BRSS - SRiEAERIMSENE :

HTTP API

o APl &R : iMH > i% API RUIEORBHR » HEGEEF -

o HEOMER : IKIH > FiF4HAY AP Fiid -

o BARS : ME > AP FREANS RS -

o iR Path : WMH > URL Path > A€M ${} 8= path 3% tEMl ©  /pets/siid} °
o iERAR : WE > X5 GET ~ POST ~ PUT ~ DELETE #1 HEAD °

u A W N = .
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o {RURE : WE > UTF-8 B GBK 48X -

MPC API

o API B#R : W > iZ API fUIEOBIR > HERSME -
o EOfER : ¥EIH » FIFMAY API Hit

o EARL : API FRIEHIS RS -

o O : APl IRSIRTTIE -

o EOBI : APl FRBiHIED -

7.2.2.3. SREE

o BERW I ERETTREIRE - HFFE - BNEFPIHERNEZETRI
o BEEE : IRERSBINEE > BUZHW (ms) -

BRMSR - BOBMRE > RALKBRRE > BA 3000 ms -
* FFH JSONP : iREREFFIEE HTTP iR  JSONP RFREIEER API

7.2.2.4. header &8
XX FREREERAMAZNES header - £ header 88 XiF » i BX FTAREEIG - BIFTEZRE Add FN—FAN - SRANS S B - %
# - headerKey - value #l 1 A Bt -
o {8 : A% request header 5§ response header
o M0 request header £ BENTE request FIEHN header » W AILAEE MobileRpcHolder $XBXi% header °
o RN response header RERNTE response FIEHN header » BEFIHAIIUM response F3KENZ header °
o B : TEEIEHN (add) SEMIER (delete) -
o 10 (add) :¥RIN—1#EY header > MRFEREH header » MEHHHIZH header B °
o ik (delete) : HIER—~ header - Hif} header TIABCE value tha]LARELE - MRS value » BBARBIE value TCER A MBI -
¢ headerKey : headerKey A[IANHE RFC EXMEEFHE > I HTTP thiXFEI4SHE header 25 » LEAN host ~ content-Type % ; th R AR mpaasgw HiFE
header » tE#l operation-Type % °
¢ value : AIUAHEEFRE -
o 1R4E : WIFRHAT header MM -

® iR
EX HTTP header B » IEREEATRIZL" " -

7.2.2.5. [RREE

PRiftEC B SFERRIAE  FRIAVE - BRIRIBAL -
o [RiEES
o XM : FERHI API A ©
o 28 : HiFRUXBERAE - ZEER -
o [RifE{E RIBLSTRIGESENRARNE (B H) - RAEANESEBILUER > ERSWRT
o PRIRIARL BRIRBRIABIMARLS :  (“resultStatus":1002,"tips":"HEAS - BEEBME") WREHRRIL > FRAMTER :
{
"result": "==LAARERIMEAT, FES==",
"tips": "ok",
"resultStatus": 1000
¥
Hep:
o result REFIMMEEE > ssov X - R resultStatus 79 1000 B » BEFIRA REULFERLLHE -
o tips REFIRIPRFIRT © B/ resultstatus A 1002 > RELFERIRETAF
° resultstatus JNFRFUREIMNGRES > RESESR MXERIBIRA

7.2.2.6. EFERE

4R1F API (OIARL » MRS RAES - RSERESN AP 77 -

7.2.2.7. B¥iRE

SEIREZERT HTTP 2£889 API fRSS - BEBESASLRBIERN AP TREESH -
o ERBY : i8E Path HEIEHSSEH URL Query 3% > SERIMRIEM— -
o BYER : WiH > SHINRN -

® e
WRA Path S > FRIERFRSIENR Path FHEY—3R o B0 > 3E3K Path 9 /pets/siia) > RBEBIRNS ia -

o BYWME : WE » ST Path F Query String 1 »
o ME : AME > F[EIRAYSELE String ~ Int ~ Long - Float » Double » Boolean -
o BRIAE : B SEZINE -
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o iR ¢ RIH > SEEM -
e &R Body : {§Ei&EK Body RIEIEEE K Content-Type °
® iR
X APl BSRA AR POST B » A REBRIER Body BE °
o iFR Body & : T Body 2EEF String » Int ~ Long - Float * Double » Boolean - List ~ Map ~ Object °
o IRICHB : FIFMIRIHKAIE application/json ~ application/x-www-form-urlencoded + application/protobuf

o IMRER : IEEMRERIZEE
o MEEREE - IHEMAERGEEENHIKIBEE -

7.2.3. APl i

THE AP RINERHR - RIBEWSTER > F/E APHRIN ~ BB > EXERFEO - FFRBGANRAEE] API -

BN E

AP| BIHEE WS TE MGS LESGERAY API THEHZAFEN

1. BUERISAN API A HEMXERHEE » AFFIWSS AP B BEERMHXE

2. BEPIRRENGEIHWS AP B f9iERES » MGS S1RIE API BB BMiZiER Header 8 Cookie FENL ZINSEIKNE Context BAF RIS API B XEAAIIZR API
A 181X API A Server BEIRIE Context FAISEHL SHTFRRIR -

3. MR ETE » MGS SFRIGLER Principal RINFEIER Header 1 » ZIBLAFIHLSS AP B - MNFEETF - MGS REFRILER Principal » IRSANAIIELE -

Context Principal

Allowed .
—_— MGS EE— Pass? Logic Server
I Cache Principal
2000 Deined
Cache
ERIGR
iﬁ.ﬁ_

EFASDHN session » BRERFERIE ID - BINIRUT ¢
1. BF ABERERERD - BRMINGE - FESE ID HISEERREINDHRNEET > sessionid: {username:d, age:18, ...} »FHETRK sessionld BIEFiR -
2. AP A BR—TREERERNNED - MXMIER Header FRIRE sessionld » RIZAFNAS - BINAFURIE sesssionld N HREFFRNEIAFRER - HEF

{username:A, age:18,...} IREILAM% -
3. MXFIMREREMIN > ¥ (username:a, age:18,...) IRANE Header 1 » HARIEREIFIHAILS Server o
==
EFHET HMAC FHZIAR » BIRERENT :
1. BF A BE&BINGE > T&R—" token BIEFUf > token=hmac (username+password)  °
2. AP AER—IREEZENIED » MXM Header FIREX token » RELBINAL - BNAFRIEBE—EB HVAC > IRFESNMREMFER  (usernane:a,
age:18,...} LAMX -
3. MXHMFERMIN > FF  (username:a, age:18,...} RHIFEIER Header H » HRIEREIGFIHANWS Server o
BRESE
EBRESAN
1. B mPaaS ZHla - EAMSHE - RE EARSEE > BHMX L -
2. R MXEE 7% > 7 APl 8B T5 » [ IR S REEFENRIGINEEFIRPEIETIPN i#15  #FARANRERNT :
BIAER - BIE > BIFMEEFR -
BAED M8 ATFRIESRENERNED -
BIEE : EEEFRINKRIIER -
BETTL : RIFERNEFFENE -
BHRRA - MRS FNREFEFR - HERTERINIERSE - REAIBERGHIES » HIATFERAR :
n {UE  BHFAAMIE > header HF cookie ©
= FB BHEM -

o

o

o

o

o
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@ e
UNSRSERR AP ERITRI S5 HIRFERERS - AT IAET ©

EXERGED

® #§
MRFiRAFRBEIRBIEO R HTTP KB, FEFEN API BoEF POST 753% -

ERIMRNR AR » WSRARERAFAR—T  2uch apT o H AP BERIERNKRAN > KA aven ae1 HTRAKRK ©  aven ap1 WEX (ERTIADR) E1E
AT HomE
AuthRequest

public class AuthRequest {

private Map<String,String> context;

}

AuthResponse

public class AuthResponse {

private boolean success;

private Map<String, String> principal;
}

#OTH

@PostMapping ("/testAuth")

public AuthResponse testAuth(@RequestBody AuthRequest authRequest) {
String sid = authRequest.getContext () .get ("sid");
Map<String, String> principal = new HashMap<>();
principal.put ("uid", sid + " _uid");
AuthResponse authResponse = new AuthResponse();
authResponse.setSuccess (true) ;
authResponse.setPrincipal (principal) ;

return authResponse;

o HIGIERINAIMEBIF  success FEREN true B> MEXSIRBEFRIEEF principal BR > ABE principal FEEBAKRIERN header o BEE
BERIE RGP - 8 Bprincipalth BEENZEMap ©
o YIIHENAIMER success FRIEN false B> WXRIEE 2000 HiRMG » BEFIRHEERIE 2000 BIBRIAIRIE - HlaN3EH B RIE

fE AR

LEBRMMNEES - TJIU7E API EETTHSH SREE > API B AuEEX AN > J9i% AP [SRRIRINEE

E(EA AP RN > BHIREE MXER TTETHE APl X IhEE - FESRAT ¢

1. &F mPaas ##la - EEMESMEE > [E BIAMX KL -
2. R MXEE 155 > BIR API 22 REAE -

% AP TEEREIRALH > SHATIRINGIE - BINIEZER > MRXFERBEHIGHAL - N ERSWIELE > BAGRKEIRINKMEE RN -

7.2.4. APl [Bi&
API FRFEARNZIFIT A APl HTRRIATIRE » T3S AP IR BERBEAMEMKRIRBENARAFINRREE » BRESEHEESRSHBEEE - MREIZET AP FRREAIA
1ER] App FETUAME » MHRIRRRENAIMICRE » RRER MRS -
AR S AP FRABAET App FRASE-ITHER - WESTEA AP ETRFIRE » 57 AP IHETELRBRE BEAFETILE » RSN EE APl -
BIERG
EFARRRE - MRS FZRIMINEE - HF mPaas #ZHla » MEMSHIZHA BRIMX > MXHIE T - 717 Rk FFXE0NT -
API [RRERAE
33 AP IR BRMEAME - (EAT HEINA TS APl - BRREGAREERMANMT
o BZADHIEN AP ERERRTE » MiZ AP AIRREINZ SR BN -
o B API HBRFEESESE AP BUARRRE -
o EBSHIRRTREAIABE B X ZRIEEFARREAIAG BRI APl £ -
BRELSE :
1. $T7F API PRABKAELE FFX -
2. EERINRTRERBIET - BT Hg - BRERRES -
o BRARRE : MIBUSERRESEOMMEE - BIER » BRSWETR -

@ #§
PRIAEIER— T REER LR -

o FRMIARL : FRIFERIABINERIFY ©  ("resultStatus":1002,"tips":"MBEAS » BEEWHE" METHIBRRIDN - BERAM TR :

> XA4RRZA : 20250729 39



@ 5228, IBAIWE EREm-EAEHE

"result": "==UARNEFMEAS - FEE==",
"tips": "ok",
"resultStatus": 1000,

}

Hep

= result NEGIMMMREIE > osov R o RE  resultstatus F3 1000 B > FEFIHT REULFRIME -
L] tips REFIAIPRAIRT o F  resultstatus B 1002 » REULFERIRTRAF -

= resultstatus ARRFBREIMNERE > RESESR MAERIBIREA -

App RiEEE
L FIR A TAAR AP IRERRNESAE - —BRBHMARRAEE » WHFIRA THA AP A9EREDIFHBRIR
RELSE :
1. $T7F App FRiREEME X -
2. 7 App FRBSERBIED > 2 @8 > RERRES -
o MRRSFNE : RIBUSTRIGESBWMRTEME (907 :F) o BIULER - BERESWRR -
o PRFMMRL : PRRERIAROMIRIFY ©  ("resultstatus":1002,"tips":"MEAS » BEEME") MEEHFERION > FRANTHER

{
"result": "==IAEAEHIMEAS - HEE-=",

"tips": "ok",
"resultStatus": 1000,
}
He
" result NEGIMMMREIE > osov R o RE  resultstatus F9 1000 B > FEFIHET RENULFRIME -
" resultstatus ARRFUREIMGERE > RESESR MAERIGIREA -
L] tips FEFIAIPRAIRT c F  resultstatus 7 1002 » REULFERIRTAF -

7.2.5. APl &7F
R AP ETER - 77 AP| KWL - MRS RAE -

XFIES
APl BEEEEANEIRERIME - SIENR SR » FIAESREEZA AP BIIDE L FHHRRSEER » LEIl cookic FHIAPSINE - REGWERESEEL
IRASEIE -
EimlS AR LGEIEMR KPR Pragma: no-cache HHIMKXREFIZRMEL -
BRESE
1. BF mPaaS ZHla » EAMSHE - SE BHRX g -
2. £ API SR » IRFER BN APl BFR > RERIESIE BRE - #A AP I#ETE -
3. Rt EERE REN B 1% BN TN :
o BREF  EEARBERF -
o ETFHYiE : EFMTEERTE - B B o
o EFFRE | BTEFNRERAR - [ifi BN EXEFRME - ERLOEDET - AEEEMBOER > TUERHTHF - XTRETENES - SLTXNREE

7

REEZ
XFNEE
4 AP IEREIAMRSG » RXSRIERERBRIUBMAIEIE » (FERHEFHNRE  HiF5EWT :
iBE it
$ RIS > Bl - $.bar
[num] #4BiAE » Eh num 28 - 80 : $[0].bar.foos[1].name

RBIEI5E  BIg0 : $.bar

['key’] Rk > 40 : $['bar']

$.header AP iR Kk338 » ATFIRENERKFRIFER » B4 : $.header.remote_addr

$.cookie API &5k cookie 345 » FIF3KER cookie Hf{E > 54N : $.cookie.session_id
$.http_body BiRA HTTP HEERAI S » ATFIREVARIKPRIFER » 140 : $.http_body.name
$.http_gs Bk HTTP £EERSEXN R » AFREUERSE > 640 : $.http_gs.name
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REGxH
SO TIESREIE AP - MIBSRIRF RIS ©

URL:/json.htm?tenantId=boo

Header:

Content-Type:application/json
opt:com.mobile.info.get
workspaceId:default

appld:B2D553102

cookie:JSESSIONID=abcd; traceld=tracel000

Body:
[
{
"key": "1234",
"locations": [
"beijing",
"shanghai"
1,
"language": "zh-Hans",

nupitt: men

"demo": {

"name": "nick"

MTRRFAXEITRG

$.header.appId = B2D553102
$.cookie.traceld = tracel000
$.http_gs.tenantId = boo
$[0].key = 1234
$[0].locations[1] = shanghai

$[1].demo.name = nick

7.2.6. API 154

APl BRI E— API HREEFHTEI (Mock) » DURHISEMIMMLR - BIEM AP EHIINEE - TEAE MXER > NEFX TEITF APl Mock FFX -

BRESE
SERLA THRIESIRECE APl Mock :
1. %% API €1 #ITF > APl FIRIRESIR B2 > API Mock °
2. £ Mock BE T1HE » TRIATSHES :
o API Mock : F/5 APl Mock F3
o WM : HEIKEF EALL AW -
o MMEE : EANESEEE - BUETE 0 ~ 100 Z[8 »
o Mock & : Mock K9 API IIRIENE - Mock EIBBMT :
{
"resultStatus": 1000,
"tips": "ok",
"result": "=—HANAMockIIWL SR, FBHE ="
}
Hep:
= resultstatus AIMERE » AAFEXES R WXERDIHREA -
= tips  RIERE -
= result AEHIAIMRIEIE > JSON 18 -

3. _iER% -

7.2.7. A% API
% API BT LBITR SR API FI EEMIFL -

ARERGREN » RARSBFHERFEN AP BEE - BSE » SEMBREFEREN -

RUESR
1. BF mPaaS %IG > EEAMSHE > Ak BAMX KL -
2. % APl BE TETH - RE S > A% API -
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LR » = |

< [@% API

RREE, RESERMRATTEENAPRE! ASE

EfifE API

operationType BOS ®E 18278

il 2018-04-26 14:26:14

com.weather.now.get

3. £ BRiER 2 EREMNLEFIEEY AP EBRSH BIRFE -
4. % ASERES :
o {RIFFH : IRUBIIFEN AP RRERIFAE -
o WX : BHEM APURSERXH -
5. 7E Fri API 12 SEIZRERDH APl
6. mif WE RMAFIRESL APl -
ZR
BAERING » HEINELASHRT - ERESHNER -

7.2.8. SHREA API
RETFIF LA AP BN AT HAFRREMR A - BRMXARS T HRIAN API X txt XEFRXSHE - FEiY » EHALE AP BRESAHEAZILHNE - TER
5t APl SIS ARERRETE -

S API
BELEESHN APl SIIBERIT AP XBNSHE « RUBEE—HSH

® iR#
IRIFSH HTTP B8 AP

BRIESHRINT :

1. &F mPaaS #Hl& » EEMSME - T BIAME K2 -

2. 7£ APl BE 7T » R B8 > i API -

3. 7E Fri& API 12, EIREESHM APl -

4. S BE RS APl - SHA AP RIFE— txt X -

S\ API
NRERFREY > & 28 0 ES o EIUEE R EISARE -
IBESBIT

1. 7 APl €1 I7ETIH » Qi ES > §A APl -
2. BAIA AppID MHAIMERTIE -
3. #%iE BAER  HSARBSEARBFENRIFTRAE -
o R8 : HSAWRESEHEBENRE  FRBEEERE - RFESARE -
o BE  HSANRESEARENRN  FRASALE - BREARE -
4. =i XHLE > EEESAWN AP XM -
5. mit WE RAFESA APl - SARNE » RETSANER -

7.3. APl #H

7.3.1. API i
7 AP RATIL ST AP RIMBEERESEIF - BT API UL (Test) - 7E API Test ESAIEXEE -

BE
com.antcloud.session.validate #J operationType # MSS AHKEMAIEND » A1REET com.antcloud.session.validate ] operationType BFFEMXMNZ »
7£ APITest Hilllifi% operationType FFRIR 6004 iR o

BRIESR
1. 2 API B BTF > AP| JIRIMES] ES > API Test » {TFUITHE :
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< APl Test: com.mpaas.getArticleList

EREsEE WAL body

* FERERE:

DERY header

+ 1E00 Header

PLR=H

2. 7£ APl Test TTEY » TRMTERE *
o ERIBE - MAFEFERIMHELL - FI80 » mPaaS BEIMXMAE TS

°

https://cn-hangzhou-mgs-gw.cloud.alipay.com/mgw.htm

BE
HHEAFHR  /ngw.htn  » FUEREKM

o ERBY : MASEMFSERSEENOEIE » RIMERRBUE S SR -
o Header : #ZRILARFEIBHN Request Header
3. il Wik 1248 > AMNSBEERIUTHNTER :
o IR body : SR EIRINARIEE
o IR header : @FEMXAEURILFZIRER Response Header °
= Result-Status : B{FS R W% R -
= Mgw-Traceld : i%i&RE Traceld » AILARIEHITHERR D4

7.3.2. &£/AH

TBEIMXIRHER APl FUB iR SDK INEE

RTFUWES
R HTTP K24 APl IS8 MUBLER -
BRIESR
L B TRREARITH SPHRABER B0
o HR—: & API S {RETIH » MERATITIRIETIRN LEMAH 14 -

o BRI : 7 API €8 BT » REFIRLESN EMAH 28 -
o ARZ: 7 API BE 1FETF » REFIRRESIGTHN ES > EMMAH 28 - ZAXRTERSEN API RS (3F API 54) > (RERT HTTP K& -

EFIHCBEMS

* APISHA: v

73
[
@

Platform: (#) Android i0!

PackageName:

2. £ BEPHRABER B0 > RRUTERSRE :
o APl 48 : SEIRTEAM SDK B API 348 -
o Platform : ¥#% Android ~ i0S 8 S :
= Hi%$Z Android > £ PackageName ¥ ; HEEEFIHERIBNESE ; HFRE > BAR  com.client.service
= B2 10S > £ Prefix > HEW—FI4 ; HFE > BIARMEISE -
3. MAik #3% £/ APl SDK #EPIHRAM -

7.3.3. HTTP API &k
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mPaaS EFIHZIFEEIMKH MRPC R ET HTTP 89 RPC X - LB BAMKE AP X TIENEIEIEY Postman #3k mPaaS EFIHIEAMA API i » AIASEMW
THRAFEDEISRE RPC &K -

APl i RE

AP MXTIERERSEENA (01 HiZ API [GiR% HTTP RSHT > FUEHH HTTP ARSS ger IEKEM query BHTE (11 EFH ; BIEIK HTTP RS post 18
SKEY body SEBE key A _requestBody B9 value m -

Postman %3 mPaaS EPF ik
EE
BEi%ET Postman %JF mPaaS EFIHIAM API i » BEEBEIMXIZEH SN MXER TTEPXH S8R0 M BUBMFE IEEFX » FNSIRTIEREKMK

TEP > MERTISENEESE - Rt SRENRMEAR API SE - 38 > MIRGEN HTTP IRSE get £EIMIRS - XEM post ABEEFEENE » RBEEBHMX
AR AP #1 TTH > BHiER XEPFERG B get BIF

POST v https://cn-hangzhou-mgs-gw.cloud.alipay.com/mgw.htm
Headers ®
KEY VALUE
Operation-Type com.xx
Appld 4B7AAC1201710
workspaceld default
Content-Type application/json
Accept-Encoding gzip
R Body SEEMERA (111 © 2 API[FIRAN HTTP ARSBHS > BIEIRE HTTP RS get  iEKREI query BBE (11 BT BIEIK HTTP RS post  1EKEY

body S¥IKAE key 9 requestBody HJ value H »

7.4. MxERE
7.4.1. MXEBINENEB

X EEOERMHINEFXIRE  BEREEH © RIFCREBMEEIRSTINEE

MEEFX

IR X R 2R » AMREREERF BN E XA AL AP HEXINEE -
sERE

HEFIHHBHMKAERATRE - MISTERESHRERS - Bk 757 -
BENEER

EFEXEZRUIMAENERT » TIFAEXEERFREBNEREK » BREBFEEFNNE (FIRISFNEEEE) - SRISSRRNEEBA—K  #TSH API ]
FHTE B BB AT A [B] BT o

B > TSR ENRERESERE RN 10 & (5,256,000 9#) -
API R

API BRIRAMXZIF N AP BATRRIAIRE » E3235% APl IRBERREGMEM KIRBENAAFIMRASE - BRBEREEERSH[EES - WREARIRET APl BRAEIA
B0 App [RIFVEME > MHRERRRERAIMRLIE » FRIFER/IINEER

o B4 AP [RIEE
o API BRIftBRIMEF] App FRIEERCE

API Mock
FFE— API HOIREIE 1T Mock » MIRMIFERINDRI LR - BRIA XH -
API Z1

ERMRFEPIRERBHEIGRLS AR ZH » BRIOZRERNEEMY - IDES T FIURT » BIA %6 -
BGAEES N AP 1T
HIENE

HEP RSN REERHTING - BREEEEHERTNREMN > B\ Xi ; BRsTISNNEBEEEE ECC Ml RSA » ZINEERESEFIRESER - IREFIHEIEMN
FBARSHHRENT TR - MXFLEBREFREK -

BARESR BIEME -
CORS
BEZRAE ) RIBAMNSHITIEETAEDES - MRTBEFEEER - BEEZAN -
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BGERESRN RS -

BERBES

RS ARBBEEAMETXR » S ATMRESIAERERARDIRT «
1R MAEE SO > RiEG0 SR HATHNE -

BRIFICR

BEER MREARERX LOEXMEMTIERMRT > HETEN -
ERAIR

SEAME AN 1racera  MHTOH  ARATHSRIMATEIRIF X ARSS 25 -

7.4.2. IBNE
BHTRIBNE - ERSE > SRBHTEXEBLEREH ; £ » RIBFENIRETS - SSRBMNES -
REiREE
. BF mPaaS #HI8 - EEMNSHE » S BHRX T2 -
. B MXEE B - SEAMN NEFX 5T -
. BENE RSRE -
. TEREN RENEEE 0 THRUTES :
o MNBE% - X% ECC -~ RSA FfIERE (SM2) -
o BHNA :
= HMBEERN ECC REZH - HELHERS -
» YINREERN RSA B> DFPESATABARS -

A W N =

EENBHEE

* MERE: @ ECC RSA EE

BXRMBEENZRERTE » B0 BHRERSE ©
EFIRRE
Android fitB
£ assets BERTHIE mpaas netconfig.properties X ATFERMERXZRES -

£ mpaas_netconfig.properties X

Crypt=true
RSA/ECC/SM2=SM2

\nMFkwEwYHK0ZIzj@CAQYIKoEcz1UBgi@DQgAEUR+80YGaGkcEDGNR73UwIGGqM18W\ntbfZIuFhQebEMPOSDd
GWwhiteList=http://21.96.92.106:80/mgw. htm

e Crypt G RTSERBENE> true RRIMEA> false RRXABIMBINEE -
e Rrsa/Ecc/sM2 G RINEEFRIFENMMBEE » HERBEHER rsa & mcc 3 osm2 e
e  Pubkey @ RNEFNIERNTRIMBEIENLH -
(O 71
BT Android 1 properties XH) value ERBER—T  EEZAPNEIBRERRITE \n B rukey HA—1T-

*  GinhiteList : TREHTINEAIMX > ENHAIFRAMXIENE (7 mPaas EHSRIMMACEXHFE  rpeen  FER) - MRLHZ key » MAABRIERBAR2M
o

iOS BE
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iOS IRMNBEERM info.plist BEEIEE > WTFEFRR :
¥ mPaaSCrypt é Dictionary
Crypt Boolean
v GWWhiteList Array
Item O String
Item 1 String
PubKey String
RSA/ECC/SM2 String
e mPaasCrypt : MNEEEBEME key » value & Dictionary
e crypt :RBEWTINE > value 8 Boolean HEE, ves RE|MFTE> o

o Cryptig&H wo

o Crypt i8EH B »

YES

b GWWhiteList
& o

® RSA/ECC/SM2

o #I® rsa HIEPubKeyiE =rsa
o #I® =mcc HIEPubKeyiE =cc
o %R sw2 HiEPubKeyiE sw2

e pubkey : IJEMITRINZBAL - value B
PubKey & FilEH

sk ok ok kK ok kK
ek ko Kk ko Kk kK R
ko K ok kKR K Kk Kk Kk K K

Kok Kk K Kk Kk KR K KK Kk Kk K KK

7.4.3. Bl BELE

ft » RPC Ri#4ThNZ »

rsa/Ecc/sm2  Hl

L JERFRINBEIERRE > value B

rRsa/ECC/sM2 H

W E B REE

PubKey

string Z£E . REEHHA rea B
FRIEY LA ©
FRIEY LA ©
FRIEY LA ©

(4 items)
YES
(2 items)

http://192.168.1.1:8080/mgw.htm
http://192.168.1.1:9080/mgw.htm
----- BEGIN PUBLIC KEY-----

F REHTMBAMX > BNHAIFRARXIE (£ mPaaS 25| &IREREIACE X a9

Ecc Bl sm2

string B, SEENIENRMBEERE—H -

> AT -

°

R BEESETEFIRMBATERENEXESR -
KRERE -
Pubkey HIRBLZHE -
ZEFR - BN Debug MEFEE » BFEEIERL -

rpcGi  FER) o WIRIRGZ key » MEFEAIEREBREH

RSA/ECC/SM2

BEBEEEER—TSBSHERRR (FRAES « hXEE0) WER - ARIFTMEREMNES « X0 -

CORS

BEBEEEER—TSBSHERRR (FRAES « hXEE0) WER - ARIFTMEREMNES « thXEE0 -
HRBHTREEZRIZE T FIFRE - FRET MBARREREIER - BEXMRNAS » SESREEHIAE - it ) W3C RIET —MRENBERRALR | BEERAZ

(Cross-Origin Resource Sharing » CORS)

HETERRF CORS ERDHIUTRE :
o EEEK

o FHEEK ¢ B EREAIGRBANBRAVIER SRR HE © R

> IIFREMBESEERTIBUEES -

K o ARSSIREAIAR TG » AR RETLIRH HTTP &K -

HRER
ERBRITAARS > HELER :
o ERTERWNTZ—:

o HEAD
o GET
o POST

o HTTP KEEREI MU TIMFE :
© cache-Control
©  Content-Language
©  Content-Type
©  Expires

© Last-Modified

©  Pragma
°© DPR
©  Downlink

o Save-Data
©  Viewport-Width
°©  width

e cContent-Type HIEIXBRTFI/LH :
o text/plain

o multipart/form-data

RIERAEIRER ZAIER

OPTIONS

il

PubKey

AR B A R——IRL

FHERE—NTHEER - MMRARSIHE S A FZISEE

> Xi5hRAS © 20250729
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@ 5228, IBAIWE EREm-EAEHE

o application/x-www-form-urlencoded

Pt iER

FHEERIERFZMHIBER » SEEXNBEZHMR—T oprions IERBITIUE - HBEERAFUEIER -
TR RTEIE R X P F— L EXIERIVE LRSI - TEFH :

e origin :IERIEER -

e Access-Control-Request-Method : $¥ F3RAUIERZEE » 41 POST ~ GET %

e Access-Control-Request-Headers : & FREVERPEZMNAFERNIREN Header FIFE -
RSIREIFIGIE R G - RRIE LAKHFRESHIMES A FEE  BEWASREMAES

® Access-Control-Allow-Origin : SAIFEEHEEAY Origin 5K °

e Access-Control-Allow-Methods : FiFESHEIMNIETIR o

®  Access-Control-Allow-Headers : SRifFSiH#) Header 5K °

®  Access-Control-Expose-Headers : fAiFSREERY Header 5 -

®  Access-Control-Max-Age : ExAHIRNIIEERLEIZAT(E) » B : 7 -

e Access-Control-Allow-Credentials : EEAIFKEE Cookie o

HEERRIRIZREIN CORS {ERAMTR FMERXETHIER - U LT HBRN LR TR - RSIFAFEREITEN CORS MM -
%3t CORS M%#

X THEE CORS MMAITHEE » IS AER T AIFIFENBEIER - iZHMMIK appld + workspaceld £ERE -
B& CORS

& F mPaaS ZH& s TRMTHE

1. EEMSHEE > [ BIARAX FL -

2. R MXEER RET > AEAM DEEFX RER - #17 CORS K& -

FFE CORS [5 » app #i% workspace THIFiE APl IRSEIFZIHNF S U TR ERIFBEHIER

o AWFFIR: Access-Control-Allow-Origin » BJIIAIRBEZN » 298| » AF*"BEMN -

o RFFHE:  Access-Control-allow-Methods » BIIAEEIRZA o

o YRk ©  Access-Control-Allow-Headers » BIINREZA » ESHE > A+ BEM -

o AFFHRSK 1 Access-Control-Expose-Headers : AIBNREZA » @S 9E » FavF "B -

o BHHE: Access-Control-Max-age » BRARURIKEEREFAIE > B -

o AYEIE: Access-Control-Allow-Credentials » 2HAFARE Cookie

BiEiER

PSR API ESREIRIN  x-CORS-$ {appId}-${workspaceld} IaRk o HIURIEREBAMRKIS » MAXMEM Access-Control-Request-Headers M) x-CORs-
${appId}-${workspace1d} 3KEX appld #l workspaceld » B#—HIREXX AT CORS BLE - MXBIEHEKIEKRXIPEGZWMTHS *

X-CORS-\${Appld}-\${Workspaceld} : —EZEHILIER >k » HAERRAI Appld Fl Workspaceld B GUFAR ;
Operation-Type

Workspaceld

e Appld
e Content-Type
e Version
$.ajax({
url: 'http://${mpaasgw_host}/mgw.htm',// TEESMXiE
headers: {

'X-CORS-$ {appId}-${workspaceId}':'1l' // —EBIRBEXMERK
"Operation-Type':${operationType}, // BB operationType
'AppId':${appld}, // VEHAE appld
'WorkspaceId':${worksapceld}, // EEHE worksapceld
'Content-Type': 'application/json',
'Version':'2.0',

I

type: 'POST',

dataType: 'json',

data: JSON.stringify(regData),

success: function (data){}

® %A
CORS ECEHM ARk BE > IRIBEIRERRMAERE “* -

7.5. FUEER

(ERUSAR  FILR AP RESMIAR SHTEULSIERE - BIRERRAD JASRIA  SINERERY HTTP 2 APl BSHSH TR AP 55
ERFMEN °

RFUIES

BRI FHIBRREN R ¢

o FTHMLALE | BRAMBRSH -
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@ 5228, IBAIWE EREm-EAEHE

o PAEIBGRIE | MEAREBIBRATHEUREE  ECEAXMAR -
BRESE
SRN TS REBHRIBER :
1. EREIMXED - #IF SUBEER BITF > #ABUBERIIRT -
2. R FNSBER RN ETIRTE FE BHE ) RNEERIBEREN
o HBIZIR : HEAM  UFBRTUEFX  AF8  TUE  HF4Em -
o MEMER : ERMVIRER -
o EHEBY :
= BRI EERSHNER -
w ME MBS AEIRAIEEE  String ° Int ~ Long  Float - Double  Boolean ° List REENHEIEER o
= BRIAE : ¥EH - SEHIEIAME -
= R BRI S -

@
BRIEA32H5 Map 3£8 -

3. R #R REFEHRS -

7.6. APl 3tk

ERBTIMXETT » 3%EIF API 4F ETTRHA APl DFRE - API DT RERMHAT LR API BOGTITHEUE -
o AP RE : fiItE— APl DHRERE -

o AP| {REEE : HiTE— APl DERAUIREE -

o TIGRMER @ SiiHE— APl SR TISRARE -

o APl BAREILE : 4iit API HEIRZIAR SR MERAFELS

o APl IREBMEILL : 4Eit API HEIRIZIIRSEREMERMELE -

o API ERIFEILL : 4iit API HEIRSZITFIOERERIRERRIREILE -

7.7. HarmonyOS NEXT #£4I|&{EH

AXN BT MAEEH S ERBREF RS -

XTFIHES

RE HTTP £EM AP THBENBERBERN -

BRESE

1. BEUTHREARITH EPHERBER §0 ¢
o AX— : 7 APl $4 #ETIH » BERFIIRRETIPH EMAB 124 -
o AR : £ APl B IRETIH » BHIIRLEFH EMAB & -
o A= : 7 APl €1 RETIH - BEFIRBIEFPN BES > EMAE 128 - ZAXBATERED API K13 (JF API 54E) » (UERTF HTTP £& -

EFmREER
APIZEE!:
Platform: Android ios @ Harmony Js
PackageName:

2. E BFRABER B0 TRMTESEE :

o APl 4 : JEEHELER SDK # APl 54 -

o Platform : i%#% Harmony

o PackageName : HEEFIHBNESR ; EFRE > AR com.client.service o
3. Bk B3 %M APl SDK #BEEFIHAM -
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O 5o%a, BERX

(ERIER- WX FEHE

8.MXREHE

PEROBEHE
1. EFHRIERIMNE

EFIRIME—ARA Charles (%) = Fiddler TR » BIHMBIAR > AIAEZ RPC iERE—LEX AR -

TENE—TMERNRG
¢ &K Header #fj :

POST Imgs/mgw.htm HTTP/1.1
Host
Appld|910143 Appld
Cookie JSESSIONID=0A01E89ES8541077C1710E980F07D2D974E6548800; __NRF=6CC07DCOC28B1B66AABB76

Did| WSa2rRADEtoDAJgw5z0fU8Uq [REEAE]

User-Agent /7 CFNetwork/893.14.2 Darwin/17.3.0
7s[wucr IEZTLCE
tk SrwjSyEOMKZICCIEKeOHD7 TyjJ19Kpt2wTrREKSPC3g451210
nbappid 60000003
UniformGateway https:/j /mds/mgw.htm
Content-Length 265
Workspaceld |product JILIEEERCT]

Platform

Operation-Type|com. ~ .queryOrder IR 1=

Connection keep-alive

Accept-Language zh-cn

x-mgs-encryption|1 iR A G

Accept */*

Content-Type| RPC BUEFFIHARS,

Accept-Encoding br, gzip, deflate
nbversion 1.1.1.0

Headers Cookies Text Hex JavaScript JSON JSON Text Raw

o BRI Header 4 :

HTTP/1.1200 OK
Date Thu, 21 Dec 2017 08:10:15 GMT
Server openresty/1.11.2.1
Content-Type text/plain;charset=UTF-8
Mgw-Traceld [0a017714151384381574937071794 |[Teiereat]
Cache-Control no-cache
Tips [%E6%93%8D%EA%BD%I CHES%BE%I0%ES%EA%IF%EI%B0%82
Expires Thu, 01 Jan 1970 00:00:00 GMT
Content-Encoding gzip
Result-Status
X-Powered-By Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Via 1.1 dxin41:6 (Cdn Cache Server V2.0)
X-Cdn-Src-Port 50857
Transfer-Encoding chunked
Connection Keep-alive

Headers Text Hex Compressed HTML Raw

2. R4 Traceld &if) MGS BE (NERAFEEE)
1. MH@RI Header FR3REX Mgw-Traceld ©

2. #A mPaaS #ZHIGH BHMX > MXERE > FAIR > #EBMT IH > WA Traceld RIERMTHMRZIERAER MGS fRS523 P FILIRRTE) -

3. T SSH %I MGS #9ARSS 85 » 1RIE Traceld EWIEREXRMNAE -

ssh -p2022 account@IP account/password
cd /home/admin/logs/gateway
grep #traceid# *.log

4. 1RiB M AERA M MXERBIRA SHAE -

&2 GREP oEHE ((REATERT)

HLERHR - IGFTREREE MGS SEHERENAE o XEHE » AILMERFIRER pssh TH -
1. F#ipssh IR~

2. ) Gamma FASH MGS FiHMRSER IP FIRE mos_host.txt XFH > WITF :

10g@10.2.216.33:2022
10g@10.2.216.26:2022
109g@10.2.216.25:2022

3. BIATHITS S :

pssh -i -h mgs_host.txt -A -P 'grep "xxxx" /home/admin/logs/gateway/xxx.log'

> XHEERA 1 20250729
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https://pypi.python.org/pypi/pssh/2.2.1

6 5828, BRI RS- L8

ANT GROUP

»
9. % Il o) &
AXFNE T SRR ERITRRE DA — LR AR BAHFESE -
PR EREIBEEANGRHG?
BEFIRRBHNIER/MMEREA 200k » BIXFERT 2k
WX EZRZMAT RPC ERMEIE » FREME MM » BERMEE 2k NSRMEENRENS - PRI EETEH » BIMERAXIIAKIEEENRS > 20 0SS % -

ALY, aHE?

20 MXREHE -

APl EEMERBEFARR?

S0 MXERBEA -

HEBIAT okhttp, 7 okio 1 mPaaS KIMRiZEARR?
BEETHUTSRIUBRRZNE

1. S¥F4E mPaaS #9 wire Hff -

mpaascomponents {
excludeDependencies=['com.alipay.android.phone.thirdparty:wire-build']

}

2. {ERAMIRRME wire AfF -

implementation 'com.squareup.wire:wire-lite-runtime:1.5.3.4Q@jar"'

i&id JSAPI i MGS RPC EORGixHAKiE POST &K, {@iB&8EUKZ POST BODY fi?
MGS E#fEEF POST BODY R MAJEIBEES » @iT JSAPI RiXiERIFEEIE POST BODY BIRBIEN requestBody HIEMAE requestbata BEH > BAT
[kt

window.onload = function() {
ready (function () {
window.AlipayJSBridge.call ('rpc', {
operationType: 'MYAPI',
requestData: [
{"_requestBody":" {\"keyl\":\"valuel\",\"key2\":\"value2\"}"}]
headers:{},
getResponse: true
}, function(data) {
alert (JSON.stringify (data)) ;
b
i
}
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O 5o%a, BERX

ERER-2%

10.&8%

10.1. MX4EREHEA

ASOHERBAM I T2 HIMAIERIBHAIT IR » FHEEHITEAHE -

I XM 4E R
e 1000 9 API RIS » Hith#B2
e 1001-5999 * 7XXX AKX -

KIMHIEHIRED

o HAH s 7XXX RREERERBHMREIRGE - AFS T LA RIEERDIA #HTHE -
Header FB) mvemo M tips FE > MTHREZHIREE -

o FRERIBS > WERNE BN
o ERECAPZETMEINXIRS

Eln:o] ~/logs/gateway/gateway-error.log

o HREFREN  IMRHNBEIMXEEHERTHE - RTRABES > A W

&R

1000

1001

1002

1005

2000

3000

3001

3002

3003

4001

4002

4003

5000

7000

7001

7002

7003

7007

7014

8002

A S5 45 SR ED

bi:buis

LbIRRRTH

B4BIHIE

TRRR SRS PRER

R

B R

RPC $#ORTFIERH]

ERBIENE

HERABIR

BRRRERL

BRZ5ERBRS

APl 7348 HOST &%

RAFE

RAEREAR

RENSERARB

IO - AR AR TN

WE-FD ts BH

WE-ERD sign B8

BigFteiEsk (CORS preflight)

MTHEREAELSRZARSBADEFHERES ©

BEERFAHRER -
SEHE-
R

X API R IRRLTS -

Mock =L EHiR » B4 resultstatus > WAF RIGKN > ELEIUEOMP TAREE -

FFIE BRARE /5 HMERRNSSBZRE

FHE AP| 1212 J5 » API IRFREHEARIRKI -

FRBRHINEE - ERRSEMRIZFFE

TE47] workspaceld IRIBIFFRT » appld FRIAIFEENRI AR BECE Z operationType & API
BRSS » HEZ API RERLT FH RS -

EFHERBIEREN  requestbata HE - HIWEFF K RPC BFIER » i0S IRTHHIAL 41
BIERRARSS

RPC iERIER B - EHEERFPAMERSIHES gateway-error.log HEHHME
B

BUERRERN -

MGS RS ZLRSEN - Gkl SARABIBSR > BHERRARNSTHR - BERIR
BRGE > AIMEHRE - F : BIABIER 3s

MGS RS A RMSHMFEE - TECAFPAIMERSIKES gateway-error.log H&E
BIFHER -

MGS R HTTP B AZABRBZEIM  UnknownHostException S o AT APl HAREN
HERREEFE -

HitfEHIR - EE AP IMERSIKES gateway-error.log HEEFFMAES °

o APP RREREPTE appld IRIKIBREANE MR TTIEIRE appld SIRAEZEHA

X BRSS IRIIEE BB -

MRS MR R BT -

APIERAS ts REEBEARGENREERY - RROEZFIHNEZE N RLTE -

APl ESRERDIGE ts SH -

APl ESRERDINE sign BH - —RIFER TREFHERBIBEY - SREK sign B8 - HRER
PIRTEREE R ZEIER -

BIEIIHIEK
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{EAfEm-Z%

BIEEEMSESRZALN ~/logs/mobileservice/monitor.log BEUREFERKEE -

HREB ERN bi::bus

6000 MPC ~ DUBBO RPC-B#TARS K A E

6001 MPC + DUBBO RPC-BRA A AE

6002 MPC ~ DUBBO RPC-S B RIEM

6003 MPC ~ DUBBO RPC-B#575 AR AT 1418

6004 HTTP » MPC » DUBBO RPC-JSON B 5&

6005 MPC ~ DUBBO RPC-ER BT A ZIS B ARSI
6007 MPC + DUBBO RPC-BIFE RS R A A

6666 HTTP « MPC » DUBBO RPC-\l S5t &5

Android EPiRERB

&R

10

13

15

16
18
code = 400 1 code < 500

400 > code = 100 #1 500 <
code < 600

bibuis

RHENEHIR

EFIHERAZEENNSR » §HFIRE Transport

EPImSENE - WAPXATMERERILT M ANFMER

SSLIBXEHIR - BF SSL EFHIR » SSLIEPHIR

B IR EREN - TCP @ERN - BRl@IEN 10s

EPIHERZRETIE  BIBLSH8IT > socketTimeout 5

EFImERIRSIHFEMEL » NoHttpResponseException

EFIRME 10 $#iR » 3 I0Exception

EFEMEERBAESER  JITERETRRSE

EFHGEER 0 BEFINCEIR  ERAIEHEIR - RENTER

EPRBIERFIMLER  RSHEEERER

TERAUTEEIR » FINLETE FPRTATAE R R P ET

EPIHMEZINEEIR » HttpHostConnectException » Connection to xxx
refused » FERIE SN E I ARSS BRIELIER

DNS fBHfEgiR

PRI - & P IRPRIA > LB P IRER R R B EE SRR MEER

HTTP IBRIE35 4xx

HTTP JERLTHRINGRIED

2]

RAIBRS (service) TiEikE - BREBTAHE
FERSEES -

RTH% service RRTAETTIERE]

EANSEIE » SEBENSRMBRES -

B AR RERIAA -

HTTP : 4§ RPC SR AGEIH HTTP iSRS HET
RESRH - MPC/DUBBO : 43 RPC JSON $iERF
SR SSEBITRETEM

RENARE > SBAEE -

RAXH SPI ARMIEE RIFONEWIEERIRO
B -

HTTP : Gl &SR E HTTP status code R&EF
200 - MPC/DUBBO : W HHHHIRE - RPC
ELE > F—RWSEE -

RRXR

RAER » BERERR

&L » EHEERT

BT HER

BEFIRERHIR  BREFIAONEIRER TR

MBRE

B RIE

R » EHEER

ML - EHEER

&L - EREBI

&L » EHEERT

&L - FREBIT

M - EHEER

BT EER

MBTEER » BRI

FIBRIR - ETEER

MBTIEER

MBTIEER » BHEET

> XHEERA 1 20250729

52



© 8822, BEHR% -5 =

iOS RPC iFRiEEERE
& RSB ax
RAT RS -
]

RE LB HARENIXE » ALY error R8I userinfo BEHZ » userinfo FHBEIREN
Iz error #9 key {3 kDTRpcErrorCauseError °

0 kDTRpcNetworkError

1 kDTRpcEmptyResponse RS ImEEINBIBRZE

2 kDTRpcInvalid)SONString FRSZIRIREIR JSON FRIBAEXARIER » FEERRINGEIRRL JSON 345 ©
3 kDTRpcDecodeObjectError RFEFIE JSON S5 -

4 kDTRpcNetworkCancelled MEEEEVH ©

5 kDTRpcEncodeObjectError 5t JSON 3355 -

6 kDTRpcProtocolBuffersDecodeError RS PB 35t -

RPC XRASEHEMEFE (X1 error ZHELATIHAA)  [DTRpcInterface

9 KDTRpcSizeControlError . X )
rpcSizeControl:size:isReq:NO] °

24 KDTRpcAbandonError WS ENIRETE R RPC Z/FiRE RPC HEFR - HIEMESRE -

3003 / FRERHEE o

10.2. T&RRERBIHRA

AN AT T ERIZHIRIBEIER T Android & i0S #ERL

RIEREHIRER » TEFHIRBYIUAT=E

o —AREHIRED

o ESEUEIAREHEIRD

o REXZFOMIFDG

MR RLEHIR » Xcode B console FIRFTEN“SG ERROR: xxxx” R HEHIRID » BIES XM TR °

—RRIE IR
IR ax
101 SURER  BRERANSE -
102 EREMIAERN
103 BIERBEERASIA - FHIRDITENRRSIBRRKNEES - BRIBTHTIRGE -
104 SIATIEMS » (BMFEW - —ARRER other linker flags HUEHERM -all load B -objc  FiER > HIEFEIABRR -
105 SIAT MR - BIZEHARBIEHRESIA - FERBITENRNSRTHRAINEFS » BIRIRTHITRE -
106 SIAT MRS - BIZEHHRBIEGREATHEER - FHIRDITEHNERSRTIRBINEAS  BRIBTREHTIRE -
107 SIAT MEHES > BIREHHRREFHEER
108 BIAT MRS - BIZEHRBERIEREIA -
109 SIAT MRS - BIREHHRBERRE R EER
121 EAXHEEE - —MRREME R X bundle id MIHFIRZAK bundle id F—3 -
122 REHRIEA XY  BREEAXHERERRT -
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© 8822, BEHR% -5 =

123 B R XA R > EEMRERE X
124 HEIE A ARRA KR ©
125 init with authcode #J#A{LE&IR «
199 RENEEIR - BER -
201 SHALER  FREBANSE -
202 B R X AR - —RRERME R XA bundle id MIHATRALR bundle id F—3 -
203 REHIEA XM  BREEAXHERERRT -
204 B R XA > EEMERE A X -
205 B R XHHRBARIER > EEREME A3
206 SEPH key FEEAXHHRTE > BWIAER XHPEZXD key ©
207 SR key JEE -
208 AERR - BER -
209 FEERERSIN key °
212 EFRIARAE R > HEIE A ARRAKE
299 RENEEIR - BER -
HSEIR IR EERD
NG aX
301 SEHALR > FREMANSE -
302 B /3R - —ARRIRENE X HREY apk HERMHFRFE apk ER2F—K - HEAYUAREFN apk ENERER °
303 RAERIERXY  BRREFXHE res\drawable BET
304 B R XHEAAEE > EEMREREA XS - —HEAGRRRB_AN=AEHER - ZANZANEATRE > RESEEM -
305 Bl R XHMASRIER - FERERE R X -
306 SEHI key FEEAXMHFEAT > BEIABRXHHERXD key ©
307 AR key JEE -
308 AELRR » BER
309 FEERERSIN key ©
310 FRBRIETRRIREBRIE
311 HRERIES BARTE
312 LHIE A ARRA KR > B RHRARIE S -
399 REEHIR - HER -
401 SHARER > BREBANSE -
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2T ES

{EAfEm-Z%

402

403

404

406

407

499

501

502

503

504

505

506

507

508

599

REFFEOEIRD

HiIR

601

602

606

607

608

609

610

611

615

699

iz

WERR > HER ©

RMAZRIERY - BEWARTERMEZE > KMARKSH -

IRENE A X HFRIBEARY > FIRIAE R XA TNE RS ERS

REENASHBBEAKY - FER -

FRBREBATHERBER -

FHRBREFTERBER > BHIAZBERAIRE LREDSNH4E

REEHIR - HER -

SEAER  BEREMANSE -

WERR > HER ©

RMAZRIERY - BEWARTERMEZE > KMARKSH -

IRENE A XHFRIBEARY > FIRIAE R XTSRS ERS

REENASHBBEAKY - FER -

FRBRIETE AT RBEE

FRBRIRS BARCE » 58K -

fEA key HIFI#Y value RIZFE ©

REEHIR  HE -

ax

SHALER > BREBANSE -

RERR - HEI

{EFH seedkey By top HRR » ;8H 2 seedkey IJ[IAY seedsecret «

yw_1222.9pg  BERXHHRIEDE - —RRIERZEMEFIIE bundle id FMIRA#Y bundle id RITEE

RAEKE yw 1222.9pg EAXH  BREREAXEEREERT - ELRPEFELRER » BHIALE
RE - BRE > ESE TERE BENFHER yw 1222.9pg BER -

yw_1222.5pg BEIRXMHEXAEE  FEREREAXHE - —HELBRMEZSN=FERER - ZHHN=ANERTHR

yw_1222.5pg BERXMHARABRIER - EERERE XM

SEPH key EEAXMHTRAE > BWIABRXHEPERXD key ©

HAIE R RIRRA AR - EFHREARARE -

RANEIR - HEIL ©

10.3. MxBEiREH
10.3.1. MEBREHOE

AXBEX &R H SRR o

meta.config X{FH base64Code FEBF

BEEEEMN -

> XHEERA 1 20250729
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@ 2882, BRI EREE-5=

BE
REEECAPTANREERSIKAS

APl HEBRE
BREWRE :  ~/logs/gateway/gateway-page-digest.log
o HESITENRTE

JESK it

i iz

%R (Y/N)

FERY : B ms
operationType

AR

appld

workspaceld

R

EPi% productld

ZE P productVersion
o RiE

e FF ID

%% ID

e UUID

EPE trackld

B IP

RN : HTTP 8¢ HTTP2
E{4EHIX : JSON B PB
EREUBEAR - FH
AR EHEAR A © F

o [EMHRIR

e Traceld : iEREIE—HRIR > ATNRAENRERS  ¥ARSHERE BEBIER
o cpt R

o BFIRASER

o BIRRALHEN

clientip £8 : 45 6
RPC #MYkR7s : 1.0 8 2.0
B -

BfiE) - (iEsRituht, 19K, £R (v/n) , S, operationType, R, appld, workspaceld, &8RHi8, EFikproductid, BPfiproductversion, i, P 1D, &% 1D, vviD, BEF K
trackId, BFIRTP, MY, BB, EREBAN, MEBIEA), BREEMN, Trace1d, RBRAMHAPT, BEFIRARHEE, FIRALEN, TPINNARE, ReCIMNARE)

#ol

2020-06-03 14:14:08,001 - (/mgw.htm, response, Y, 61ms, alipay.mcdp.space.initSpaceInfo, -, 84EFAIA281942, default, 1000, -, -, -, -
,Wz4Zak5peDgDAGRNWSrFFGhT, Wz4Zak5pe DgDAGRNWS rFFGhTN9uqCLa, Wz4Zak5peDgDAGRNWS rFFGhTN9ugCLa, 223.104 . XXX . XXX, HTTP, JSON, 2, 2406, F, 0a1ld76671591164847940¢

APl #HBE
BEBR: ~/logs/gateway/gateway-page-detail.log
FHATDRAMUTER

o iEKREE: [request]

o MEHE : [response]

BREF

B $TENeY &)
EFiR IP

Traceld

=ptell

AR : request
operationType
appld
workspaceld

requestData

sessionld

did : i&& ID

contentType

mmtp : T 5& F > 2EER MMTP 3%
async: RERSEA - THEF
IR B &

o BESTENRYIE)
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@ 2882, BRI EREE-5=

BEFiR 1P
Traceld
=2l

R response

operationType

appld
workspaceld

responseData
resultStatus : Z5RH5
contentType

sessionld

did : i&& ID

mmtp : T 5#& F > 2EER MMTP 3%

async: RERGEA  THEF

HHl

2017-12-21 15:37:10,208 [100.97.90.113][79¢731d51513841830208829314258] INFO -

[request]operationType=com.alipay.gateway.test, appId=2A9ADA1045, workspaceld=antcloud, requestData=***,6 sessionId=—
,did=WjtkmWeluHsDAD17BEleyK2L, contentType=JSON, mmtp=F, async=T

2017-12-21 15:37:10,229 [][79c731d51513841830208829314258] INFO -
[response]operationType=com.alipay.gateway.test, appId=2A9ADA1045, workspaceId=antcloud, responseData=***, resultStatus=1000, contentType=JSON, sessio:
,did=WjtkmWeluHsDAD17BEleyK2L, mmtp=F, async=T

API it B&
BHERRE © ~/logs/gateway/gateway-page-stat-s.log
o BESTENRYIE)
e operationType
e appld
e workspaceld
o HR:YIN
o ARG
o [EMHRIR
o BFREE
o IEREHER : ms
B
B8 - operationType,appld,workspaceld, &% (v/N) ,ARB, EMIRR (1/F) ,iEREE, ERSFEN (ns)
ol

2017-12-21 15:34:58,419 - com.alipay.gateway.test,2A9ADA1045, antcloud,Y,1000,F,1,3

PX &R EE

BER: ~/logs/gateway/gateway-threadpool.log
o ESITENRE
° BiER

o EINLIZE
ATt ETRE
BIEINRALIRHE
o RLEIZE
o BRALIEH
EZITIEE
o FIRIIDE
B
BfiE) (4%, ActiveCount, PoolSize, LargestPoolSize, CorePoolSize, MaximumPoolSize, QueueSize, QueueRemainingCapacity]
=2

2017-12-21 16:33:32,617 [gateway-executor,0,80,80,80,400,0,1000]

MxXBEEH&

BFEWE :  ~/logs/gateway/gateway-config.log
e AFICEM R ECE T ERIIEXBAI -
PXEABE

BERRE :  ~/logs/gateway/gateway-default.log
MXEART » RIEEHEHSHERBRAITRHERE -
MXEREE

BERE :  ~/logs/gateway/gateway-error.log

B ETREIRTS I
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© 8822, BEHR% -5 =

10.3.2. MX SPI B&

8RS BB - REFIEM T mpaasgw-spi-mpc B mpaasgw-spi-dubbo EIlZRL -
APl BEBRE

HERE ©  ~/logs/mobileservice/page-digest.log

B FTENAE)

operationType

EF i productld
ZE P productVersion

o ¥ : Bfii ms
o %R (Y/N)
o ARG
e uniqueld
B -
Bfl8 - (operationType,productId,productVersion, ¥, &R (v/N) , &R, uniqueld)
=3

2017-09-12 11:15:57,700 - (com.alipay.gateway.test,ANT_CLOUD_APP,3.0.0.20171214,36ms,Y,1000,79c731d5150518615768657974443)

SPI B#B&

BHRERRE ©  ~/logs/mobileservice/boot.log

BHAFICRWSE RS mobileservice KEEMFIBENER » D RUWTATMER :
Start-To-Register-Service : FF&MRHT APl FRS#E0O -
Start-To-Analyze-Method : F&fEHT APl IRS#EOHRMFE -
Analyze-Method-Parameter : BB /55585 -

Method-Info : Bi%ER -

Registered-OperationType : SER &4 APl operationType it
Register-Service-Success : SERILIZEOFEFEH APl operationType i
WABAILAESBIHEE operationType 2& MM

e

2017-12-20 11:25:59,746 [Start-To-Register-Service] target: com.alibaba.mpaasgw.biz.shared.rpctest.MockRpcImpl@5b490d5e, interface: interface

com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc
2017-12-20 11:25:59,771 [Start-To-Analyze-Method] method=mock
2017-12-20 11:25:59,780 [Analyze-Method-Parameter] parameters=["s"]

2017-12-20 11:25:59,839 [Method-Info] MethodInfo[paramCount=1,paramType={class com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc$Req}, paramNames=
{s}, returnType=class

com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc$Resp, target=com.alibaba.mpaasgw.biz.shared.rpctest.MockRpcImpl@5b490d5e, method=public abstract
com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc$Resp

com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc.mock (com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc$Req),interfaceClass=interface

com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc
2017-12-20 11:25:59,839 [Registered-OperationType] operationType=com.alipay.sofa.mock

2017-12-20 11:25:59,840 [Register-Service-Success] target=com.alibaba.mpaasgw.biz.shared.rpctest.MockRpcImpl@5b490d5e, interface=interface

com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc

APl 28 E

BREE ©  ~/logs/mobileservice/monitor.log

iCE APIESREGIFMAAE » @15 AP ERE debug BEMRHEER THSF S -
SPI BiABE

BREE ©  ~/logs/mobileservice/common-default.log

SPI BRAB® » RIEEREAENERHRATRLEE -

SPI #iRBX

H&EWE : ~/logs/mobileservice/common-error.log
ICRERNFEHE -

10.4. W SSEOEXMT

ZRBFIRFRIFBMAERS (RERZ 0S R24) » MRRIHEOEXNEE » RRSIHET XBEHRSIEORT - FEEER Java IBENRE -
BOEXMESREEEX :

o NERSZITEUBEAE : BXIFH Java REXEMEEE -

o FAFEOZENTE : AFEXH interface » B& APl A method A -

o AP ENERERE : BPEXMEE class (B2 field ABF) » #MO2% method SHEHRENE - HERFEX LML RSB -
RERSTIFEIE AT

AREIFHIEEHRER
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é

1B SRE
ANT GROUP

2T ES

ERER-2%

BREVTHEZERE -

List 8 Map HEZEUER ©

List 5f Map KIZEUZEREER array &

AZBFRFT (FVHIE byte [] BXHEH)

RIS REA - 5/ list RE -

B4R REER data 1 description » 85 i0S HEMIHE -
Map 8 key IR String K& -

o REITEERMSZE -

o REIREERIROL -

HRNS®:

public class Req {

private Map<String,List<Person>> map; //BEREBFEIERE-
private List<Map<Person>> list; //BNESREIREEZEHRE -
private List listl; //List B} Map MHHZEUER
private Map mapl; //List B Map AAEZE(EE -
private List<Person[]> listArray; //List 8 Map HOZEUSEREER Array £l .
private byte b; //AEENBEFT
private Person[] personArray; //AXHNIHREAE > EH List KF
private String description; //BMBFEER description

RENSENR

boolean, char, double, float, int, long, short

java

java.
java.
java.
java.
Jjava.
java.
java.
java.

java.

Enum
byte

.lang.B
lang.C
lang.D
lang.F
lang.I
lang.L
lang.s
lang.S
util.L

[1

ERNSHE:

ocolean
haracter
ouble
loat
nteger
ong

hort
tring

ist {8 AIERARESE ; FEEEAERARFE UWTHEMR List

util.Map > {8 RFERERSE ; FEEAERMAEFE S key KBUIMR String MWTEMR Map

public class Req {

private
private
private
private
private
private
private
private
private
private

private

String s = "ss";

int i;

double d;

Long 1;

long 11;

boolean b;

List<String> stringlList;
List<Person> personList;
Map<String, Person> map;
byte[] bytes;

EnumType type;

public class Person {

private

private

String name;

int age;

APEOXME

method B2
REIASIM:
o WBEER
i E3T3REIRY Map ~ List ~ Set Z4MOiZEL
g
EO%
[RAERNEAE
aILASIA:

o BRMISEIRE > ER3|IARES TRNNRERRE N ; FAEARESIALEERFENSR

o PUERSZISENIESE » {BER4E « Map ~ List ~ Set XEEE SRR KA URE -
WTRERRH:

Map<String, String[]>
Map<String, List<Person>> (Person—E{FRISLAE)
List<Map<String, Persion>>

List<Persion[]>
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O 5o%a, BERX

ERER-2%

method #EE{E

AU LASIA:

o TREEHERY

o FRLESTIREIA Map - List ~ Set 25 T EY

o M

o O

o REERINEA

ToJEASIA:

o EURRIEIEZ - BRI AAR S TN RERRIS— ; FaERARES | BARIEEFENR » FI3 - REEM Object SIHERARENSR -

BE
MRRERNEAE > ERTRFOERHLEER -

o NERZIFHIBIBE N XEFFKEX » B ~ Map ~ List ~ Set EREBAAIUHRE » 1 LXIBXRH -
method BIE X

o {£Ff eoperationType JEME - RNMULEMHISFEFRERTRZE -

e method A1] overloading

KBERTERT
o AFEOXETENNBERR  BREHBRER o
o RFBRRIEOXTENER -
o RIMBRRIEOXTNAAFRMB S -
o —MEXHHRRESE—MEOENEX » FEAEHESE (WX EAES) NEX -
o BORTENAFNHES|ARIIER DT R AL IFEIRLLATIAMFBIREEX
AP EXEFEAE
field EX
FEU3IA:
o KR
o FRESTIREIA Map - List ~ Set Z 5 T EL
o HHZE
o IO
o REFERINEA
TIABIA:
o ERBISEMRZE » BRI ARR S IR RERRIS—] ; FAERARKXES| AERERFENR -
o AEPSIFEIEL - 4 ~ Map » List ~ Set RARBIRAURE » S0 EXHEXRTH -
o (ST EIE transient MEMEIFRBZEE -
e final static int EXHEE (HEAFSZEREXNESHBRSTRTHZE) -
® iR
RHEFE is FARBRRTEEX °

HHEX

o AIMBEERERRE -

o REEHESEER  £RTARRBMREIELETREM setter/getter 7535 ©
RBERTRRH

o BUMBERLT—T—1T

o AVHMBZERAFESHAESIMMED

o —NEXHHRESE—THAPEXEBENEN - FEEEHESE (K% EREE) HNEX -
o BOXEXFGMNES| BRRNERATAREIFEIELAATIUAMFBREEX -

10.5. ZBHAEMTTIE

RIBEMNLETK - EBEMRBNNT L - BIREIE RSA B - ECC B - BBEH -

BERM
IEEET OpenSSL BEM THHAHRHE OpenSSL T (1.1.1 LA ERRA) -

4R/ RSA E4
1. $T7F OpenSSL TA » AN T&S1TERM RSA TAf - MAILUAFER 1024 5 2048 RIMFAH -

openssl genpkey -algorithm RSA -out private key.pem -pkeyopt rsa_keygen bits:2048
2. 1R#E RSA FAfALERL RSA A4 »
openssl rsa -pubout -in private_key.pem -out public_key.pem

&H ECC E4A
1. #17F OpensSSL T8 » fEANF&STER ECC METAR « MATILE secp256k] HEIBILE -
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https://www.openssl.org/source/

O 5o%a, BERX

ERER-2%

2

1

2

1
2
3
4

openssl ecparam -name secp256kl -genkey -noout -out secp256kl-key.pem
. 1RIE  secp256ki-key.pem ZREAFTAERL ECC A58 -

openssl ec -in secp256kl-key.pem -pubout -out ecpubkey.pem

EREEZH
. ¥TF OpenSSL TR » EANUTHLITEREZ SM2 FA$A  sm2-key.pem °©

openssl ecparam -name SM2 -genkey -noout -out sm2-key.pem
. HRIE sm2-key.pem BHAINERERE SM2 20  sm2pubkey.pem  ©

openssl ec -in sm2-key.pem -pubout -out sm2pubkey.pem

10.6. PIXFEZHH

RAREE PIRER AR ERF0E > RPC EREE RS - RPC BRS BEhTIMINEINEE -

BEANNE « REIEMNT

. requestBody HHINBHIRAFHS -

. ERREFREREER  BIREFENEER (MREREER) PONRRN  HECNFHFSEHTNE -
. HMBEHZERBBREFRPREMX

- MXERERARES  REMIMEBEEESE -
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