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BEINMAZEME (Mobile Security Armor » &fR MSA) AN (FTXER App) RERTE - &
B BRNRER > 28 App MBEZZKTE » HIRMBAEE @R -

FRER

e Android MAZRLIE

BT Android ZARSHFRIFIE - FENARSERERER - RFEFRESLE - mELZINN AL
ESIRIREE - mPaaS B NALREMES APK 5 AAB BI#1TINEFH I INESH APK/AAB BI#H1TH#
B MENXFINEERINIL » AT ERABRE RIEN AR AR -

e i0OS MAR2ME

BEERAE - DITRANKE > ERESEE ipa NBEEANSHLZEHPERERERE 0S NARE
5K - mPaaS BN AR EMERARZRHFFNH AKX ORBATINE > EBRARSERD T
MR > MTTARBLIFIRERTIRETR -

e H5 HAR£ME
NHREBHNEENHEERURIRABESNLTEEES - KEME RN HS MAIRARGER - mPaaS 1B5)
NMAREMEBEI AR EFRIESITRIE - FREBN - TEKRTRHITIEE - MTELIEEH JavaScript
URSREABTIE » BLE H5 N ARRINARER - R HS FRENGEN R -
Tt
o RIEER, FENA
Android i@ L& APK #1THIE ; i0S &iT Xcode 4miZs3#t1TINE ; H5 &I L% JS XH#H1THE -
s BREMSHREM

BHNARENERBTAE S EANBHRSNERA - 25T HRS LRI SES - RALDH
SHE  SIRERRE -

A{XZHF ARM ~ AARCH64 ~ X86 * X64 » #%¥F Android 4.2 RELDA EREZAGIRA -
i0S RERIFRIITZIES » HHERTE -
¢ Java2C, RAZ2MHIFR5

FBHEERA native ZAFIBBLMESUISRARMER ; B FME JNI HRAN so XHEREHETL
JESERE Java EEOHTRAR o

o RAIRRENSTIF
1Rt OpenAPl 8571 » AEMEEF AL (W Jenkins) » RABMERE ; BoINARZME R S5#HE
SINEERER » XN ERMEEFENBIE : mPaasS BYEE « MEBEMEE - BBl Tinker AEE -

T RER1E

BATFSIH Android AR ZNE « i0S MAREMEIMKR HS MAREINEZFMELES - BXINELE

HEEHE > F2 R EMAE -

* Android M AR EMERMHAIINEIEES E4E : APK/AAB BNE ~ EREME -

* i0S MAREMERMIIMEREN EE : BEME - {5LEHR  HHRTIEL - & ~ eI/ R
< HAENEE - SNE -« $5EHE -

o H5 NARZIMERMAIMELEN BIE - RAXNER - EEFHEME - ABES - HRHER (WHE
#) B RIBHE - BHiREE - RBEERIRE S HRAE - FiHEFI SR « EHRTEL - EfRiE
HA - ERUER (VMP) o
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2. B NiE

ARERIEHEBEEFBINEN AR ISHTHEE -
A
APK/AAB f1jilE (Android)

3t APK/AAB €1 5 BIRHITLRIRIP > 1218 APK/AAB GBI R4RIFMRIF ~ DEX MHEEMESRIT « DEX X
HBFEMRIF « BFEERTE - RINBHEIERIF  BFRIXRF < BREFEEXRRIP « B5 Hook fR3F - BHIEINE R
1P ~ APK/AAB BEBFEITEIRIF  BHARTE dump {RIF -

B
RiLXER (H5)

3t JavaScript R T RIARNFHERAFNMREAMAN > $H02 a + b XEFRREANX > FRMFNG
SRR > (W a + (-b) » IBAWBEDTEE -

mpaas_demo.js A F mpess_demojs

C
REME (i0s)

BEMBINEEF Y SMERNMARESHITHREINNE - HENETRBERFRHI log (FEUARE
ERMRENE  RREESEESHAEARNSTU AES-SBOX MRS EREESSIHEIRAME -
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sub_LEH 80 proc near

g 5
war_1C= dwerd ptr -1Ch U
[] HU war_18= dwerd ptr -18h j_][]l_yr.’; A
N ) . . war_1k= dwerd ptr -1kh
assume es:pothing, ss:nothing, ds:_data, Fs:nothing, gs:mothing war_10= dwsrd ptr -10h

war_C= dword pte -0CH
war_§= dword ptr -8

push ebp

mou obp, esp
push esi

sub_LE108B proc near b P, 18N
lea eaw, byte A1Z088

push ebp mou wex, 01%h

mow ebp, esp mou edx, T0m : Aligament : default

" 1ra esd, ED
lea eax, aThellenProject =i (osp+
pop ebp nou .

vy perni " wadsiit
retn aTheLlvnProject @b ‘The LLUM Project is a ata segrent para public "BATA" wse!
-

v r
k . -
sub_4o10e0 endp db * medular and reusable compiler and * muy [ompe * ume £u:_data
. 2 o 1o n ad P oy [eop+ ch. v A12000
T , T MCANA techaslogies. Bespite 3 call  loc_a@1OEr  byte_s1Zees crn
. little to do with t* Iy i

dau ecr

b name, LLUN h add esp, L
. ) o shling pop end b s
db “raditiomal wvirtual machi pop ebp an &
db “me “LLUN' itself is net am acromgm;® retn db RORN
db * it is the Full name of the preject” Sub_S01800 endp : :.:-.
18

db ". LLUN beégam 4% & res db 200N
db "at the Bniversity of Illimeds, with' - W
an sCan
db * the goal of providing a mode b WEn ;
db "A-based conpllation strateq db MIFh
)

db "¢ of supperting both static snd dym” : LGN
db “amic compilation of arbitrary progr® 1 (375,240) 00300407 CQ401 e AN
b BCH

o ean

db AN

s seIn

D

KBESE (H5)

k% JavaScript KBHFARENZERS « RITFAS > SUE-LEAGELANABRRAITHESINAE > K56
HAEREERAIITAS - FEIBAHEME -

ARERSE (i0S)

TRREERRENR AR - REENERFRESHHIET - 5 TEATIHERIRERREERANE
tE  RAEREERE—MMERRN - RBESIAXREERA - ARERLEREIT Y FEFAE AR
LEVFRELE > AN EEBIFRRZF S - JHERRREFRER LRI

HWRELEHR (H5)

FHRNEERHITRSR > REBABZENERXA -
F

R (H5)

> XA4RRZA : 20240808 7



1B SRE
ANT GROUP

é

BN AREME

{ERER-EAE

SERIRABURTERAER - MRNEHRT

#ZME (i0S)

DRNERERE L ERIFFZAEZN— T ETAERIS
BiatiEas » DX INERIREERIRAIRA (14

MAZEEAT

B EED

i

IRETIIA ©

A=A
BERZ

LA
él:l =]

BRI TTIERAT -

IR AT DGR R

M)y > SRR DY) IARHERIRBUER BT -

¥ L : 5Tl
3 - *
T|F - ¥ L] Y
¥ 1 ' ) — Arl 4 ;
hen 1 ‘l“ P . } r_: d
Tl rls AR L
£ 1 £, A P A L ] 1 4 1 . Y ¢ N |
Wl then® | | {elne * - '} r v
: . | ;P ‘ S ¥ 1 l.“

HFEERME (i0S)

HSERERIEE 3 %US(#%“”E’JM%I% ERTEZF - TSEEME - ARIEEENMNIIIEEN - &F
BIHINRES - ZREESJFHITMELIE -

Library function [l Data l Regular function Unexplored Instruction External symbol

[F] Functions win... & @& @ @[5/ IDA View-A @ [O] Hex View-1 ~ @ [A] Structures @ [E] Enums @ [z Imports (%] Exports
Function name Name Address Ordinal

[7] i_fdccaed83d0b71210 (] 1946da94b07528cb7 0000FC74

[#] i_fc453409526¢2897¢c (#] fade2a36b38dfc159 0001027C

[7] L_fc3e68ch05c7820bd | [ fdccaed83d0b71210 0000F4DC

[7] _f9240eb17fc4242a3 (%] 122¢88418480623b9 00007958

[¥] i_ff8668ffc030f5c9b (] fcedc561641731833 00007A80

[7] strlen (8] fc3e68cb05¢7820bd 00010264

[7] i_fccBc2c99310bf1c7 (] 1223ed8fcc70be21f 00007C0C

7] i_febcb407ec3fe78c5 (] 19240eb17fc4242a3 0000FA94

[7] i_f0802f17f95c33eb6 (] fdOee3518a91ab0as 00007D34

[7] Lffe233a36ed2b5ec3 (] f825aecc2d9de7473 00008020

[7] mememp ] 1f8668ffc030f5c9b 00008150

[7] Lf481068bddeec396a (] f16a39f193e06d73c 00009778

[7] sprintf {#] fcc6c2c99310bf1c7 0002C3D8

[7] L.f50114ff1cde0dfe6 (] 12b6551fb997b6573 000099C0

[7] fopen [##] fb7fb31a3e42d95ea 00009BDC

[7] fclose (7] f64458645a7dc2cf6 00009E10

[7] i_f504a6063558bfb00 (] 12b835569de72c9 0000A010

[F] i_fdc4ee00falecea3a (8] febcb407ec3fe78c5 0002F114

[7] operator new(uint) ] 23a2d297a794e617 0000A224

[F] i_ff375384fe8c00492 (#] 0602f17f95c33eb6 0002A020

[7] operator delete(void *) [#] f481068bddeec396a 0000A390

[7] i_faledee1032258121 (] ffe233a36e42b5ec3 00032F1C

[7] i_fobd7c1db8fcc6ess (] 1504a6063558bfb00 00008298

[] i_f4689619f3d13b090 (8] fdcaeeO0falecea3a 0000BDF8

[7] ifac8df032abdag322 [l f3clcal3bdf3fofsl 0000C6CO

[7] L_fddff757dd700eec9 [ f50114ff1cde0dfe6 0000C890

=1 cart (7] f8aa4262fea73af57 0000CA04

=2l fAhFONR2R1~ANQ0EQ [aTalalalad.Yalad

H

TESRIFESEA (i0S)

fEf|< }EE’J%_HM'T{ER EFMoITN—LEIE<S » FIESIRMNEFRTHITRIIEEIRS - [ElE<S RIFIE<BA

BIRAT M IDA FRiCHH=S - RFFRNFSHEHRINEN - BTEFIRATE

ERFRBIEART RSO S A THIESHAFIES -

AMESER > WERE

> Xi5kRAS © 20240808
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t797e8ee0476bbl08: 08003EEE
£797e8ee0476bb108: 08003EEF
£797e8ee0476bb108: 08003EF0
£797e8ee0476bb108:08003EF5
£797e8ee0476bb108:08003EF5
£797e8ee0476bb108: 08003EF5
£797e8ee0476bb108: 08003EF5
£797e8ee0476bb108: 08003EFA
£797e8ee0476bb108:08003EFC
£797e8ee0476bb108:08003F04
£797e8ee0476bb108:08003F05
£797e8ee0476bb108:08003F05
£797e8ee0476bb108:08003F05
£797e8ee0476bb108:08003F05
£797e8ee0476bb108:08003F05
£797e8ee0476bb108:08003F07
£797e8ee0476bb108:08003F08
£797e8ee0476bb108:08003F0C
£797e8ee0476bb108:08003F0D
£797e8ee0476bb108:08003F10
£797e8ee0476bb108:08003F18
£797e8ee0476bb108:08003F1A
£797e8ee0476bb108:08003F1A
£797e8ee0476bb108:08003F1A
£797e8ee0476bb108:08003F1A
£797e8ee0476bb108:08003F1C
£797e8ee0476bb108:08003F1F
£797e8ee0476bb108:08003F21
£797e8ee0476bb108:08003F23
£797e8ee0476bb108:08003F24
£797e8ee0476bb108:08003F29
£797e8ee0476bb108:08003F29
£797e8ee0476bb108:08003F29
£797e8ee0476bb108:08003F29
£797e8ee0476bb108:08003F2E

K
EHIREFEL (H5)

loc_8003EF5:

loc_8003F1A:

loc_8003F29:

aaa
push esi
test eax, 8B5CF260h

; CODE XREF:
jmp loc_80046F2
dw B68Bh
dd 144h, 8918C083h
db 86h

; CODE XREF:
jo short near ptr byte_8003F0D
db 0
dd 44868B00Oh
db 1
db 2 dup(0), 8Bh ; CODE XREF:
dd 6708Eh, 7C8E900h
db 2 dup(0)

; CODE XREF:
mov bl, 80h
add bl, 1
jo short near ptr dword 8003F3C

jno short loc_8003F29
popf
push 8B48FOFOh
; CODE XREF:
jmp loc_80046F2
dw 80BOL

.text.£797e8eecl

.text.£797e8eel

.text.£797e8eel

.text.£797e8eel

ZEFIR TR I EAETRGIERA > SEBITELRERBBRITRERRBBAX R » EFRBEEERS

RELER - BETEHEMEIRENAIEERXR > 28

RIREERA o

LERFIFRAESTFIBLSEIN - EREBREFN T BohERE ; ARNRE2HIFHEE T SLETRET
% WETHSRITRANZEFRS A AT A SBERNIREEN -

> Xi4hRA © 20240808
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® (5] IDA view-A @ ] Pseudocode-A @ [Z]Enums @
lint _ cdecl main(int argc, const char **argv, const char **envp)
2
3{ if (i:h:i(i-'-‘.'-'[”)i) \
a priotf("argv[l] is not 0\n"); A .
5 else i IFUI%EU E
6 printf(“argv[l] is 0\n");
7 retura 0;
|
@ () IDA view-A @ (5] Pseudocode-A @ [C]Enums @ %5 I

1 int __cdecl main(int arge, const char **argv, const char **envp)

24
3 unsigned int v3; // eaxdl
4 Aint vd; // ecx

unsigned int 'i; /! [esp+Bh ebp-10h)@

vl m ‘1,
B .{mu. (1)

- B
10 v = v])

+ [+ i . Ao
12 break;

13 Af ( v) == §7 )

14 {

15 vi = atod(argv([1l]))

16 vl = Ox131B / v6)

17 if ( Ivd )

18 vl = 723

19 }

20 else if ( v1 == 73 )

21

22 putsa(“argv[l]) is not 0%);

23 vl = §4;

24 }

25 else

26 {

27 puts(“argv[l] is 07);

28 vimyé = B)

29 }

30

3l retura 0;

32 )

L

HLLIE (Android)
3 Java RBHITRE » BRBESLIEITMIE » ALk jadx-gui ~ jeb TEMREE » FENERBALBEIBEA
TEFEEE -

Z

ESHIE (i0S)

ELERERATENBRIABRARBABINE S —TEH > WNNEE - fiREES - BiENiTET
BESRBREAUERERE %D » SEFAAGHR » BUMRILER - HLBRERNETHHE
BN > FERBTREPREIER - RIET EinE RN ERIE <RI S -

>

Xt4hR4s : 20240808
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© T IDA View-A @ ([ Pseudocode-A @ = En
;ill __ocdecl main(int argo, const char **argv, const ob

char v3) // cldil
unsigned int wd; // ecxid

2
|
4
5 dst vy // saxid :EQE_IJ_
6
- =1z
8 Af ( (arge & 3) == 3 )

y

L] : wi = arge * OxBAARDORF)

QOxBAAADOBF ;
= ({argc | OxPPFFFFFD) * 2) & (argc | 2);

11 ¥l = arge L] 1~ . [ . T
HIE »lh @ [T DA View-A @ (] Pseudocode-A @ [T Hex View-1 @ [ElEnums @ %5
i :1“ A (v)==1) 1 ist _ odecl main(int arge, comst char **argv, const char **envp)
i85 wi = arge & OxBAAADORF) §( 181
18 wi = arge + 3) char viy // clil N=IN
17 ) 4 unsigeed iat vd) // ecxid }E‘%E
18 elme if ( ¥ ) 5 uasigoed iat v8; // eaxfd I
19 [
10 vi = arge - 1163210561 7 wl = arge & 3)
21 s = arge & ,| L ] if { lqu: & !’ - ] ,
2 ) ] returs ~(=(-57 * (({argc | Ox45552F40) * OxBAAADOBF) & (argc | OxBAAADOBF)))
-1 - 10 ¢ ((targe | OniSSSires) ° OxBAMADOM) & (arge | BF) )
- vé = ares | OuBAMADOOFS 11 * (({=87 = (argc | 4)) & OxEl | ((argc | 4) + 56) & OxFPFFFFIE) " OxFFFFFFIE)))
26 vS = arge * 1) 12 g (vim=1)
27 13
28 Teturm v4 * vs) 14 w4 = arge & OxBAAADOBF)
29} 15 , vS = ({(=3 - argc) & OxSE | (arge + 2) & OxFPPFFFAL) “ OxSE) + 1j

16

17 else if ( ¥3 )

1w {

19 ¥4 = arge - 1163210561;

0 5o argec & 5

1 )

12 else

13

14 vd = arge |

5
}

7 retara vd * vij

fE$tIE (i0S)
BHMBRRATHRABRSRERENEXSIAXA -

> XH4RRZA 1 20240808
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3.1t &iRER

Android it i} 88

LEMERS RFTFER > FEAWIRSTEEER - ¥ TELFRTRMARFETmNAF » 28
REALRNEEZZIERS - B L& APK/AAB BIRFHAITEY - tRERAZIHG » RAASRTRSE
BUHA - INFRARGER > MFE T WEZZIERS

XTREMERSHAGENER > BSR AT HERX -

— MR EMERRS REXN—TNAHRTINE > REMERSZET APK/AAB NERSNARITHAE - £L
& APK/AAB Y » RENME RS ST L1ERY APK 3 AAB BB R#1TRIE -

o ELENAN > MRNAREHEIREMERS - B LERNAURNZZINERS » SFERAER—
TREMERS - BEIREEEBEIHRIT > LETEFZMW -

o ELENAN > MRNAREHAEILZEZMERS - B LERSAUTANREMERS > 2AFSRTY
TLREMERS -

o YR APK 8¢ AAB ERAEIREMERS > BRENREME RS KEIE > LERITFIHIT - RS
HRNKEF=TRN > RERFRIRTIRSFIRIE -

o IR APK 8¢ AAB MEIZREILEMERS - BRENREMERSEZE » RERZRTRSER
H > FEMIHNREMERS -

iOS it #iRee

xF i0S Bt FE ) » WINHEREES 33417739 MNASTETEEHIT BB -

H5 it #7868

*F H5 B9t a8 » RIS REES 33417739 MATTEBEH#HITEIERR
® e

HATNAZZINERSRANZITEER » BRI EMTAMERS HITER - FERSENT
FIHARS EFRMSTARSS H A EZIN A -

> XA4RRZA : 20240808 12
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{EMIERg-Android MAZZEE

131y SR ) ZhR7 B2
© 8822, B AR NE FTES (M)

4.Android MH%Z20E#H I Ak
(2m)
4.1. RiEFIE

A5 SEERA Android REMER R A#HTIREME » HRNLZNES -
A ERM4
o BIHEEFEHIPA APK > APK RIRANEIR APK K\ < 300 MB »
e EMIBHLTEMERSHATFLREFZIXHEA -
BEPR
LTEMEFTEEORESENT ¢
BFE mPaaS #ZHl&8 » HEZFERNA -
BEAMSHIZFN RLES > KARLMNE > Android KAZ2MNE -
B AIERLME - #A LEFNERA TH -
B EfERA - £ff APK X -
LERING - TEEMEE BIARLNEER TUH - BIALBESURINEESR -
i REERFNIASE#ETME FX -
RIEREEE MBS (GETRENRP) -
(FI3E) 7= FMEERSFEPHE ETERETEMENZE  BEFEEWHET -
(AI3%) 7 BEREHIPN So X = TRERERIPH So Xf¥ -
(FIiE) 7£ EEREMPE Assets X EZTIEEFEZERIFPH Assets Xff o
B WIANE #ITINERE -
RO NARSNE TE > TTELEASENNEESN|E - ERAPESENESAIMERE -
o ME% : RIRMEESZHTH -
o BHE : REMEESEFRH °
o ME%M : RRIMEESKM -

3. FERABER BNE KEH > BETHNESEW (L) B THZENEE (EMINER# APK 5
AAB XXf§) -

N H O WL N U A WN

® iReA

NMEENREREZLBFERERN  BFEENTHNMEEEHRZER > ARFERERENNER LT
BRI TS o

BEP R

MERE > FSVEEXRRAGINERBIER » MAREAH - BMESAN - IRTKREEMEFINERSE > &
R T FHEER mPaaS BAZIFAR °

> XA4RRZA : 20240808 13
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 BUEE  Fg oo {EFAER-Android AR ZNE
© 8822, B AR NE STRG )

® R
MRBEZ AKX > IRALERHS 33417739 AT EBHAITE WM

4.2. EH1E™

REMEHTE#ENERENE - H5E Android BalL ZNEERER

® R
BRI ABB XA RMREREFRIPHE UREMXHEFIRRS -

4.3. EERENERE

ERESTREPRNZMNERRE > REMESE App EE - BHERSITENANTES :

ashield process runtime info key ---> value

key-value 8

ke key value
BRI a0 AF 0 ME
5 hook al AF 0 ME
B a2 AT 0 &
FriEl2s a3 AF 0 A
B root a4 AT 0 WA
BAEA a5 AF 0 WfE
EZa) a6 AF 0 WfE

> MH4hRZAN : 20240808 14
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5.Android MEAZ£IE
5.1. €A

LEMEXHEE APK/AAB BIUTER » (ERARNEFRIEIN TERRIAE » MIRGEFIEFLE -

e &HAIA Provider B onCreate BIABEER Z/RH1T - WIR%E onCreate MBEHEXINZEE » BIARTEE
;&iﬂ?ﬂ_ﬁ?ﬁ@‘zut o 5IEN7E Provider B9 onCreate #1TEGIRIMIGL » MEBEEFIETZEHIREETEEWR
AL tiL °

o RXZ#F x86 ~ mips 544 » WHECEBXSEN > BRI ZEEHRITEHITME -

e BH#EI minSdkVersion 7% 24 KA LE » minSdkVersion ##FISEN 23 AT » & minSdkVersion
< 23 BY » ‘EIMBEZRIASI APK B4 nativelLibraries #{TE4EFE - IREFEEIRE
minSdkVersion = 23 > AJAMM TEFHA X PEFE—H#HITLAE :

o E application ﬁ/l\*ﬁ,'f—ilﬁ'ﬁtpi%ﬂﬂ android:extractNativeLibs="true" °

o XfINEEHY APK 3y AAB EFfi#{T & » iEEEHCHMNIRERERELS

EE

WREIFN AR Assets STHE#HITINE » MAZEER minSdkVersion = 21 » Bl Android KRZAFR
BF 5.0

o WMRMBHPHEA Arouter > E{EM Gradle HEHFSEIREBRMBNME

apply plugin: 'com.alibaba.arouter'//FBEAETIEM app module KJ build.gradle HH{TERE

buildscript {
repositories {
mavenCentral ()

}

dependencies {

classpath "com.alibaba:arouter-register:?"
}

}

#EH ARouter IREAEIHEE HITIRARNBME (power by AutoRegister) » BRINEITIHE
dex AN HITINE - @ Gradle #HE#HTENEMAINGEEBIIAILETE > BANBANESRTEEE
1518 dex X{ERAIIIA1E KM el R -

BE

o ZITEHENTHEES API 1.3.0 WA EARAS{E -

o EZRNBIESZE ARouter (%A -

5.2. REFE

AT SEWMEER Android ZEINE > MRAH#TREMEHIKNZZMEE -

ERH
o OHERIFSHIFPE APK 3 AAB (APK/AAB RiskiNE » BA/Jy < 300 MB) -
o EMEIBHREMERSFHATFERERIZAAA -

> XA4RRZA : 20240808 15


https://github.com/luckybilly/AutoRegister
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BRIESR
RIESEAT :
1. BF mPaasS 48 » HEFEIRRA -

2. BEAEMSHAETN R2RF > KARLME > Android AZ£ME - #A Android REAR2
B TimE -

B QIZREMNE - #A LEFNEER TTH -
gE EERA > £ APK B AAB Xff -
LERINE - TTHBHEE WIARSNMEER TTH > BIANABEEURIERESR -
(FAJiE) £ FNRERLFEFNE STEFRFEMEZ > EEEEZEAT -
(FIit) 7 WEFEMIFE So X =T EEFZERHIFR So X4 -
(FIit) 7 EEREHIPH Assets X = TEEFEFERIPAY Assets Xff -
BE WIAIE #1TE -
EE MARSNE TTH > STE EMHEEMNMEESHER - EFAPESHEMESHNERHE -
o MED : RIMEESHITH -
o BHE : REMEESZETHK °
o MEXM : RRMEESKMK -
1. FFRAPER SHE KT » 8 TR > AR THEEMEER (ENINESH APK 3¢ AAB X14) -

© L o N o U kW

@ e

NMEENREREZLIFERERN  BREXNTHNNEEEHER > ARFERERENMERLR
RN AR A THIZ

BEP R

MERS > BSVEEXRRAMINERTIER » MARAH - BMESAMN - IRTKREEMEFINERE » R
MVZRES 33417739 MAFTEBHITE RN

5.3. EFHiER
5.3.1. @=L ME

RARRNR ZMEEX N AREEMURAZOERITNE » £75| SETHEIZINEESHNRIRE
BN AR EIMNE ST INERN R E4E

e APK/AAB 4K : 3 APK/AAB BRHITEZZRIF > 121# APK/AAB BAR4RiIF(RIF - DEX XEEEINFHE
{R1F ~ DEX XHEBFEMRIF - BIEER T - RINBEERIF BRI RF « BIREFEEXRRIF  B5 Hook
fRIF ~ BHIELIZZRIF - APK/AAB BFEFT BRIF ~ BFATE dump fRIF ©

o i3 : 3 Java REBHITIREE » IREIESLEBITIAE > BALE jadx-gui ~ jeb TEMNREF » EMEFHIT
XA A TE 2T -

* So X : ¥ So XHHITIERAI » MIBINFKAEE So XA MIRA -
* Assets Xff : ¥ Assets FRXHHITINERL - EFHBHEREEN -

> XA4RRZA : 20240808 16
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® iR
X APK/AAB B{FEIINE R LT » #0ZE ~ So X Assets XARINNEZ FTERY » 33 APK RIBAR
BT SKINE I -

BB RN

EFRAES ZHI - BREFTESFEFMENLRA » BRWMT -

o WHHAMA .apk B .aab ©

R RAFRME » BEINAREZMEARZFIRNEMENZROHTESNE -

%PK/AAB BEEER - ENMETEFRHIT APK/AAB M ZRITELE » Flt LENNAEREEE

WRE R AT Assets XEHTHIE » M FBEE{R minSdkVersion = 21 > Bl Android fRARETF
5.0-°

APK/AAB K/\MZ < 300 MB °

=

EXNTEMIENERNESEHAEERNER » FERGEMEERLLERR APK » BRERFZE
EREE - il AHAENZ A LIRS -

BRIESER

BIEEMEESAURIESENT -

1. #A mPaaS 2§58 » EMNATIRPEEFBIRNA -

2. BREMSH=FN BHRARE > RARSNE > #A NARENE 7 -

3. BETELEYN QERSNE > #A LEFNERA TTHE -

4. BF EENA > EEGNENRRE - EEIREF > BERETIE LA BELE > TEUELEE - LERNE

R TTERFEZEIEIAE (BNARRIT LEREREPRTS) -

® #iB
2 &8 APK/AAB REFEERAT » LEERSKRM » LAY » B EfHLE 5> LEFNENA TTH
FEZIBIRT

5. LERING - TENEZ BINRLNBEER TTH > EZNEL - BFEESTHUTERE:
o WINERER : £ HAER ETEENAER -
= WFAAER
= WABHE
= [FRRA
= XN
o WIAMEER : £ MEER 2T » EFX APK/AAB BIFREAIMERS -
= IR
= AndroidManifest X{4RHFE KR
= BENXMHRP
= [HiER R

> XA4RRZA : 20240808 17
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= FhlRA RN AR
= [5A7E dump {RIF
» [ ERIEITIRP
= [ Root i&&FiBITRIF
= FSAEEIEIZEURP
= BAARFEURIERIP
= B Hook B {RIF
= IAFERBEARE
o EEMFTEN - BIALRE REER -

s REER  FIZEXNTENONERHEERESEME BN AR » (BERTERL Android Hl1E
hE[gES I Crash °

» REER  2ZEANFTENNABHERERFEFEMERNNAE > EERFUES > INFTEH
NMNAEZTIRF—RFZHIARE -
@ e
HEFER REEX WNARTIR -

o BMBERLRIPHE (FIE) : EEFTEMERZE - BIESEWNT -

a. (k) MARBXHET  BE B8 - REAMSE - BHALLRTENEZHITER > SIEREG
i@ 1000 M » FERLERTEEGR » W > ERERMATBHEREMHITIER -

b. BEHESBREMMAERIE - HIFERE - IFBE - ZSHF 300 T -

@
ERFNEBZTHIMERRTIETS » Bl x » ATHGHEEMES -

o FIEFEMIFN So X  RFEFEMER So X4 RIEFEAT °
a. MA So XHUBMPNXETF » B #F > LREWXHK -
b. BEHFIE So XHURIMNEREIE » AINERE—THZ1T B So Xt -

BE

ERIFEIERT So X ARZBGEEE =717 So XH#ITIE » RAMEE =758 So X
MREANAZZENEXAK » BESTERE M)A

o HIRFEMIFH Assets Xt  EIFFEMEN Assets ¥ » BRIEFEUNT -
a. WA Assets IR XETF > BE 8% > BRBIRXXE -
b. BHEFINE Assets SXIEFIRIEEIE » ATIAEIFE— 1T Z 1B 5 Assets X§ -

6. B WIANE > MEMNA - TTHLER MANED ERE > RRMEESERIESTHH - B EFMNE
FiR HEA HRARENMNE TEHEERZEZMEIIR - JIRPIIELSESZHOFR > EFAP > BAIEEES
HIBNENARE » H T EIESH APK/AAB e

BEIRIE
- THR2ZMER

> XA4RRZA : 20240808 18
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5.3.2. EERMEE

LZEMESNRPURHREXRETR T ERINEIENMEESER - BEMEES KR BTEREESTME
MEAER ~ MERSHSEMTHINEER - EEXRW B EURMERINEES FRE -

ZEMESRIRBEZESHCIER EFTEIFHS - ES5FRPERTNEEEE -
o RMRA&WR

o MNERKINET » BIRETAHEEE -

o MEXWEIMEFET » BIRETABEXE -

MERE

£ HAER ANERSFESHMENRTS - 815 SNE - NED Nk mEXK -
o BME RTHAIMEESERI -

o ME% RRHAIMEESZHITH -

o MEXY RTRZHAMEESEXRN -

14 : L{E89 APK/AAB HIEIH -

IEAS : HANRAS -

BRI K/ : INERFIEY APK/AAB K\ o

o BIEEE : HAHESCIESTRAINTE -

BRESE

EERZNMETIRRIESZNT :

1. #AmPaaS #Z§l& - R ASIRPEZFBRLA -

2. BEEMSHI=ZFN BHRARE > MARSNE > #A NARSNE NHE > ANELEEREME
S -

LB

EESEHT > BT EENMNMAESMMERSZS  EF AT THRIE -
- THRENEE

o BERNEI#E

o BEMBEXKAS

5.3.3. TH&R2MEE

Z2MES (UTEMINESR) ENERN APK/AAB - A5 |SEEIMEES TR » THESHREM
Ee -

@
RIS MBS = MEEM ESFHF > FRHMESNTEAD -

BRIEREAT ¢

1. &% mPaas 88 » EMNATIRPEEFBIRNA -
2. BEEMSHI=FN BHRNARE > MARSNE > #A NARENE 7 -
3. AREMESRS > BEHEBMESFATHN NELR - BRI FHESNMESR -

> XA4RRZA : 20240808 19
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BE

o EXMMNAEMEESERSHFNATFNERES  BETERENELRE » BEENHEH
28 ARRERZERININE SR HRNME AT

o THZTMNRE  BSLBROEXRAMNINERSIER » MARAH - MMEEHHE -

MRLZRBEMESINEERT » BIRERHS 33417739 MAFTEIBHITE RN -

5.3.4. EER2MEFR

FRIETINEES)S - BAEEESHNREMEFS

o BAER  BTMENNAGEE > 845 HASK - MASS « MAKRA 1 RAXM (GZEAX/IMERN
ERRIRIAAN) e

RENEE : RELZEMESHTRAD -

BE

ANEIEPERRNANERES > RETEXENERS - ERENHEHEHRER > AEFERE
ZETHMNE L MEIN MR T -

IE#1E : &£ KAX/N » MD5 UKk &2 3 MEE L » B RIIERIFHINILE
RLMEM - RREMENZE » REMEHFAAIBILE -

RLMEN So X# : BREMER So Xf¥ -

RENMEH Assets X : BREMER Assets X4 -

@ REA

ERIEMEESET » GNRIEF T IFHEEL So X+ Assets XEHITIE » MR ZESH RLME#
& TTE LRIAEE RLMERSE - RLMER So X F KLIMER Assets X HIHEXER -

BRESR

FILEEIS S ENE ESOMEHE - RSH MBS % NEXK HESTEEENEDHE - RF5E
I :

1. EF&mPaas ###l& - ENAIRPEEFEERNA -
2. BEEMSHEZFN BHRNARS > MARSNE > #A NAREMNE W -
3. AREMESNRF > BHBEMESFRPONARI > #A RLNE#E TEEEMELFE -
4. EERENERZE - RENER So XEURREMER Assets X (FIiE) - FEMBE RLMEH
% FEMES E > IEBNERIGAAEEILE -
® e
REFRES > MIEIRIERIBEERFRZE

5.3.5. EEMEXWBE

E;J;?ﬂu{%%ﬂ&ﬂ’\]&% » BRI FTHEMBEXRBBE < KSR B = EnNE NESARUEEMEXRKAE
GHURIEADO °

BRIEFEWT ¢

> XA4RRZA : 20240808 20
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1. B mPaas 5 » EMNATIRPEZFEBRMA -
2. BEEMSHEEZFN BHRARE > MARSNE - #A NAREME W -

3. EREMESRS - HEIBMMEES > BHESFHRALAN TREAMBE EinZd > BIrT FHENE
KMMEE -

5.3.6. #RRMRES

ERZMEFIR > EEINERFMEMEES -
BRES

BARIEN AR MR B R ERENETIRPERBIRMES - BIEHFEAT -

ARENETIRA LHNRREET > HANABMAERZXET » RAAFREBANAS > LHRRREZM
EFx -

HIRREESS

BRI AT S ARBIBRINEESS -

1. &% mPaas ###l8 » EMNATIRPEEFBIRNA -

2. BREEMSH=FN BHRNARE > MARSNE > #A NARENE 7H -

3. AREMESNRS - BEBMES TP MR > ERHNRTER > B @E > BIRTHFRZES -

5.4. AEO
5.4.1. ARES

RS BN A 1T I EIRIIR(E BT LAE A OpenAPI 3L » SEIAF RS IHF mPaaS FRBIRAIFIIE -

miziREs

EORARRENT
1. 3REX EfEZI OSS B9 Token °
2. 3 APK/AAB &% OSS -
3. @ MSA E£& L& APK/AAB -
4. B HEER (8i8) - FKIFMEES ID -
5. i@%0 MSA FHAME -
6. EWMELER (518) - ZRMEFMIA URL -
7. THMERHNE -

PR 37t ¢ BA

JBALE OpenAP! 755t BRI F AR MTTR RIAIIIE(TF=E R » OpenAP| {EIFIMIT RN IFAERRAL
> BOBRRERAT

e MSA #J OpenAP| 2R » FRIHEER appld+workspaceld °

o MSA BHRIZEAMABTIEW OpenAPI iEKRINIZE » AREHISEHIT OpenAPl KX °

o HEHHME  LENAENZEORKAESH 10 X BIE 6 WRRERAR—X ; EREORT IS
600 & » BN4S 0.1 W REERAA—R -

HEEIE

7E{£F3 OpenAPI Bi » REESIRE App ID + Workspace ID 5 Tenant ID » #EE Maven #kifi & ic &
XLEE -

> XA4RRZA : 20240808 21
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$XHE App ID. Workspace ID 5 Tenant ID

1. & mPaaS #ZHI8 > HAKHA -

2. ERE T foraE RBEE (FTMIERER Android 5 i0S) > THEENXH > JHTE » &4
s tE RBEE EOH > EAILAEE App ID ~ Workspace ID #] Tenant ID (& -

BB Maven {Kif
f£{EM OpenAPI Zi » IBEEXMUT Maven {KificE
<dependency>
<groupIld>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-mpaas</artifactId>

<version>3.0.3</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<optional>true</optional>
<version>[4.3.2,5.0.0)</version>

</dependency>

BEEXH L&

BTEFAN APl EROFISRAFHIXMETR - FINEE LENXXHEHETEA LETREREX Y LEE
0SS » BFREIRY 0SS i {FASEEHEIIRER APl i

1B THAAXMNX N EET B2 OssPostObject.java.zip »
ERxRG

{ERRERBIMT : mpaas-msa-client.zip »

5.4.2. #0OiR 8

ASGEEAN BRI NN A HITRZMERNFAFRED -

FREX E&E XX token

B3R - GetFileTokenForUploadToMsaRequest

SEAM i) iR

appld String FREEY App
workspaceld String FR/@RY Workspace °
tenantld String FriEf9FEF -
onexFlag Boolean EEEEN true

> XA4RRZA : 20240808 22


https://account.alibabacloud.com/login/login.htm?oauth_callback=https%253A%252F%252Fmpaaspub.console.aliyun.com%252F
https://gw.alipayobjects.com/os/bmw-prod/4fdfe800-944f-4c18-bffd-ef9227a9822e.zip
https://gw.alipayobjects.com/os/bmw-prod/609fd87f-6203-4d07-882c-1e0a98d832d2.zip
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iRE{E - GetFileTokenForUploadToMsaResponse

{
"resultContent": {
"content": {
"accessid":"LTAI7z7XPfRU****",
"dir":"mds/tempFileForOnex/ONEXE9B092D/test/PUQYHL/8b574cb7-3596-403f-a0e9-
208660£c2081/",
"expire":"1584327372",
"host":"https://mcube-test.oss-cn-hangzhou.aliyuncs.com",
"policy" :"QwM2YtYTB10SOyMDg2NjBmYzIwODEvI11dfQ==",
"signature" :"kisfP5YhbPtmES8+w="
b
"resultMsg":"",
"success":true
by
"requestId":"8BAA3288-662E-422C-9960-2EEBFC08369F",
"resultCode" :"OK"

RE{EiREA

REMERTR ) 15tAR
requestld String FRIRIEKAEY ID ©

EEERT » 18KEREM code & ok - HHHEMIE

resultCode String R > TSR AP ESREE o

ResultContent.Content ~ Object REIMEGRNSR » EFEXTE -

AROEIRF - BENFREXWT :

AR il 1588
resultMsg String ERMEREE -
success Boolean EWRERIN

iB%0 MSA FictEE2 153 0SS MM
&R - UploadUserAppToMsaRequest

SEEM it iR

> XA4RRZA : 20240808 23
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appld String FRERY App °
workspaceld String FR/E#Y Workspace °
tenantld String FREHIFEF -

fileUrl String APK/ABB L{&fEhatthiit -

iZ[El{E - UploadUserAppToMsaResponse

{
"resultContent": {
"data": {
"id": 12345,
"enhanceTaskId": 12345,
"progress": 10,
"status": 0O
}s
"resultMsg":"",
"success":true
}y
"requestId":"637D5BE0-0111-4C53-BCEE-473CFFAODBAD",
"resultCode":"OK"

RE{EREA

BREMEER ESyid] iR
requestld String FRIRIESKAY ID o

EREERT - i8KERER code 8 ok - HHHMIE

resultCode String R > MRS AP| ESRE -
resultContent Object REMERNS » BEFEXATE -

FERENERF > BENFREXWT

B it iR

data.id Integer EEESH ID > MRMEIZE TR EERITNE -

> A4hRZA : 20240808 24
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data.enhanceTaskld Integer LfEsEmZ G > REE—TMEES 1D - #ART DB

SHANEESS °
data.progress Integer INERHE - SEE 0 - 100 °
data.status Integer EEIRE -1 AEW > 0 B > 1 A EERTD -
resultMsg String BIRWEHREE -
success Boolean EWRBEM -

EiLE LEMBARE
B3R - GetUserAppUploadProcessinMsaRequest

SHAMR KR iR

appld String FRi/EEY App °
workspaceld String FR/EHY Workspace °
tenantid String FBHITAF -

id Long LEESID-

iEEl{H - GetUserAppUploadProcessinMsaResponse

{
"resultContent": {
"data":{
"id": 12345,
"enhanceTaskId": 12345,
"progress": 10,
"status": 0
s
"resultMsg":"",
"success":true
s
"requestId":"637D5BE0-0111-4C53-BCEE-473CFFAODBAD",
"resultCode" :"OK"

REO{EREA

> NH4RRA : 20240808 25
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REMERR

requestld

resultCode

resultContent

FRORF - BENFREXAT :

=

data.id

data.enhanceTaskld

data.status
resultMsg

success

BEIEES

Object

#A

String

String

Integer

String

Boolean

iR

FRIRIEREY ID -

EEERT » EKREMN code 2 or - HEHEMIE
W MUK APl Bk -

BRENERFNSR > AFSXATER -

iR

LEESH ID > MRMEZBTRFEELINEE -

LfEEMZE » RBRE—TMEES ID > FIAZXT ID B
sHANEESS °

EEIRE > -1 KW > 0 J&biBep > 1 J9 EERIS

EWRWEHERENE

EWEEMIN °

B3R - StartUserAppAsyncEnhancelnMsaRequest

=

appld

workspaceld

tenantld

=S

String

String

String

Long

iR

FRiERY App

FR/E# Workspace °

FRIEEYFRF -

INEES ID -

> Xi4hRA © 20240808
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5528 > F shell # enhance shell
taskType String M, shell RN > enhance shell ¥&f
Java2C f&EH °

REHRE Java2C MERIZOE » B RRINKEIZO
2%, FRBEGES () RBHF- W
classes String com.a.a,com.b.b » MRIFETXME > B4
taskType ®EN enhance shell » PHIER
ERFTRERSEIMERM -

totalSwitch boolean BRFXRERN true , TEHMFXRTER -
javaHook Integer B Java Hook BEF » 0 J Killself » 1 3 Warning °
memoryDump Integer %arprﬁ?go:y dump 871 > 0 J9 Killself » 1 9
emulatorEnvironment Integer BAIEINEREESD » 0 A Killself » 1 J9 Warning ©
nativeHook Integer B5 Native Hook 877 » 0 79 Killself » 1 9 Warning °
dalvikDebugger Integer A Java iEREES » 0 J9 Killself » 1 3 Warning °

B5 Native i&i€#1 Root BE/ » 0 J9 Killself » 1 9

nativeDebugger Integer Warning

iR[E{E - StartUserAppAsyncEnhancelnMsaResponse

> SCRikRAS 1 20240808 27



O o852, BHNAREMNE {EFISE-Android RIEAZ21E

"resultContent": {

"data":{
"afterMd5": "aaaaaaaa",
"afterSize": 1000,
"appCode": "ONEXxxxx",
"appPackage": "com.example.app",
"beforeMd5": "bbbbbb",
"id": 1,

"label": "ﬁf{fi" ,

"progress": 0,

"status": 2,
"taskType": "shell",
"versionCode": 1,
"versionName": "1.0.0",
"enhancedClasses": ["aaa", "bbb"]
s
"resultMsg":"",

"success":true
}s
"requestId":"FI9C681F2-6377-488D-865B-1144E0CE69D2",
"resultCode":"OK"

RE{EREA

REMERTR Sl P8R
requestld String FRIRIESKAY ID -
resultCode String EEERT » EREER code 2 OK - HEHHMIER

MIZEB APl EREE -

resultContent Object REMEAFNS > BEESXATE -

FEROPNRF » HENFREXWT :

BR E- S 5B

resultMsg String PR MEREE -
success Boolean EREER °
data.afterMd5 String fNEE APK/ABB #Y MD5

> XHERRAS : 20240808 28
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data.afterSize

data.id

data.label

data.progress

data.status

data.taskType

data.enhancedClasses

BMEES#E

Long

Long

String

Integer

Integer

String

String[]

HINEE APK/ABB BOA/ ©

INEESSHY 1D > [FEEAREIEEHR -

APK/ABB #) label % »

PNER/EE > SEE 0 - 100 -

MEESHPAS © 0 KFFE > 1 ERRES > 2 E

H o 3 EMID > 4 IEIRK -

PNEESSZEE -

Java2C #EiFAGE -

53K - GetUserAppEnhanceProcessinMsaRequest

B

appld

workspaceld

tenantld

S

String

String

String

Long

iR

ER/ERY App

FR/EAY workspace °

FRERYFRF -

NEES ID -

iEEl{E - GetUserAppEnhanceProcessinMsaResponse

> Xi5kRAS © 20240808
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"resultContent": {
"data":{

"afterMd5": "aaaaaaaa",

"afterSize": 1000,

"appCode": "ONEXxxxx",
"appPackage": "com.example.app",
"beforeMd5": "bbbbbb",

midn: 1,
"label": "ﬁf{fi" ,

"progress": 0,

"status": 2,
"taskType": "shell",
"versionCode": 1,
"versionName": "1.0.0",
"enhancedClasses": ["aaa",
s
"resultMsg":"",

"success":true

by

"requestId":"F9C681F2-6377-488D-865B-1144E0CE69D2",

"resultCode":"OK"

RE{E-EA

BEEEH S

requestld String
resultCode String
resultContent Object

FEROPNRF » HENFREXWT :

Bk i)
resultMsg String
success Boolean
data.afterMd5 String

iR

FRIRIEREY ID -

EEBERT > i5KRER code 2 OK - HHEAIER »
MIZER APl EREE -

BRENRFNSR > AFSXATER -

iR

EWRMEHREE

EWRBERI °

fNEfE APK/ABB FY MD5 °

> Xi4hRA © 20240808
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HINEE APK/ABB BOA/ ©

INEESSHY 1D > [FEEAREIEEAR -

APK/ABB #) label % »

PNER/YEE > SEE 0 - 100 -

MEESHPAS © 0 KR > 1 ERRES > 2 ME
H o 3 EMID > 4 IEIRK -

PNEESSZEE -

Java2C #EiFAGE -

iHX - GetUserAppDownloadUrlinMsaRequest

data.afterSize Long
data.id Long
data.label String
data.progress Integer
data.status Integer
data.taskType String
data.enhancedClasses String[]
EiNE ST R %
SHAM Ei
appld String
workspaceld String
tenantld String
taskld String

iR

EREHY App

F/EAY workspace °

FREAYFRF -

INEES ID -

iEElE - GetUserAppDownloadUrlinMsaResponse

{

"resultContent": {
"data": { "url":

"resultMsg":"'

"success":false

}l

"https://xxxx"},

"requestId":"8F76783A-8070-4182-895D-14E5D66F8BA3",

"resultCode" :"OK"

RE{EREA

> Xi5kRAS © 20240808
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REERR i 15tAR
requestld String FRIRIESKAY ID ©

f=d =y ) ‘E> 3 N = o ZEHHMIF AR »
resultCode String EEERT » i&EKERE/ code  OK - HHEMMIER

MZRER APl EKRF&E -

checkRsaKeyResult Object REIMEGRNS » AFEXRTE -

ERENERF  HENFREXWT :

Bk i AR

data.url String APK/ABB Tajfiz -

data.filename String APK/ABB X{f4 °

resultMsg String BIRWEHEREE -

success Boolean HRREKIN °
HiFNEB=E

53R - GetLogUrlinMsaRequest

SRR i iR

appld String FRiERY App °
workspaceld String FR/EH Workspace °
tenantld String ERER9FAF -

taskld String INEES ID -

iEE{E - GetLogUrlinMsaResponse

> XA4RRZA : 20240808 32
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"resultContent": {
"data": { "url": "https://xxxx"},
"resultMsg":"",
"success":false
s
"requestId":"8F76783A-8070-4182-895D-14E5D66F8BA3",
"resultCode":"OK"

EE{EiREA

REERTR P 15tAR
requestld String FRIRIESKAEY ID ©

EREERT » iEKERER code & OK - HHHAMIER

resultCode String MIZEER APl Bk e -
resultContent Object REMERFNS » BEFEXATE -

ERENERF > HENFREXWT :

R i) 1A

data String log Tk -
resultMsg String BIRWEHEREE -
success Boolean EWIEMIN -

5.5. Android 1B G0 HE

AX4E Android (ERMNESS » FHRAAREZTHE

® iR

SIRZIERT App FIMIEREETT - MERRNANR > BBaERERATEERAA R 7 IERSHIEITRE
5NUEB§IBT o WERFARSS =#4T kill » B App ZIRIER(ER - MERIARAIEEZ M E RERARIFER > =HA
EhEYAR -

NMERSHBEPHE
App Eﬂ|ﬂ@ﬂf:mﬂ%‘x ’ EE&DT;&%.IE‘I :
DEFENDER

> XA4RRZA : 20240808 33
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AREHANMERS B SITHNEE

0 xi i 8A com.mpaas.myapplication

n.mpaas.myapplication D/DEFENDER:
n.mpaas.myapplication D/DEFENDER:
/DEFENDER:

.mpaas.myapplication D/DEFEND

.mpaas.myapplication D/DEFENDER:

.mpaas.myapplication D/DEFENDER:
n.mpaas.myapplication D/DEFENDER:

1. mpaas.myapplication D/DEFENDER:
N EE yapplication D/DEFENDER:
.mpa yapplication D/DEFEND

.mpaas.myapplication D/DEFENDER:

behavior

behavior ZEALEBEFR :

o 0 KREH App > 1 KRHTENEE » 2 KR¥HE -
¢ message X#iFIGHENAAREREE -

jaffer

jaffer HIIFTRER F R > LEANHITTEHRE -

DEFENDER

check your xxxx (ZMEIRME T R MERANER) -
EFRNEBSHE

FATAL

REBHN > TENEEESRIIERE -

5.6. F o)

NE%X M BEDFE EnhanceError B§EiR

DEFENDER

> Xi5kRAS © 20240808
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FRES R -

TERAAEY  AndroidManifest.xml XHH > application IRERBIAALZE -
BRRAE -

£ AndroidManifest.xml XXf##) application #REH > FEAAOZ -
EIEAISERNE

FRES R :

EXEAITINER > BINAREMESHIETBREENEGREFESITAR - BHETAEFENR > NS
B FINE -

RRTTE
A MNERFESITRRAZEATINE -

> XA4RRZA : 20240808 35
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RRE2 BMNARZME {EF1ERE-I0S AL ME

6.i0S MAZRENME

AN | SHEERBINAZZMEX i0S App #1THNE -

{sE A A0
fEF mPaaS AR EMEFIEIEN FERAL > FREEHITRBRAXER  ENTESRIBLK
SNBSS -

BIBXSMERBRA C - C++ RE - i0S MEXM C » C++ NIFEFERTE » IINED X
#¥ Ojective-C » RZ#F Swift »

IEZHRMERERFENIRIC LREENRRES » BWANTERIPIZOMUBHITINE - FRERFP
#9 C~ C++ KM EE—T8IE8 Framework H1 > AF#ITINE -

BRI X86/M1 #l28 - BAIMBERAZIERTHPEI XFAH > EE Mac HELRER > BEL
HFHMER - MREBTA Intel LIFZZENRAFERY Mac J9 X86 Z244 -

BRI3#F Xcode 14.1/14.2/15.0.1 - BT i0S MEISN4HiFFHTLIE - FEIHFE Xcode #HITE
fic » FRIA{ER i0S MBI FEEERFEMRA Xcode -

EE

H 2024 % 4 B 29 BH#E » £{&% App Store Connect B App WAZE{EFH Xcode 15 # i0S
17 ~ iPadOS 17 ~ Apple tvOS 17 3 watchOS 10 #J3##9 App -

BMRR App TN ITEZEEIREHN New Build System - i0ERER
Xcode > File > Project Settings > Build System -

BRESR

1.

2.

REEMEXH - BIUTAHEEM vsaconfig.json X4 HHE suwove BEET o & Mac fl# T
IHSS{THMA  echo snome > BIEIBEI suove BT ERRSHNESSEENT > FERWT :

{
"appId": "EL-FH appId",
"workspaceId": "ZFH workspaceId",
"tenantId": "RIF tenantId",

"accessKeyId": "RIEBZRMKS accessKeyId",
"accessKeySecret": "FIRZEIKS accessKeySecret",
"license": "B@IZEEIA",
"domain":"xxx"
}
® kA
o domain BB B} ap-southeast-1 F cn-hongkong » 9 RIS RIEF AN FH EFEIF
I8 -

o HfttFEREFKINANIESE i0S MEREXHESIIMAN -

RRMETA -

> XA4RRZA : 20240808 36
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i. THMETIR > BRERF#AEFE tools> xcode °
® iR
= xcodeplugin-x86 _64-5.9.0.zip EMAF Xcode 15.0.1 + Mac X86 °

= xcodeplugin-arm64-5.9.0.zip &FF Xcode 15.0.1 + Mac M1 -
= xcodeplugin-x86_64-5.7.2 EMF Xcode 14.1/14.2 + Mac X86 » #R{ERFIEIN

13.2.1-
= xcodeplugin-arm64-5.7.2 EHTF Xcode 14.1/14.2 + Mac M1 > I#{ERZEIN

13.2.1-

bin 3 Il »xcode E

include » @ install.s!

lib > libPlugin.dylib

share * libPluginCore.dylib

tools 2 @ uninstall.sh

ii. $TFF insertdylib X4 > HEMIAEERHTE Open -

macOS cannot verify the developer of
“insertdylib”. Are you sure you want to open
it?

By opening this app, you will be cverriding system
security which can expose your computer and
personal information to malware that may harm your
Mac or compromise your privacy.

sc.alipay.net

? Open Cancel

iii. MITUTHRS -
sh ./tools/xcode/install.sh
® iR
Zn<samEKRS Bit /Applications/Xcode.app/ RIS » NEEREFTH

1T sh ./tools/xcode/uninstall.sh #p< °

3. {#F Xcode TH Framework/ipa I > #1T Build/Archive @R > EARZFNEE -

EE
IREBEBMPAERERRPX > ENTESBRFRES

4. QETHRRERUTHLIIEME > MRIMERIHME LR HZE -

nm ./BinaryPath | grep obfuscator

BERP R

> XH4RRZA 1 20240808
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https://help-static-aliyun-doc.aliyuncs.com/file-manage-files/zh-CN/20230724/zcsr/xcodeplugin-x86_64-5.7.2.zip
https://help-static-aliyun-doc.aliyuncs.com/file-manage-files/zh-CN/20230724/njix/xcodeplugin-arm64-5.7.2.zip

O o852, BHNAREMNE (EMEE-I0S MAZ2ME

gggﬁiinﬁ%d‘é\mﬁiﬁiéﬂ#mﬁ%%éIE".%"  MRZREBENEFINERE - 15 R TR BX&R mPaas #%
FAG -
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