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cloudmesh-operator.alipay.com
Sidecar ;¥
K8s/SidecarAgent K8s/SidecarAgent
MOSN MOSN
EqiEmEREY B BRESREE A

AMHBRIT :

AHEZR AR = e E

MeshServer ZHERE, WNEEHE, LB AR Mesh #£#I& . Mesh API

SidecarOperator TR, BHBEEE, LBAF Sidecar SEANKK

APIServer K8s tREHE M, BHEEE BAZFIEATTA
Z2ER
> RYARAS: 20230707 23



G288, REms BAREES R%H

EHIERET B =HlEmEREF A

MeshServer (CA )

I

HrEE meshserver.alipay.com HrRE
DRM Citadel Citadel DRM
ZeBETNR CSR CSR ZeRETA

NodeAgent NodeAgent

AR :

AHER BR ZEE

Mesh 1244, Mesh API, IFHEME (k. B
+H+ r

MeshServer SMEHRE, MBS . B

CitadelAgent Citadel Agent £ FEIERIE KK

Citadel Citadel TR, LBRHHE HSIEBIEREM

DRM ZHEHEE, WHBEIE. ACVPI R MEEELETR (RFBEE. FHARSAW

o) SHRBNSRENEXINEEEARTA)

HiEmE
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EhlES<ET

MeshServer Registry —

e

MOSN MOSN

EETSRE B SIEESEF A

e MOSN /= o] F#L4I
o HRRRE: BB/MWE supervisor Y5 MOSN #i2, HIERERLE, EBEHMIKE MOSNEE,
o JEMLMEN: MOSN BHE, EMPOBDREDRERT R, REBERARBRIRET A,
e MOSN Ao[ikERE
BT EI AT Mesh API X B4 5 MOSN $1/T F&8/E, ENTIIRE EREARTS.

2.2.3. it =diy

apE it
Wi =P BERMETRERENERMIN, UELRMLSHENG, 2EEMT:
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sofa-mesh.alipay.bj.com m
¥

]
| osp H MeshSarver H Registy |-— SYNC —-| Registry H MeshServer M asp | | ose MeshServer | Registry

ﬁI_J i I L“ﬂ Eal » |

. decarl Sidecardy N -
Citadel »_ e ee ACVIP ACVIP Rt —‘ Citadel | DRM Sldf:aorE)Pe
acvip.alipay.bj.com citadel.alipay.bj.com ac‘:ﬁ‘:lﬁay'

APIServer (KBs) APTzervar (KBs)

SidecarAgent (VM) SidecarAgent (VM)
MOSN

REEB | MOSH MOSN | ZEfeERy A | Nodedgent Modeheent | mymmseRt B | vosn_|

Citadel

citadel.alip

cloudmesh-operator.alipay.bj.com ay.sh.com

APlServer (KEs)
SidecarAgent (VM)

NodeAgent

e F& (Fe®)
ACVIP osP MeshServer DRM DRM | | Mesh |} osp | acwip
[ ! 3 f
it DB Lt DB (%8&)
152 # X
HE REAML A&
sofa-mesh.alipay.bj.com
intellinox HiEESE, W Mesh #2%l& . ACVIP, OSP 1%
poxy Has,
sofa-mesh.alipay.sh.com
acvip.alipay.bj.com
ACVIP HiEmEE ACVIP REURHIEmE it
acvip.alipay.sh.com
citadel.alipay.bj.com
Citadel ZeBMH, Bk Sidecar B CSREXK,
citadel.alipay.sh.com
cloudmesh-
operator.alipay.bjcom
SidecarOperator LEBRHEREEAFF R Sidecar #2145,

cloudmesh-
operator.alipay.sh.com
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meshserver.alipay.bj.com

MeshServer Iia CA gy, WebShell RERIE.
meshserver.alipay.shcom
DB A ¥l
DB A 5t B3
MeshServer ARG RS IRE
MySQL —EZ M\, BitEH
0sP HPEE
ERENE. LBAZHIE
DRM REDSEE
MySQL —EZ M ACVIP FEAUE 2 B 401 B 12
R & i B
EREREENRNE, FEVTRIENIE.
DNS 1]
Ba PERE REBAH
sofa-mesh.alipay.bj.com sofa-mesh.alipay.sh.com Intellipoxy
acvip.alipay.bj.com acvip.alipay.sh.com ACVIP
citadel.alipay.bj.com citadel.alipay.sh.com Citadel
cloudmesh-operator.alipay.bjcom operator.alipay.sh.com SidecarOperator
meshserver.alipay.bj.com meshserver.alipay.shcom MeshServer
DB 1]
DB MERE R A
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BABRB- T mEN

ERENE. LENENIE

EBENE. ERAEHINE

MeshServer

0ospP

DRM
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BARBKH- HEEER

7

3. ERERRAR
&

Service Mesh B =M FEE 5 A T = NHEE#H1T:

o 55 WiXEEME THRRIRFEBIR

MOSN 735 7£ 1000, 2000, 4000 QPS , X @1 KB#RX/EHNT, RT #RFEAE 0.3~0.6 ms Z[&, CPUTE

0.5¢~0.6c £fA, ARTFEE 170 MiB LA,

o HE: MiXEEME THRER,
MOSN £ 1c1g & T, RIBWINARRE, TPS IB{ETE 2000~2500 Z[8; 2c2g MIET, TPS IBEE

3000~3500 Z g,

o BN Wit R/INERBEE.
MOSN 7£ 0.1¢0.1g MA& TR EIEST, RIFEENRSBME.

EMLEie
RFE

o RTIRFE: BRIERIRFEE 06 ms A,

e CPUR#%E:

o 1000 TPS: CPUIR#E 0.6c £745, MOSN Sidecar #I4&#E 1c1g BIal X #%,
o 2000 TPS: CPU#R%E 1c LAk, MOSN Sidecar M¥EEKXTF 1clqg,
o 4000 TPS: CPU#R#E 2c LA, MOSN Sidecar #l#&&E AF 2c2g,

o NEHMIE: RE TPSIREEF AKX, mAIRFE 170 MiB LA,

17808 TPS
1000
Spring
2000
Cloud
4000
1000
2000
Dubbo
4000

HEREERH

10

20

25

10

20

25

FERFRFE (ms)

0.38

0.47

0.57

0.53

0.59

0.51

SEfR CPU R
(c)

59.49%

122.42%

240.46%

62%

126.45%

216.19%

REFHRFE (MiB)

162.24

164.72

166.94

156.2

158.8

160.36
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1000 10 0.38 52.92% 127.69
SOFA 2000 20 0.44 104% 103.4
4000 25 0.48 206.96% 130.6
1000 10 0.45 55.86% 130.99
HTTP1 2000 20 0.36 106% 133.7
4000 25 0.58 188.03% 135.69
B {8

e MOSN Sidecar #M#&8 1c1g, £ 10 HA%E. W@ 1KBIRIXENT, MOSNIEITIRE, EREINE
100%, CPU{EFXRIEIR 100%, TPS =5 &{E 2000 £4, RT IREHINE 1ms £4, EHANTERR:

TPS RT =B
MOSN
. mE onx
LU (limi ¥ no
mi B - .
no- Sideca . Sideca
t {8) Sidecar . ?ldeca i TPS RT RT/2
<or
PG 4 1g 10 2461 1589 4.03 6.26 872 223 1.115
Cloud
bubbo 1clg 10 2637 1679 3.77 5.92 -958 2.15 1.075
SOFA 1c1g 10 2472 1754 4.02 5.67 -718 1.65 0.825
HTTP1 1c1g 10 1976 1521 5.4 6.54 -455 1.14 0.57

e MOSN Sidecar #1&A 2c2g, E 20 HFA%LE. W@ 1 KBIRXENIT, MOSNIBITIRE, BRMINEK
100%, CPU{EFZIEIR 200%, TPS ;5 l&{E 3000 £4, RT IREFEHIBE 1ms U, FHANTERR:

TPS RT =E

MOSN

A&
{7138
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(limi HE
tf8) # no- Sidec no- .
Sidecar - Sidecar Sidecar TPS RT RT/2
SPriNg 559 20 4820 3326 415 5.98 1494 183 0915
Cloud
Dubbo  2c2g 20 5198 3560 3.82 5.59 1638 1.77  0.885
SOFA 229 20 4759 3575 4.18 5.56 1184 138 0.69
HTTPT 229 20 3938 3180 5.05 6.25 758 12 06
\— y—
R/NEITIAE
MOSN £=/NEFTHIIE S 0.1c0.1g, EUME THNAIEARIIBEREIEERR.,
B E
N
I E 3

DHFEEMERINERELMEZR, N: QPS (FEA) . ERMMARIK/N. ). CPU, FFRER
#H. REITFLE. AEYRRNE (FENMENE) . NETRE, ENIRYD, BiRfXEREHT
EW, FHITHEERL.

o EMHNSHIRENT:
o EAHH: jmeter (8cl6g)
o ENNBH:
m AFIE: 1000, 2000, 4000 TPS
m ZFEH: 10, 20, 25
m R 1KB (M)
o EME: 558
o WEHMMK: 4c8g, jvm: -Xms5734m -Xmx5734m
o MOSN##&: T1clg. 2c2g. 3c3g
o EMHMY: Spring Cloud, Dubbo. SOFA. SpringBoot (HTTP1)
o Rt :
Spring Cloud: ${reviewsv2 Service ip}:9080/send_1k

Dubbo: ${reviewsv3 Service ip}:9080/send_1k

SOFA: ${reviewsv4 Service ip}:9080/send_1k

HTTP1: ${reviews http1 Service ip}:9080/send_1k
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BARBKH- HEEER

o EM$EH: Mesh POC Demo (Reviews<->Ratigns §£#8) , i&id Service )\ﬁﬂ&nﬁ'lﬁ]o ,\':P HTTP1 $£8%
Reviews FL & 2

WEERE 1: 1,

o MEEBMNA: RE
o EMLERAI: MOSN CPUMIREFIREE

«—X—>

i M A3 Ratigns,

X: FnxprotocMYAEIE, AI&E/http1/springcloud/dubbo/sofa

http

NG (RE: BEERSBREAL, RRE)

, RatignspR&5i

&id Prometheus %it, ZERIRFER

WERETD

SEf, Eftin

B jmeter RERELHIT

Jmeter[EME |
B

EER
EIREEAS

s | Xprotocl xprotocl xorotocl »
—V2—> (Reviews) |€ > MOSN |« > MosN ey Efiﬁﬂigﬁ
x1 9
=R xprotocl xprotocl tocl .
—v3—>»| (Reviews) [« » MOSN [« MOSN <Xpr0 Y Hffﬂﬁm
x1 atigns)
PR xprotocl xprotocl xorotocl .
—v4—>| (Reviews) |«——f MOSN |¢ MOSN |03 Hf"i{gﬂﬂ
x1
EPWMEA | xprotocl xprotocl MosN € Pretos) mRss s
(Reviews) [« » MOSN [€ > (Ratigns)
L V5__y) %2
R 1KB, ERAINE 100% BIRGT, BERVUNERNT:
TPS RT £
MOSN
A% HE
B (1 # no
imit - :
no- Sideca
. Sidecar Sideca TPS RT RT/2
&) Sidecar ; r
1clg 10 2461 1589 4.03 6.26 -872 2.23 1.115
Spring
Cloud
2c2g 20 4820 3326 4.15 5.98 -1494 1.83 0.915
1clg 10 2637 1679 3.77 5.92 -958 2.15 1.075
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Dubbo
2c2g 20 5198 3560 3.82 5.59 -1638 1.77 0.885
1clg 10 2472 1754 4.02 5.67 -718 1.65 0.825
SOFA
2c2g 20 4759 3575 4.18 5.56 -1184 1.38 0.69
1clg 10 1976 1521 5.4 6.54 -455 1.14 0.57
HTTP1
2c2g 20 3938 3180 5.05 6.25 -758 1.2 0.6
= >
IR EE W
IRX 1KB, BFKMEINE 100% BIEHET, REMNINERNOT:
MOSN 4% %EB  ERRE SRR CPU 5
MY TPS . WEFRE (MiB)
(limit &) # (ms) (c)
1000 10 0.38 59.49% 162.24
2[’01” dg 3c3g 2000 20 0.47 122.42% 164.72
4000 25 0.57 240.46% 166.94
1000 10 0.53 62% 156.2
Dubbo 3c3g 2000 20 0.59 126.45% 158.8
4000 25 0.51 216.19% 160.36
1000 10 0.38 52.92% 127.69
SOFA 3c3g 2000 20 0.44 104% 103.4
4000 25 0.48 206.96% 130.6
1000 10 0.45 55.86% 130.99
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HTTP1 3c3g
2000 20 0.36 106% 133.7
4000 25 0.58 188.03% 135.69
a5
jemter ATICRLERUNT :
o R3EA MOSN ELR#E
Statistics
611817 T21.22 T76.72
dubbo- 11985 4] 0.00% 4.27 3 224 4.00 5.00 6.00 8.00 90.80 11.78 12.68
100(preheat)
dubba-1000 597550 885.03 117.40 126.44
dubbe-4000 2445322 4,07 4075.50 517.40
http1- 12000 4] 0.00% 532 4 98 5.00 6.00 6.00 8.00 100.00 11.78 1279
100(preheat)
http1-1000 596467 4] 0.00% 515 3 246 5.00 5.00 6.00 8.00 a84.11 117.18 12718
http1-2000 1189464 /] 0.00% 534 3 205 5.00 7.00 8.00 8.00 1982.44 233.69 253.681
hittp1-4000 2425011 1] 0.00% 515 3 290 5.00 5.00 6,00 8.00 4043.16 ATEE1 517.24
sofa-100(preheat) 11980 4] 0.00% 4.64 3 289 4.00 5.00 6.00 8.00 90.84 "7 1267
sofa-1000 595796 0 0.00% 411 3 244 4.00 4.00 5.00 7.00 992.99 117.06 126.06
sofa-2000 1185378 1] 0.00% 433 3 205 4,00 5,00 5.00 12.00 1975.62 23280 250.81
sofa-4000 2402347 4] 0.00% 4.41 3 286 4.00 4.00 5.00 16.00 4003.90 471.98 508.31
springeloud- 11950 /] 0.00% 5.02 3 a1z 4.00 6.00 8.00 9.00 99.73 11.76 12.56
100(preheat)
springcloud-1000 536975 o 0.00% 4,08 ] 190 4.00 4.00 5.00 7.00 99496 117.29 125.34
springeloud-2000 1187935 1] 0.00% 423 3 206 4,00 5,00 5.00 8.00 1979.88 23330 240.42
springcloud-4000 2421827 4] 0.00% 4.30 3 287 4.00 5.00 5.00 12.00 4036.52 475.83 508.51
N MOSN, ##&A 3c3g
Statistics

0.00% 271545 321.4 34473
dubbo- 12004 0 000% 481 4 a7 5.00 5.00 5.00 8.00 100.04 178 12.70
100[prehest)

Gubbo-1000 208704 0 000% 491 4 218 5.00 500 600 8.00 995,69 1737 12641
dubtio-2000 585169 o 0.00% 5.24 4 156 5,00 6,00 7.00 .00 1983.87 233.86 251.86
Gubbo-4000 1195303 0 000% 508 4 137 5.00 600 00 1200 308458 469.71 505.65
hitp1- 11994 0 000%  7.08 5 297 7.00 800 .00 100 9985 1198 1279
100[preheat)

http1-1000 207573 0 000% 605 4 159 6.00 6.00 7.00 1000 991.89 118.86 126.89
hitp1-2000 585064 o 0.00% 6.06 4 139 6.00 7.00 7.00 10.00 1983.55 237.70 253.75
http1-4000 1153195 0 000% 631 4 a7 600 7.00 00 1400 364384 46064 49175
sofa-100(preheat) 12005 0 000% 474 4 £y 5.00 5.00 5.00 8.00 100.03 179 12.70
sofa-1000 287837 o 0.00% 4.88 4 192 5.00 5.00 5.00 B.00 883.11 1ror 126.08
s0fa-2000 582102 0 000% 521 4 135 5.00 6.00 600 2.00 197367 23266 250.56
safa-4000 1170380 0 000% 538 4 21 500 6.00 &00 2100 390123 459,88 495.27
sprngcloud- 11985 0 000% 504 4 59 5.00 500 6.00 8.00 100.03 179 12,60
100[preheat)

spengcloud-1000 208928 0 000% 484 4 7 5.00 5.00 500 8.00 206.42 17.48 12553
sprngcloud-2000 584044 0 000% 517 4 215 5.00 6.00 6.00 11.00 1980.71 233.49 249.52
springcloud-4000 1172484 o 0.00% 545 4 161 5,00 6,00 8.00 17.00 3008.21 460.71 482.34

EA MOSN /5, MOSN ##2HEN CPURMRERBRIT:
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BARBKH- HEEER

8 MOSNYTIZAE-Dev -

13:00 1310

CPUSH#

— CPUSK#E ts-cloudmeshpoc-ratingsv2-0 Avg: 42%
= CPU3¥#%-ts-cloudmeshpoc-ratingsv4-0 Avg: 36%

MOSNUEIZE AR -Dev ~

12:55 1 1310 1315

CPUM#

=" = e
12:50 12:55 1300 13:05 1310 1315

— CPUJK#-ts-cloudmeshpoc-ratingsv2-0 Avg: 42%

o Dubbo 1Y

8 MOSNUS#ZARE-Dev -

250%

0% — E——

12:50 12:55 13:00 1305 1310 1315

— CPU#E-ts-cloudmeshpoc-ratingsva-0 Avg: 40%

o SOFA MY
8 MOSNYTIEAR-Dev -

CPUKHE

ol L
12:50 12:55 1300

#-ts-cloudmeshpoc-ratingsv4-0 Avg: 36%

1320

1

{#-ts-cloudmeshpoc-ratingsv3-0 Avg: 40¢

13:00 1310

WEHRE
170 Mil

160 Mil

|
150 mil 7|

140 Mil

130 Mil

120 Mil 7\_‘ [

110 Mil J

100 Mil
12:50 12:55 il 13:05 1310 1315 13:25 13:30 1335

— MOSNF2PIZ B ts-cloudmeshpoc-ratingsv2-0 Avg: 159.6 Mil = MOSNi#ti2P377 & Fi-ts-cloudmeshpoc-ratingsva-0 Avg: 148.1 Mil
= MOSN##237F &5 fi-ts-cloudmeshpoc-ratingsv4-0 Avg: 120.8 Mil

1315
170 Mil
165 Mil
160 Mil
155 Mil

150 Mil
12:50 12:55 1200 1305 13:10

— MOSN3# #2737 &5F-ts-cloudmeshpoc-ratingsv2-0. Avg: 159.64 Mil

165 Mil
160 Mil
155 Mil
150 Mil
145 Mil
140 Mil
135 Mil
130 Mil

12:50 12:55 13:00 13:05 1310 1315
— MOSN3#72 37 5 F3-ts-cloudmeshpoc-ratingsva-0 Avg: 148.10 Mil

135 Mil
130 Mil

125 Mil —

| | B

120Mmil |

115 Mil

110 Mil

105 Mil
12:50 4 13:05 13:10

— MOSN3# 72747 5 ts-cloudmeshpoc-ratingsv4-0 Avg: 120.81 Mil
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o HTTP1 #MY

88 MOSNUEIEAR-Dev -

B/NE IR TE RN
£ MOSN &/MZEfTHIME (0.1c0.1g) T, MATFEARINBERESEAH, MXERMNT:
e Spring Cloud

@ ]
¥ curl 172.16.95.30:9080/send_1k -v
- About to connect() to 172.16.95.30 port 9080 (#0)
< Trying 172.16.95.30...
< Connected to 172.16.95.30 (172.16.95.30) port 9080 (#0)
GET /send_1k HTTP/1.1
User-Agent: curl/7.29.0
Host: 172.16.95.30:9080

Accept: */*

HTTP/1.1 200
Content-Length: @
Date: Fri, 10 Feb 2023 06:29:07 GMT

. Connection #0® to host 172.16.95.30 left intact

e Dubbo
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[
#
*
*
*
>
>
>
>
>
<
<
<
<
*

@ ]
curl 172.16.57.109:9080/send_1k -v
About to connect() to 172.16.57.109 port 9080 (#0)
Eyang 172716 57 139 500
Connected to 172.16.57.109 (172.16.57.109) port 9080 (#@)
GET /send_1k HTTP/1.1
User-Agent: curl/7.29.0
Host: 172.16.57.109:9080
Accept: x/x

HTTP/1.1 200
Content-Length: @
Date: Fri, 10 Feb 2023 ©06:29:13 GMT

Connection #0 to host 172.16.57.109 left intact

e SOFA

@ |
curl 172.16.107.23:9080/send_1k -v

< About to connect() to 172.16.107.23 port 9080 (#0)

iy a2 Sl S S 2 e
Connected to 172.16.107.23 (172.16.107.23) port 9080 (#0)
GET /send_1k HTTP/1.1

> User-Agent: curl/7.29.0

Host: 172.16.107.23:9080

> Accept: x/x

HTTP/1.1 200
Content-Length: ©
Date: Fri, 10 Feb 2023 06:29:26 GMT

Connection #0 to host 172.16.107.23 left intact

e HTTPI
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@ ]
 curl 172.16.241.138:9080/send_1k -v
< About to connect() to 172.16.241.138 port 9080 (#0)
Trying 172.16.241.138...
« Connected to 172.16.241.138 (172.16.241.138) port 9080 (#0)
GET /send_1k HTTP/1.1
User-Agent: curl/7.29.0
Host: 172.16.241.138:9080

Accept: *x/*

HTTP/1.1 200 OK
Date: Fri, 10 Feb 2023 06:33:06 GMT
Content-Length: @

- Connection #0@ to host 172.16.241.138 left intact
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N
4-IjJ BE /.. \--;1

325 = hit
4.1. REME

Service Mesh F B —NEEMNFEM BT REHF: FEBWESNAL Inbound #1 Outbound fREE
SRERRETS 21T Sidecar LbIE,

Service Mesh R EHMIFHEWNT :

5.
6.

Provider

Consumer (Service 1)

@ Notify [127.0.0.1:20882 @ Fublish

e Subscribe |1 1.4:20880
Service 1 P [1.h1.4:

Sidecar

N
1

Subscribe | | O notit & . @ Publish 4.4
B Notify [1.2.8.4:20881 [1.1.1.4:20881
L
I I

1
1
1
1
1
1
Service 1 Service1 |
1
1
1
1
1
1

Registry —  [EEEEEEEE

. RE xR B CH Sidecar KRS FMIBER, £40 Sidecar BEFTMAIRS AR IP FixA,

R, REIFHETE 14 XEHELE, KiF20880i%0, FETMIRS AR IPFHEOR:
1.%% ** 4:20880,

. BR55UmEY Sidecar [@ SOFA fRSSEM P OLERSZEMER, SMB2EMIRS LUK P KA.

XEFMEENHAZWSNEANGEO (20880) , ME Sidecar S S IFEI—NikO (Fn:
20881) .

. AR EECH Sidecar KERFITHER, SMFEITHNRSER.

VAR I% B Sidecar [a)iE AR i HE X AR 53 ik

XEHES P 2K, HORBARS Sidecar BIFMHA (Hg0: 20882) .

A AifHY Sidecar [ SOFA RS FM P ORERSITHRIBER, SHEEITANRSER.
SOFA BR& M & O a A ik AY Sidecar #XBRSHuHE (1.%*.**.4:20881) .

S ERNBRSLALEE, FHIRZAMTRE :
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Provider

Consumer (Service 1)

Call Service 1 Call Service 1
(127.0.0.1:20882) (127.0.0.1:20880)

S ETal e s o Sidecar
Call Service 1

(1.2 8.4:20881)

1. BRI RS HAERS AR,
R, KREMRSIEHIEE 127.0.0.1:20882, RIS EHIX Mt KRS EH.

2. AR Sidecar MW REXRE, BEBFIRSXCGKREBFANRESER, RAEKRBZEIMNRSEEM DR
EIf9HhE (1.%***.4:20881) f5, AEESIER,

3. RSIHE Sidecar BIRFIERG, EI—RIQLE, RESICERKELRSH (127.0.0.1:20880) ,

@ 08

FRIRTF Service Mesh R EMIF AR, M XM iptables AREMVBERSH, HaETBTE, BHER
MM MRE, HHRDEEUHES,

4.2. ¥ R

IBIEE A E XS Serice Mesh " REENPB RBHMNRZLS. LS. BESHFTREE, THEXEKRNA
FESEBEZIERR, TTUE—ARAZIIEN 40 NNAEBRFRIER, MITHERER,

o REA

BHBEAMNEGBEIEEREN, ENMIASERETBITHN . ENg8r-y, Eb88ATE
HE%IZFE, SSIXF Go plugin 48 3 (&) AT

o AR

o MR RENTERM T EBEHANG, XFHITREXNREFE. T8, WiANRME, &R
M.

o XFE Linux . MAC. UNIX 2R KHETH A, BFTLU%ERE GoLand #] VSCode {EAF R, =
RE T BFEARBENBIRIAR, BoJMER Vim#iTH A,

o APELELRBMB LMY, ik, £88. TNUESEE.
o ITHER

Serice Mesh Z£HIERME /A B HEANLIER . BHRAEE., HHOREFRES . BFTURE
BRIEEEETREANEFE,
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ATH—BRBAFPZEINA, BREAAFBRYT TENEEARRMBMFR:
o IMEEARRSAENSPHITEW, BI—TAMEEES, WSEIITUREIRII LML,

o MIFRNFmEF AN mosn-intellj, ETLIBMUEMRBHER, BROEALAPREESIRENEE, SITE
THRESHBHESXEKESR, TPURY Goland IPEHF KSR IELESH B EBEMFARIIEEN

il s |
e

i owurE

i

FRE

Coom e

4.3. {EHENB

Service Mesh &8 Go plugin #lHI TIMEBIEEY BEES . Go plugin HlHI 2AIERK Go BRFALZRE
(s0) MR BIMER, ERFUUESTHNHSMEXLERFZANSEZESFMgo plugin, MPIZEL
St (exported) ZEFRHFWFSHEERFNEPER,

RIFERTE R, BETRURD AR R4 o] N A4 R R
e A TR I 4
RAEH AR U MR R ELHLENERNEEN, MTERRT M MOSN ZUER E) & R SCENMEE

HiE:
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@ PRSI @ LI ® EEEE
EE R R ER .

CEE ERAL >
e -

FHAIRRANE SERRIARTAME

=hkEsihE

1. MOSN IEIERIRX, S HHXBEITIRBEERHMESR (head. body. tailer) .
2. HIBRFAEI BRI/ ETHIRLIE,

EMETEEREE: MR ZENEEE . header HIEHMI. REBRERELE,
3. HERESIEHBRE - RLEBEHTHEBAMHE,

XN EERIEE MRS T Endpoints IFMSBH, HikFEM M —4A Endpoints, HEh#Tdk . RKE.
MIERRENENESETSBILN,

4, EYEHEBEZE, BERFTEBREIEHRBLE,
ENMEARMREFELS R 3 PRNBRAGRHTRERE, ELNEARERY. RERLS.

5. HEREELIEHBEREANRHINE, DFEREFE—EHMUM—A Endpoints PHEEP—
Endpoints £,
EREEE: B NE. Bl .

6. EEERAFEHYEZE, HEREMETEN RPCIERER, BET—REHBLE, (EANHINESHN
Endpoint #{TIZEBRE.

FULIINEER: WERS. TRETES,
7. REZW 2. 3. 4, 5. 6 FRLEF, #HITMNRBHREIAE-aRSE, ARFFEA,

8. MOSN W00 A7 /5 BNEZ 3 il A, EBaEasmiT iR RELE.
BEAXMNSRSSMMNER. RSEE, KEFAXFIW,

9. BUEBRLENRE, BIMNEBELLENAR,

LS BRPRE MRS, EESLE,. BRAKESHER LRRFMRAGBGEN, BERUNTERS:

B WEENR ERG=

o HF TCP EFAAEMMYE % 440 Dubbo,
o ET HTTP MY EHIMLIFEE: a0 Spring Cloud,

) XY AE AR D A A0 72

e ISR S A BR A e SLI Dubbo # Spring Cloud Z[@&%,
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o RBAIE: R, JAkT. BERE. MEEIAE,

Ea® HTRRAENTNEE
o REBE: BEK. HEHLRE,
& M W 4B BT FE S
B IR g;ﬂﬁ”ﬁ”%qjﬁ’ﬁ BT REKE. RERH. EKHE,
o] Y 48 14

WL BE 1 B M 2352, BHElfEHXis Trace. BE. metrics =AY B A, TTMRIETHRE
EXMEHITERFL, REERE,

Trace ¥ B

FENMNARITEY, EZREE Trace #EHF AR BER span (span PREEBFERLTX D, ERE—SLSREMEN
WMEER) , EBERKBEENRI—Z), EERSIBH Trace FHHERYAIL span £ EH, Trace HHS
BHLEBITEIE LR, ERH Trace #&H-A skywalking, zipkin &,

@ Trace

FreagNE SRR

- > [ =R >

< BEEE | < WRAE |

metrics ¥ B

metrics RAHEHIRETHICRSESR, 7 MOSN RESXN#EETRESHTSHRIT, AP oMERBEEXNSR
RN I HIREEXNEH ERETER ., BRIXEHELLIMTIRE Promethues BIXT#%,
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G288, REms BAEES MERE

metrics

s

@ TEENE ® ¥ R8ES) © e

e | AR =2

[ EEEd >
<|1F!E5Lrﬂ|

BEEERTRAINASTEIRPAFENCR, BREHFENKE. XBDENREBRERZERIT
iaio
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® BEcx

©F =572

pEyiSES SChYANE

- > [ mksas >

< MR A7 | < MERTNE |

4.4. BN ZHE

ERRELEMT, Sidecar £B1F K8s B Webhook/Operator #l&I ST A EMSTIEN . FHRZITHIZE,
RMABRARREIZITE K8s £, FrARNES Agent BE R EIR Sidecar 12, MO LAE Service
Mesh e NE LM THMNATKBRESHRIE, HZFMEMMNZRATRSNE—E1E,

RS RETTRNT
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ConfigMap

Template

Pod

1. B3R MeshServer RIS FHBER, RAEMNNTER (ESEUNG P, BPEFED. YA
=) .

2. EEHIAERE Sidecar B4R, BISEAMT,
BIEMNGE, £Bm%EM ConfigMap iR,
3. MeshServer Z 3% ECS E#IYLERE SidecarAgent H&,

4. SidecarAgent ERT#IELS SidecarOperator (3% Tenant. Workspace. Instance. #§EHIMRE
%) , SidecarOperator & T BFHEA— D ERIEE ConfigMap,

5. MeshServer [6] SidecarOperator &2 ECS I 22 H /B Sidecar B9iEK .,

6. SidecarOperator R4 MeshServer 5K P IIEIR B TR, ETEFDIRE Sidecar FEER, RAEBERER
Ki%X%5 SidecarAgent #1T Sidecar &,

7. SidecarAgent IRIFERE R B XHRFZERTEH MOSN WEEREE.,
XRSEEAWSHIREN FTP RS,
8. SidecarAgent {RIE#ENR(E 2 i8% Sidecar BFIELE, AF B Sidecar,

4.5. Mesh I EERTE

MOSN {fEA#IREE, BADHN 4E:

o Network/I0 EEREMEZES.

e Protocol EZE 5 [N,

e stream £ E ik request. response LB & TN,
o proxy TERARKHENRE,
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k55 M4

BABRB-MGERE

JRIAH MOSN f& 7, B2 MOSN 22 &1,

ATETEMR, A3 MOSN BfiEE®AN 12 MR, MTEMAR:

proxy

newStreamDetect

choose
Host

weaJisumop

€ new streamT

stream

handleRequest

xstream

stream
connection

Xstream
receiver

@ encode frame

@ request

protocol i s
Q éwrite response

loop

stream connection
dispatch

Decode

) read bytes

listener

active
listener

connection

R AN TCP HTIZMELLIE , MOSN &S E N RENEIERF TR,
MOSN =i&1d streamconn LR PERFEDG, EEIBFTIZBENBERR., —ERFEBERKRX, 26l

BANE KR frame EBEH xstream,

R

request

response

upstream Request

conn pool

init
upstream

from New Stream

stream

ConnectionPool

NewStream

(Dencode frame

€ response
protocol :
() read bytes () write request
loop read loop

OnData stream connection

. MOSN E/ZmiiiE, SREEARH# egress ix OEWE P ik App B9 RPCIERK, MOSN £F/3 2 Mg, 75l

HAMOSNHI MY ELL TR,

XEH xtream ARFEFNZ % App B9 TCP XBt, FLEBAFRB TN response,

. MOSN ZEZRIBERE LIRS ERNE—BNSE,
WS BRIMENWT:
o 4T filter iFK /IR HE,
o ITEEHMES,
o HMITRAHIE,

2FIX proxy Bt downstream,

EIERRSEHNE—G/F, MOSN SEEABAED IP XM host B9E#E .

B MOSN HAEZRTHEANAE. —HEBEFRKEZ K App HRSH, 5—HEREERETRE

REFNEFE,
upstreamrequest XJ &ite | BIER
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https://github.com/mosn/mosn/blob/0.1.0/docs/design/README.md
https://github.com/mosn/mosn/blob/d1e857f3dc0d4c6dfc8d17189d2300b7e0cfac78/pkg/stream/xprotocol/conn.go#L162
https://github.com/mosn/mosn/blob/d1e857f3dc0d4c6dfc8d17189d2300b7e0cfac78/pkg/stream/xprotocol/conn.go#L304
https://github.com/mosn/mosn/blob/18e28b5fb9aa7a634736eb20ac321dc86e915067/pkg/proxy/downstream.go#L866

G mamE BAR BB T HERIE

o REEXNEFIK App B TCP 31H.
o FEHENELRRSIFE TCPIIA, BAZFiE App BRI INMN RS i response BHEYEH] .

5. 7£ upstream B appendHeaders + appendData B, S£HE 4 SBIEEH host Bl7 sender
xstream,

xstream BEFPHIORNR, EEF 21EH:
o Y Clent A8, MIRKEFPHIBERER, BEERLNBERCEXI M streamBEXR,
o HHEIF¥ AR, TEZRBERDER, ARBRER O EASHEREHEEZNTA.

@ 308

HEIMEREEBEZDINRE: ZEFim App BS D TCPiEE, MOSN #AFIRSIHRE 1L TCP
EE, MREEFE 2 TCPIEERMAE ID=1 89 request, MOSN £5@iFE—5% TCP KA RSE
in, EIIDRZEISRE, MOSN &InEXS ID=1 8 response & T NNE Fis App B TCPiEH,

XERBRINER MOSN RRBIRSIHE 1 R TCP EE, SEMEMXERN DEER, MASE
BIERMMAXEKXRT

6. E7 MOSN £% &k ZRIMEX T1EK ID, HILSEH encode EXR,
—RMUFEAS encode TEIRN, RLELMBELBNBINLNFES .

7. —BEPi xstream S L (endOfStream) , FMS@BITE 4 SBDIER T host HEAIX.
IEEHE RS SWAE,

8. MOSN ¥ &k %Mk Us host BY, S TCP&EE, E, B4 TCPERBRE 2 MERELERES,
MOSN Z i xstream =833 10, BRI ZETR, HERT EE protocol £f#H,

9. —BEEEMRIIAY response KR, SIEH upstream request &R,

0. upstreamrequest #H2 P i%iERKE downstream, [£EE downstream FHZEHHE,

1. YRR 2 th MOSN {ERNBRSS 75 xstream K I4EE, SIGUNEIB90RAY response, EHTE# @ IEFHHY regest
id, FeeEXEAMNEER encode MFTIR,

2. xstream PEFFBEF iR App BRETE TCP &R, HEERBMNESE G, HEHER MOSN hArEiERE
KHOEIR.

N7z ~BL DY

4.6. EBTRE

EB TR UEEENARPREAZTEN—RAT T, EMBIESR, EHIMEI—RATATEEEREN
Brownfield N, EM1ELOJERZEATRENMENI S, MEREMSB AT RIRLk, GLOfERIE
EZO0NNE, HERSMSERKEE. LAY TF Service Mesh XA E— N KEIZEMBIE, EBTFBE—
®EIR, BNREELFIREMIER,

ServiceMesh EBFFEREUT:
1. YIRIRE.
PU—DRE A6, MIRE— T RERESE, §— 1 RSABSE.
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A& FREZMIE BABRH-RERE

Call Service 1 Provider
(Service 1)

Consumer

|
|
|
|
|
Subscribe Publish :
Service 1 Service 1 :
|

|

|

|

|

|

--- Registry ezt

2. EREBBAS.

ERIMNNARD, ¥TFEIBRRARRETIERSHIETMER, XERQABALHFELTEE
Service Mesh £, BBAREXEIFAAFE Sidecar B3ENBT], REAFREARMBABAEERIRT.
PUERATURAKRKEN AR —&—&FE Sidecar, IR HMEEZRIRAT,

Consumer

Subscribe

Service 1 Call Servicel

Call Servicel Provider

Sidecar

(Service 1)

Subscribe Publish
Service 1 Service 1

R e Registry  SEEEEEEEEE

3. BRIERRSS.
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RIZIRS H FEKITEE Service Mesh £, BBAREERS HFE Sidecar BIEAENTT, BRAARERE
HRESHEEIET . MURSHUUEAREN AR —&8—& T3 Sidecar, RF RIFAEEZEERAD
oJ,

Provider
(Service 1)

Publish
Service 1

Call Servicel

Call Servicel

Consumer

Subscribe Publish
Service 1 Service 1

e Registry CEEEEEEEEE

Provider

Consumer (Service 1)

Publish
Service 1

Subscribe

= Call Servicel Call Service1
Service 1

Call Service1

Sidecar

Sidecar

Subscribe Publish
Service 1 Service 1

----------- Registry —mmm e

4.7. BMARGEN
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HTFRRARGRZNEZENSHEY, TUERVERTEBHEREEEE, ASHIUNHMEAZTE LS FORE
BEN—EE/RAN, SMEAHE, TERBGE—., E=FRENK, Serivce Mesh BITMRFEE, £
Sidecar LI, ZEMIER) o] AEI B S — IR T RIS,

TE@EE AR B 0@ Sidecar (MOSN) R RMBER . BES Spring Cloud #1 Dubbo AN A9
%14 dubbo-consumer # springcloud-provider, REF SRR T :

X Mesh =

TERRT dubbo-consumer ifg) springcloud-provider R A Mesh {EHin S, /B Sidecar /5, MH
AERERARD, MR LB E PR Sidecar T, BAGERENT:

A )'('D
& Gk
l‘..‘,@‘l "3?0%,/.
dubbo- c}o\)b "?'/039% springt?loud—
consumer > S Y% provider
_@;19 'O’bp, I
1. R 2 %, 3. KRR
127.0.0.1:30088 127.0.0.1:8080
! I
1. THRSE |
MOSN VRIS :
= : I - MOSN
ﬂ}i)‘{. A
I}
consumer 172.16.0.1 2. ERIER172.16.0.2:10080 provider 172.16.0.2

YL UL

1. 2%|8BE RN springcloud-provider WA EES A,

2. MOSN Bafi/E B s Bz H &B &, provider MOSN [a3Eff o & 7 A
T Kr B

1. B8 ENA dubbo-consumer BITFIECEE S .

2. MOSN B#/E B BRI AEE, consumer MOSN [aEM /0 & %HiT I .

N AEE
1. dubbo-consumer £ & &KX 3k & @S E P EHNF AR ITIBEKREE MOSN w0 127.0.0.1:30088,

2. dubbo-consumer MOSN S Dubbo i #k# Spring Cloud #/MY (BN o] AW S e, &I i
WHEREGELIIVSEEXAR) , AR/ KX Spring Cloud #XiEk 2 provider MOSN,

3. MOSN EIEKRfE, ZEREAIBEEN B & Z springcloud-provider FZF .,
B Mesh a5

BR 55 ¥

TEBRR7T dubbo-consumer if5d springcloud-provider [ A E Mesh EBin=., E/EH Sidecarf5, M
BAZEE K, tMNERTLUEE RS IS Sidecar L3, BAIERENT:
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O 5282, Wi
springcloud-
l-@‘@ prmiider
- 2. EiEA
Cg::ubrzer 127.0.0.1:8080
|
1. T REE
M FEIRE S
PimE . MOSN
EEES;
consumer 172.16.0.1 1. ERIEEE172.16.0.2:10080 provider 172.16.0.2
K

1. #£4%|8B BN springcloud-provider KGR EE R,
2. MOSN BE/E B BURHIAEE, provider MOSN [alE i i & f AR

iT 5
M A dubbo-consumer B #Z M P OHETITH, RERSER.
B{E

1. dubbo-consumer #8153k 3% & E| provider 1) MOSN %[ 172.16.0.2:10088,
2. dubbo-consumer MOSN LI Dubbo 13X %542 Spring Cloud MY ( BRI T LAV S5, @i
WERBEGLIVSEEXARX) , A/ KX Spring Cloud #MEKE provider,

B P i

TERERT dubbo-consumer 38 springcloud-provider N & Mesh {EBin5s, /2 sidecar /5, MM
AEEETLE, MEERTTLUET RS IR sidecar X, BATERRBENT:

¢ i
dubbo- e°°b ezoé;g%d
consumer RO) “ray,
N Tey.
@g‘? e
1. ERER 5 :
127.0.0.1:30088 ks springcloud-
1 provider
1. i JREEE
MOSN iRl
" ' I
TSt
2. {EFREAE172.16.0.2:10080 provider 172.16.0.2

consumer 172.16.0.1
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Tl

springcloud-provider B % M gt & R EM .

iT i

1. %A ENE dubbo-consumer BT HREEE,

2. MOSN B/ Bsh R BURHI S B E , consumer MOSN [@lER O & AIT i,

1. dubbo-consumer &1 & X & @IS EBEFHIFHRILFEKEES MOSN i1 127.0.0.1:30088,

2. dubbo-consumer MOSN LI Dubbo #MX##2 Spring Cloud 7% ( RN T LAV SihE, @i
WERBEGLIWVSEEXARX) , A/ KX Spring Cloud #3E3K 2 provider,

4.8. ZAMPLEMES TR

ERFRENK, REEHREAHAR. Hb, ZEAMPLORSRERMIRAZTENEM]IZERSZ—,
BTFEERSIEMMAD, NMFEEMRSZENERBRNRENE,

BEl, B—EHRATHFEETMPOSIH, Fl:

SOFARegistry: [IREEEBFRERSEMIL, B—HEFRRERBNRSIMNLANIE,

Consul: HashiCorp ABA LML ARZFENMARRATRSN LU SRER Y,

ZooKeeper: Apache KN HREHRERESR.

Eureka: Netflix FRRE—NEM L, FEEE Java FEANTRS.

UEXmMZREIMPORFEERBE ZONBER, BTHEERERE, XSHATUERNESSH
EMRL, ERPOZENETERNERAR SN E IR — KM,

Service Mesh fEAMERIE, RNOJLAEE RPCIEXK, BoLABIAEMPONTE, RIRIFI—RATR
B ZooKeeper f] SOFARegistry BiSEM P, HFFHEERE, HEH ZooKeeper MRS, ERERNE
AHMBRSBIE, Service Mesh ] LA E 52 M ZooKeeper £ SOFARegistry 8IS

ENIROULATTASAIIR, . BE=ZMER:
R
HATNAEAN ZooKeeper e MRS Z BEEMRAI, MTEFR:
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test@springcloud
172.16.1.10:1234

ZooKeeper
X
& Q
RPC .
consumer prowder
172.16.1.11 172.16.1.10
Bk ———— AR AL

i3]
consumer [8 ZooKeeper 89 2181 iz A &K RIRSEMBE R, TMERE SRS ZIR (test@springcloud)
ik (172.16.1.10:1234)

1T

provider [8) ZooKeeper 89 2181 i ARKEIRZITREXR, iITREREZRSZZM (test@springcloud)
itk (172.16.1.10:1234)

5 K BE %
consumer [@ 172.16.1.10:1234 il &4 provider X#2i&K.

30

EmM S, provider £E1LERHIFIEAN MOSN, comusmer ZE A comsumer A 1 comsumer B P ZH AR
%, Hd1, comsumer A {KIB@ETEREHNIFHXIEAN MOSN, BRELBKHE Zookeeper; comsumer B RS
EIMEGEM FOM ZooKeeper 13259 SOFARegistry, BRI TEFR:
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test@springcloud

172.16.1.10:1235

ZooKeeper
consumer A
i1
iptables
=
MOSN
172.16.1.11
provider Tl
RPC[ iptables
= consumer B MOSN 4—|E7FE
i1
iptables 172.16.1.11
=
MOSN
172.16.1.11
test@springcloud
172.16.1.10:1235
SOFARegistry
BRER —— AL

b-Zi7]
1. provider [&] ZooKeeper # 2181 i O KRS EMIE K,
2. iptables MMIZEEXK, HIEEKRZKKLE MOSN 8 12181 i M,

3. MOSN %45 sk oot A B9 8 2 A MOSN Xt Rz HMY B MS IR O, A/EEEM L ZooKeeper KT MHE

R, MOSN £[E# 6 SOFARegistry #17+ .
1T
1. consumer [a@ ZooKeeper B9 2181 ix 0 KR FZIT B XK.
2. iptables MAUE=EIER, HEiEREKLE MOSN B 12181 %0,

3. MOSN [giEfthit SOFARegistry B& ZooKeeper ZRITHIERKMRSIIER, RANEEFERSINE, HiE

BRI BR S5 FIREIZS consumer,

£ comsumer A RS 11#289 comsumer B iR$3 /5, ZooKeeper [RETTLAMIT T4, BAEERKRSHER A

1#2 5 SOFAReqgistry, fTEFFR:
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consumer B

iTE provider Wi
iptables RPCI iptables
5 RPC |
i MOSN MOSN B
172.16.1.11 172.16.1.11
2
&4
%’{0

test@springcloud
172.16.1.10:1235

SOFARegistry

BREE — TR
yZi5)
1. provider [@ ZooKeeper # 2181 i O AR S EMIE K,
2. iptables MMI=EEK, FHI¥EERELLE MOSN ) 12181 w0,
3. MOSN 15k iE M 898K D228 MOSN X M MY BI S IFiR D, RERNER P OLEEMBER.
1T
1. consumer [a@ ZooKeeper B 2181 s O KR FZIT B XK.
2. iptables MMI=EEK, FHI¥EBERELLE MOSN 8 12181 0.

3. MOSN [E)iEA gty SOFARegistry KEITRIBERKBRSIIR, ANEEFERSIIE, HEEXRNRSIIE
iR [B]£4 consumer,

4.9. TLHEN

B #7 Service Mesh §tX{ 4 Fr 8 B2 E =75 CA B9850, 7E B IR POC 24 8124t CA hibBES .
SOFAMesh Z£2%244
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MeshServer (CA hr'y)

m

ZeEETA

CSR

NodeAgent NodeAgent

2y R B
HENRA
AHEZR 1R #3 (7 SOFAMesh Z24&ZET)
MOSN Mesh Sidecar MEZERE. HEREEE.
Citadelagent ot 12’2%3 Sidecar &9 SDS Server, [A Citadel &#2 CSR &
Citadel Istio CATRIy NARTENAER, BFELANARIER.,
|\ £ SOFAMesh Z2AR P, AFREA MOSN IEFHRK
DRM EE P &, MEEBIE. BRSHE.
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MeshServer (JiSRZFRA:

CAIL AREPNERE, ML, ¥, BE. TBSE,

dsrconsole)

XFhae
o R2MEER

EPESEREGEIRS, KA TS AREH, BLEERTER.
o HEKERE

o IFHEMRBENREFIHEE, RRIEIMERTF,

o fEIEP# Citadel, CitadelAgent H4iEfL, MOSN RTERFRIE, BEPNIEAEE,
o ZEMHEMFNIERERDRE QERER. EBRE. EBHH)

o IEHER

ERERRENT:

a.
b.
c.
d.

e.

BRPABZREME.

MOSN %k i#2 SDS i53K, St Citadel Agent (SDS Server) #H1T&E(E.

Citadel Agent IZiEKfE, @ Citadel &K CSRIER, HERXFHRMMEANEXER.
Citadel WEI1EKfE, BiEREAKZE Mesh Server (CATFIL) ,

MeshServer 181 CSRIRXFHER, ERAMNMARIEBKRFAA.

o IEHHE
IEPRERENT:

a.
b.
c.

d.

Mesh Server S/ EREIER IR,

IEBEEIRT 48 /N, BITENSHEEHE.

IEBEHAA 24 /B, BRMKIEBEHRE, SAMEH, H@E MOSNEXEHRER,
MOSN WEER/E, BENNEBES, HAEHRERRE.

o IEHmH
IEPRERENT:
a. APflAmEHRLIE.
b. Mesh Server Bz E R MIEFIRA, FmE MOSN #IXHEE,
c. MOSN REIERSE, MBRAFHRENER, HERPESKIED,

CA hiMEE
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FRIFB kAT CA hi(’;

=5

SOFAMesh CA

CSR CSR

RIFH A mTLS RIF B

RERAZEHR

AEAREGRFBEEREUACERARZLINE, M7 CADORMANAIES, BEESRIETS, FEFRSA
EH. MESBRUT:

1. FERL 28R, HEFPHNLZ2HREREE R CAEE (commonName="dsr-ca") . #hfH, HFBEASURE,
2. BAHURER, HEMSEENER MeshServer, RIFHERAER.
3. BNAHBEIRN, BEAFMARGTSER, HERFIERHTRIE,

EERAZEm=R

EGENACERTReDRE (MFEFEESRNEAIES, AXNAEHEMEXEE, BLTFiEiTe) |
W EEEHME. RIED, BSBE CAES (RIEH) TEWIENABIES.

NFpR, EERSHR, BNARKREDRE, WEAKNMPFTEER ANRAETER, BESTE
EEANNANAR (ENMAEZEYE, FERXENAEEANNGR) , WhISEREHAREHRN
BAEFAERRIEBNALE, BE=HANRIES, MENAERRLE, ERSELIESR.

4.10. of Y04 5C

MMM = AT HEEER. A5, SBEREF, BUSITE— NSEAMETFREXAMXRSTEEY
SEEDNHIETS, Y TERELEMRT OpenTelemetry, Skywalking. Zipkin 895£8IE IEF1 AR, B4
3T Prometheus B93235, ARTJLUBSY BENHEAZFEENNE=ZFTE, EERFNENGES.

Bt
181 Service Mesh RN BT PAGE i+ M &Z 5E3E @ E MRS, BTN REREST AEBRRS. 8N TER:
o ERMINEK: HEiEKAE Service Mesh FEFRINZH .
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e FER: EEi5EKTE Service Mesh 52 B BT ERVETE],

o E: &E Service Mesh FHIRE.

o HER: HEIERTE Service Mesh FiB R HIEIZR,

o AKT: M= Service Mesh th BB RIS,

o Eif: HE Service Mesh hHIMWBIX 4,

o RERE: HE Service Mesh hHIRERE,

XEIEFRT A M F R A RFIE4 A R T ## Service Mesh RS IIEITIER, MURRSZ BB REM LD
B, XLEIEIRAT AR TR Service Mesh B EFIARE, LIRS HMAEM TTSEM.

24817 Service Mesh E& 124t 333 Prometheus B9 ERFIHEIXFIPEEN, BNAPJRLUES Y BIEHHNART
WERERNEEXEX IR, TERERERT XI1E Prometheus & S 15%R:

IEHRB IR fE#R Key ROHE
T RIS downstream_connection_active O%E
TisER QPS downstream_request_active WO%E

downstream_request_time_total /

TERRESRN downstream_request_total WORE
BEREE downstream_request_total HO%E
15 KEERY downstream_request_time_total iwO%E
MOSN &t 3ZFERY downstream_process_time_total I A% E
BREMSE downstream_request_failed IO %E
irrakiER upstream_connection_active ERUE
ik QPs upstream_request_active EHYEE
LigiERE UK EL upstream_request_failure_eject EHUEE
SRR upstream_request_duration_time_total / eptm

upstream_request_total

BERE
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Service Mesh T] DA 2 Mg W IR FZ B E R B R ERIFANENEELALE, BRI HEESE

EENAAXIMATHER. BEBERTEE

FREW

appname

target.app

hijack

source.app

rpc.method

rpc.service

upstream.address

downstream.address

downstream.protocol

host.name

upstream.protocol

request.size

respone.size

duration

mosn.process.duration

mosn.process.request.duration

mTr:

aXx

A B2 FR

B App B

BRI

T Ri% App &R

B35

BRSSHRIR

B 8935 i ik

8 A s 1k

B AR TMNY

B 8% host ZFR

B 893wt

BRARN

0 R A /N

BikEN

MOSN &b E R

MOSN &R IEBFERT
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mosn.process.respone.duration MOSN 01 iz &b T2 3% B

mosn.process.fail MOSN 412 5k AR
3K URL

http.url
HTTP 448
BKRAE

http.method
HTTP 445

HERIB IR

Service Mesh I8 IE IR IEE I RS MIEP LM —ERAFR, WRSZFEABEHITERMER, FR
EMEH, BPRSTR/BEBEEAN— Sidecar U, XTMHEBHRWENLAERSTRUEEREER, B
EETLUETIRS AI . ARIESHE. EXMHNEBENENT, RSMZTUARENLTERS ZBHNSH
REER, RIUERERNERE.

RS MEPNEREREESEUTIINSR:
1. WERARGER.

RESERBRBRSAANEXER, (UBALTHNKEARLTNER. BRSMMINERSE.
2. WM.

BEEARRS T RZEBNARERHTXREK, JUEERSAREE.
3. SIARALIE P B

KRR AR ETIUNEEN, TUBNARARREEMRSBANEE, AIWER. EHRE,
Mesh B &35 fh SOFA trace. SKywalking. Zipkin B9$58EBIRTE, RHFHIZMHEHIKIRANSERIE IR
K.
=HFEEN

RMS (Real-time Monitoring Service, %R RMS) Z3MEHN—HREHR JAEN N SRRBIE @
IHBERS. BETHE. 55, BREEENREHTSERE, DAPRHMVSZER. NAKE,. ZRE
iR, BMBEREER. AREASN. MHAREBESAENTAAKNINE, BFENTRURE, HiE

M7 EETIANEE, ZRBSTILASBEIE4 . A, SRE (Site Reliability Engineer) &gt A TG, EfL
B, SRR, BREE, Ak RS o] ARBEHERRE,

WMTRRNE Service Mesh XJ# RMS ZA IR E :
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H

: prom exporter push

: e EEFe

H —
b write I
: e
' . prom exportel ==

Frworkspace B |

pull prom exporter |
H H
ull ull pull prom exporter H '
F . H : pull pull
l P
o
write ' H .
Tracelog MOSN : ' MOSN write—|  Tracelog
L _— : : \__'_/—'-—\
| wzEs 1—wn'|a—‘ HE I—wm_— WEES
— P L —

e Talos Agent ¥SARINEERS: fAEINEE promethus IEAREE, iR RMS HURISIRIHIT LIR.

e DaemonSet Agent (X#R Pontus-Agent) HERERIE: ARFENSIENRAXE, 8RBRERAER
ISR B IR R &
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