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curl "localhost:15014/logging"

e Configmap E&&, =FIWT:

customParams:
citadelMcpRateLimit: "0.5s"
citadelMcpPushConcurrency: "500"

Nodeagent

jonll e el I E: el EEE FRRNE TGRS HITHRE

i#iZnodeagent
hig o B
& - ,_ .
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3. 1RIE traceld Ziff MOSN I default B%, EEEKNEIREER.

grep {traceld} /home/admin/logs/mosn/default.log
ARRENEEENNNBEEXYS. MRAFTPREHENRE, URRRSHOE, THERR
traceld 2R 53w MOSN B9 default.log BE&E3#
4. BULESBRRBR, BRELUTER, HERREEEAXIFNHHAE.
o BEPFimMNH
PR 55 i K2 A
AANEO (datald)

traceld

o

o

o

[e]

sofastackititik

R LS BHENERBER
iR REBEEH

o [RBim pub |EAFIER

p22-11-03 07:38:28,953 [INFO] [facade_v2] [RegisterV2] publish success,reques! {reservation-servicedspringcloud springcloud {springcloud _reservation-service naplopp.kubernetes. o/version

o

ersion_none app_name: reservation-service datacenter: isSecure:fq
. group:SOFA, app:please-change-your-onn-app-name, if
aSecure. false port:3083 tls:false umixtinestanp 1667441108603727882 sone: 13}

tls:false unixtimestanp:1667461108603727882 zone:]} 8083 false },ctx-RegCtx{dataID:reservation-service@springcloud, service: reservation-service,protocol :springcloud, tenant:000001, cluster
o551 4067 , port:8083, extInfo:Publnfo{Epheneral:true, Repub:false, Meta:map[app. robermates, Sorvension version_none app_name:reservation-service datacenter:
022-11-03 7:38:29,610) [INFO] registry init success
29,729 [INFU] [upstrean] [host set] update host, Final host total: T
022-11-03 07:38:29,729 [INFO] [cluster] [primaryCluster] [UpdateHosts] cluster reservation-service®springcloud update hosts: 1

Sl-ndpoint access. Lo

032-11-03 07:38:28,053 LINFO] [endpoint] accesslog S7C 17,5 1 5805 - POST /services/publish 200 251 34 349.603150ms [{"port":"8083", "protocolType" : "springeloud®, "providerMetalnfo" : {"appNane’ " reservation-service®  ‘properties”: {"app_nane" " reservation-sd
fvice”, "port”:"8083", "isSecure”: "false"}, "protocol": "spriigeloud"}, "sérviceNane" : "reservation-serviceBspringcloud"}]

—> msg_meta.log

9 [INFO] [registry] push r DoalD:resarvotion-servicebspringclod Group:SOFA Instmcell:0068L Suposrt: DefaltltaCuntar Scopeiglobal SubscrilherhugtstLds: (1635250 cod3- 4afe-S318-8653843cF77) Varsion: OTLIZIGSL2E0AS E
Coding: Local Zone: SEFAULT ZONE ZaneCounts.mapCOEFHULT ZONE 1] Sompledatetioc: [DEFAULT ZONE: springcloud: /. 180867mosn=truekiss ‘alseBapp. kubernetes . io/version=version_none&t1s=fal se§unixt imestanp=16674611086037278828app_name=reservat ion-ser
i celport-8083])

registry.access.log <e=

2022-11-03 07:46:14,288 VO] Cregistry) add publ isherCpub) cbx: &{DatalD: eservation:clientespringcloud Groug: 050 Axokomozlease-change-your-om-dpp-nome InstancelD: 19:J, 1d: dchh36s-bdlo-4895-9832-cofticcabies

2022-11-03 07:46:14,311 [INFO] [registry] publisher register success queue-d req-datalist:<data:"springcloud:// 2307nosn-truckport-0899%: sSecure-Fal selopp. kubernetes o/ version-version_ronetl - fal sebunixtinestanp=16674615742861297C3Kapp-nam
reservation-client” > baseReg\s,e instanceld: "000001" ﬂDDNnmE please change-vour-own-app-name" datald:"reservation-client@springcloud” group:"SOFA" registId:"dcb8b364-| bdzu -4895-9932-c9f8cc8bB4eS" clientld:"dcb8b364-bd@a-4895-9932-c9fBccBbB4eS" eventTyl
e: "REGISTER" version:2 timestamp:16674615: NZS > elapsed=22.036999ms loc( 5720 remote:

2022-11-03 07:46:14,334 [INFO] [registry] add subscriber ctx: &{DataID: reservation- clientespringeloud Grog Lease-change-your-omn-opp-nane Scope:global Instanceld: ent:false} , id: ade70f3b-6073-406a-aazb-db7ac344d24s
2022-11-03 07 4,334 [INFO] [registry] ﬂdd subscriber(sub) ctx: &{DataID:reservation-clies ngcloud Gruup SOFA Appllume pleaie chunge -your-own-app-name Scope:global Instanceiv: i Resident:false}, id: a4e70f3b-6073-406a-aa2b-db7ac344d;

114,343 [mro] [registry] subscriver register success queue-0 req-scope: "global. ba ster:<instanceld: "000001" appName: "please-change-your-own-app-name" datald:"reservation-client@springcloud" group:"SOFA" registld:"a4e70f3b-6073-406:
€70f 3b-6073-406a-aa2b-db7ac344d244" ip: 1.4 sventType: "REG TR versio timestamp: 1667461574334 attributes:<key:"!LastDatunVersion” value:"{}" > > acceptEncoding: "zstd,gzip" elapsed=8.092206ms local=172.17.0..

T son
2022-11-03 07:46:14,35¢ INFO] [registry] server push request-(DataID.
LocalZone:DEFALT_ZONE ZonaCourts mapl] SawlebataList: 1
9 [INFOL e Pasaivadiabalh san - daloalianh nh Rasid AN, 124,21, 020755,
u e [INFO; [rng\str‘y] add subscriber ctx: &{DatalD:reservation-service@springcloud Group: SOFA Apme pLacse- changs- your-onn- mp-name Scopa:global. Inst
114,397 [INFO] [registry] add subscriber(sub) ctx: &{DatalD:reservation-service@springcloud G AppName:plea: wn-

eservation-client@springcloud Group:SOFA InstanceID:000001 Segment:DefaultDataCenter Scope:global SubscriberRegistIds:[a4e70f3b-6073-406a-aa2b-db7ac344d244] Version:3971139936714752 ff

anceld 3acident:false} , id: 1b35259e-dbd3-4a7e-9318-8653843cF7F7,

app-name Scope:global Tnstancetds Resident: false}, id: 1b35259e-dbd3-4a7e-9318

2022-11-03 07:46:14,426 [INFO] [registry] server push request=(DatalD: reservation-serviceBspringcloud Gius “OFA " yinnceID:000001 Se.

ncoding: LocalZone:DEFAULT_ZONE ZoneCounts:map[DEFAULT_ZONE:1] SampleDatal ist: [DEFAULT_ZONE: springcloud

viceport=g0831)

2022-11-03 07:46:14,427 [INFO] [registry] subscriber register success quilie-d req-scope: "global" baseRegister:<i
318-8653843cF7F7" clientld "
elapsed=29.574817ns local 20

2003-11.03 07.46:14,428 [INFO] [registry] accesslog com.alipay. sofa.registry. common.nodel.cLient.pb.ReceivedDatay con.alipay. sofa.registry. comon.nodel.client.pb.ResultPb 338 2 1.634570ms

e RPCEEIEH
WMERREFE access B, FEEH debug BEHE, F/E debug BERSUT:

gment :DefaultDataCenter Scope:global SubscriberRegistIds:[1b35259e-dbd3-4a7e-9318-8653843f7F7] Version:3971139938779136
L _.170.._._20807mosn~truekisSecure=Falsekapp. kubernetes. i0/versionaversion_none&tls=Falsefunixtimestanp-1667461108603727882&app_name=reservation-s

00001" appName : "please-change-your-own-app-name” datald: "reservation-service@springcloud" group:"SOFA" registId:"1b35259¢-dbd3-4a7

eId: "0
1p:30.231.40.67" eventType:"REGISTER" version: -t " inestanp: 1667461574307 attrbutes. <key: * LastDatumiersion” value: - (\"Defoul sDataCentor" 30711246932674381" > > acceptEncoding:"zsed, oo
600

curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H '‘Content_Type:application/json' -d'{"
log_level":"DEBUG","log_path":"./logs/mosn/default.log"}

iHK MOSN ¥ 48 B &80 TR

fault.l0g:990:2622-11-03 7:51:31,825 [DEBUG] [000001011667461891810100757347] [govern] [SetVariableValue] name=[x-mosn-data-id], val=[reservation-service@springcloud]
Fault.log:991:2022-11-03 07:51:31,825 [DEBUG] [000001011667461891810100757347] [govern] [SetVariableValue] name=[x-mosn- aller nvv], val=[reservation-clien
f 1,825 [DEBUG] [000001011667461891810100757347] [govern] [SetVariableValue] name=[x-mosn-targe: =[reservation-service]
131,828 [DEBUG] [35,000001011667461891810100757347] [proxy] [downstrean] enter phase me«am[z] praxyTd o 14
1:31,825 [DEBUG] [000001011667461891810100757347] [cLoud] [router] [FaultTolerance] function is turned off
s1: 31 825 [DEBUG] [000001011667461891810100757347] [cloud] [router][FaultTolerance] not need to dea

Joraut . Log:1013:2022-11-03 07:51:31, 825 [DEBUG] [000001011667461491410100757347fT<Toudl rarmalfandler] Wi the normal rauter bandler clusterNane:local_springcloud_service
6746189181010075747 1 [proAy] (UOwTcrear] N R A
757347] [proxy] [downstrean] enter phase ChooseHost[4], T
10100757347) [orowy] [downstrean] route nateh resutt-&{RouteRutolnplBase:0xca00a16840 configheaders: [0xc002902db0] Fastmatch: *}, clusterNam
TOEBUG) (25,060001011667461301810100757347] [proxy] [downstrean] timeout info: {GlobalTimeout:Inds TryTimeout:0s}
826100757347) [proey] Cdomstraan] anter phoss DownFilterkftarChossllost 5], proxyld = 14
9 “11°03 07:51:31,825 (DEBUG] [000001011667461891810100757347] [govern] enter OnReceive, ctx:&{0xc0022b2d00 [27 GxcOO204PAn 35 <nil- 12080 ingress_springcloud ingress <nil> [xcO82152360] <nil> OxcO020decdd [OxcB2152398] <nil> <nil> <
0xc001702980 0xcO020b8b00 000DD1011667461891810100757347 [{false false false <nil>} {false false false <nil>} {true false fals [erue false falss /reservations) {true false false /reservacions} {false false false <ils {true |
false GET} {true false false {false false false <nil>} {false true false <nil>} {false false false <nil>} {false false false <nil>} {true false false reservation-service@springcloud} {false false false <nil>} {false false false 00000
011667461891810100757347} {false false false <nil>} {false false false <nil>} {true false false reservation-client} {true false false reservation-service} {false false false <nil>} {false false false <nil>} {false false false <nil>} {false false false <n
1} Lfalse folse false ilo} {false false false «nilo} {false false false anil>} {folse false false <nilo} {false true false anilo} {false true false anil>} {false false false <nils) {false false false <nils} {false false false <nilo} {false false false
nil>} Uu\s- false false <nil>} {false false false <nil>} {false false false <nil>} {false false false <nil>}] <nil> springcloud <nil> {0xc@BO770b00} <nil>]}, headers:GET /reservations HTTP/1.1
fault.log:1027:X-B3-Traceid: 000001011667461891810100757347
2022-11-03 07:51:31,825 [DEBUG] [000001011667461891810100757347] [govern] [SetVariablevalue] name-[x-mosn-target-ip], vil & 2
7:51:31,825 [DEBUG] [000001011667461891810100757347] [govern] [MatchRoute] variable [x-mosn-target-app] a.. :reservation-service
B3-Traceid: 000001011667461891810100757347
2022-11-03 07:51:31,825 [DEBUG] [000001011667461891810100757347] [govern] [TryGetGovernValue] not found name=[X-Request-Id], err: undefined variable, name: X-Request-Id
er is not encble, skp this rbac check
Header[6], proxyld = 14
eservations HTTP/1.1

ocal_springcloud_service

> MHERA: 20230317 33



G 5228, R B4 IE R 5

3.4. iR HEE

EAEHF
1. Z[EYREE iptable BB E.

iptables -L

2. MBAFHERE, NHBAUTEE:

o i\ Sidecar FAEBIRESEELEH, EEEHE.

o ENER, MINNENENIKFEEEEK iptables R,
MOSN /8 &%k M
HERE—: BT kubectl log EEB®, HiAiERE
BEEUTHESESE default BE, HWIABHEKER.,

kubectl --kubeconfig=121sit -n cmbc exec -it mesh-demo-python-server-v1-0 -- tail -f ./logs/mosn/def
ault.log

EREAUTRE, WiRAABEFEE, ERHPOI6E:

57:83,511 [INFO] [cluster] [cluster manager] [AddOrUpdatePrimaryCluster] cluster pressure_ip:XFIRE updated
1 [INFO] UpdateTransmitCluster add mvc info
1 [INFO] [cluster] [cluster manager] [AddOrUpdatePrimaryCluster] cluster pressure_ip:MVC updated

1 [INFO] [recover] init drm start
5 [INFO] isStableOrDev=false
5 [INFO] [recover] init drm end
5 [INFO] [recover] init gateway and skywalking start
6 [INFO] [recover] init gateway and skywalking end
6 [FATAL] failed to check drm in doRecoverRegistryModule systemConfig={"AntvipServerAddress":"10.0.207.215","AntvipSyncInterval":@, "AntShareCloud":true,"InstanceId": "001081","DataCenter": ", "AppName" : "
ne":"Default","RegistryEndpoint":'10.0.207.215", "AccessKey": ", "SecretKey" :"" ,"DonainName" : ", "DeployMode" : false, "MasterSysten": false, " CloudName" : ", "HostMachine": ", "MultiProcess": false, "ExtensionMap" : {}}
command termin: with exit code 137
wangyushuai@B-NIAVML7H-1349

o FHEAR, KFEHAF, thHE annotaion PREFH instance_id, BRARMT:
o FIMEXRE cafe.sofastack.io/instanceid: "(FAFID})" .
o BRIZFIE, EEHEEA.
o PP RERFNEFELAN R, BXEFESL HRFE @,
HERRZ: SEEHEAHE, SHAHANSSH, FHENE, EEEHE
o Y745 Sidecar #&4%, Mk lifecycle poststart PHBRIEERMA, (Rif Pod FESBHAER.

o %748 Sidecar iR, E#HE command, BiXFRFE MOSN 2, BNEE, HABREE, FHEDH
MOSN M ERIREE .

FIaN%E commad i&EA ["tail","-f","/dev/null"] :

- name: command-demo-container
image: debian
command: ["tail","-f","/dev/null"]
args: ["HOSTNAME", "KUBERNETES_PORT"]

PS5 ia
RS HERBNHEERENT:
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1. EERHARERSIER.
fitn: NASRREREER. ANEERE AN,
2. BERHETRANEERE TRMI.
WTREMMNZZE DRMBRFZRE.

b < mEiER hookinforl BID: 000001 @
s

£ pusziast wizEs Btes [t R

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

s

3. REMMHMUWEEFT LR T MOSN,

TJi#id /home/admin/logs/mosn/drm.access.log EEMN TEAS. WMKULEI, N %2 DRM RS
EINAEFESREIR.

4. BERFZEEMENXETF, HAHRERNERE.

BB 55 BRI A £ 3K
1. #i\ MOSN EEWERHE TRNES.
EXRKE, WHEREZES APPNAME 2ENEHERER—H.
grep ${i=#l& T &DatalD} drm.access.log
WIiHRTHEHFE flowcontrol-default X4 HE debug BERAHITHE.,
/1 BAREZERE
curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H 'Content_Type:application/json' -d'{"

log_level":"DEBUG","log_path":"/home/admin/logs/mosn/flowcontrol-default.log"}

2. EEHE flowcontrol-default.log EXKSHMIE, HE IsMatch BEPRSRHIGSHBEERR.
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-]

/1 BE T
2022-11-04 09:21:21,747 [DEBUG] [ParseResource] resource:&base.ResourceWrapper{name:"detail
s.bookinfo:9080@Http1:i:r", classification:2, flowType:0},sourcelp:172.16.0.40,targetApp:poc-detai
Is,test:false,resType:2,trafficType:0
/] BEER
2022-11-04 09:21:21,747 [INFO] [AcquireBusinessInfo] contextRefinedData=map[interface {}]interfa
ce {{"X-CALLER-IP":"172.16.0.40", "X-TARGET-APP":"poc-details", "loadTest":false, "requestCtx":(*co
ntext.valueCtx)(0xc00365d020), "requestHeaders":http.RequestHeader{RequestHeader:(*fasthttp.
RequestHeader)(0xc00366f580)}, "system.sourceApp":"", "system.sourcelp":"172.16.0.40", "system.t
argetApp":"poc-details", "system.trafficType":"online", "system.uniqueld":""}
/1 BEITE
2022-11-04 09:21:21,747 [DEBUG] [IsMatch] leftVal(GET),op(EQUAL),rightVal([GET])

/ ERSHIE
2022-11-04 09:21:21,747 [DEBUG] [IsMatch] leftVal(/details/0),0p(REGEX),rightVal([.*])

3. EEH& flowcontrol-block-stat.log , MBBFEBKRFPLREE, WRRERANEH
2022-11-04 09:26:03,420 [ERROR] [flow blocked] |details.bookinfo:9080@Http1:i:r#f8238adalLocalL
imitSlot|0|<nil>|maxPermits:1storedPermits:0genPermits:0permits:1|{"id":0,"ruleDbld":341,"Resourc
e":null,"thresholdType":"invokeTimes","threshold":1,"timeMs":10000,"mode":"CONTROL","maxBurst
Ratio":1,"httpPath":"","httpMethod":"","zoneSpec":null}|

FR 55 1B R AR 4 3K

1. #IA MOSN EEWEBIEFHE TRIES

3.

ERKE, WHERESE D APPNAME 2EMEHEREF—H.
grep ${#%l& T &DatalD} drm.access.log

7= TEEFS flowcontrol-default XA & debug BERRHTHE,
/1 BOARERE

curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H 'Content_Type:application/json' -d'{"
log_level":"DEBUG","log_path":"/home/admin/logs/mosn/flowcontrol-default.log"}

. EEHE flowcontrol-default.log EXRKEHCE, HE IsMatch BEPEBRHESHEEHEIR.

1] BEEN
2022-11-04 09:21:21,747 [DEBUG] [ParseResource] resource:&base.ResourceWrapper{name:"detail
s.bookinfo:9080@Http1:i:r", classification:2, flowType:0},sourcelp:172.16.0.40,targetApp:poc-detai
Is,test:false,resType:2,trafficType:0
/1 BEER
2022-11-04 09:21:21,747 [INFO] [AcquireBusinessInfo] contextRefinedData=map[interface {}]interfa
ce {{"X-CALLER-IP":"172.16.0.40", "X-TARGET-APP":"poc-details", "loadTest":false, "requestCtx":(*co
ntext.valueCtx)(0xc00365d020), "requestHeaders":http.RequestHeader{RequestHeader:(*fasthttp.
RequestHeader)(0xc00366f580)}, "system.sourceApp":"", "system.sourcelp":"172.16.0.40", "system.t
argetApp":"poc-details", "system.trafficType":"online", "system.uniqueld":""}
/] BETE
2022-11-04 09:21:21,747 [DEBUG] [IsMatch] leftVal(GET),0p(EQUAL),rightVal([GET])

[ ERSHILE
2022-11-04 09:21:21,747 [DEBUG] [IsMatch] leftVal(/details/0),0p(REGEX),rightVal([.*])

HEHR flowcontrol-block-stat.log , MABEKRGPLRAE, WERTBEMANE R
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2022-11-04 11:19:02,318 [ERROR] [flow blocked] [reviews.allsite.alipay.net:9080@Http1:0:r#40f1a
27a|FuseSlot|0|Block(ALWAYS_BLOCK)||{"id":0,"ruleDbld":14000001,"Resource":{"name":"reviews.all
site.alipay.net:9080@Http1","resourceType":2,"trafficType":1,"env":"","conditionid":"40f1a27a"},"m
ode":"CONTROL","meltAlgorithm":"classic","recoveryAlgorithm":"classic","triggerwWindowMillis": 1000

0,"floorRequestCount":2,"probeNum":2,"meltWindowMillis":10000,"threshold":1,"triggerType":"erro
rRatio","zoneSpec":null}]

Bg 55 B8 B3 A 4 3K

1.

2.

3.

il MOSN EEIREIRHE TANIES.,
EXIE, NHEKIELTSE] APPNAME 2B 48R EARA—H.

grep ${#=#l& T &DatalD} drm.access.log
iR TEEHE flowcontrol-default 1 routerule A& debug BEEKFHTHE.,

/1 BINTKBE

curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H 'Content_Type:application/json' -d'{"
log_level":"DEBUG","log_path":"./logs/mosn/default.log"}

// routerule.log #10 B&

curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H 'Content_Type:application/json' -d'{"
log_level":"DEBUG","log_path":"/home/admin/logs/mosn/routerule.log"}

&E& routerule.log HER SR PEEMN, MRZEHD, FEEMNEERTIER.

1/ 3R B [ i 10 J0)

2022-11-04 10:39:52,528 [DEBUG] [77705df9691e3218][cloud][router]get router rule,serviceld:revi
ews.allsite.alipay.net:9080@Http1,ok:true,rule:{true [{20001772 true true [] 0xc003c37f00}]}

// 70 service id N

2022-11-04 10:39:52,528 [DEBUG] [77705df9691e3218][cloud][router] hit the service gov router ha
ndler,status:0

i€ default B loadBalance 2, EEARPYERE. ESPHNT R, BEEGPINTAREAR
%ﬁﬁmmuﬁl@\o

2022-04-20 16:21:15,634 [DEBUG] [][Router][loadBalance][GovernLoadBalance], originHosts = [10.0.
207.212]

2022-04-20 16:21:15,634 [DEBUG] [][Router][loadBalance][GovernLoadBalance], service =
2022-04-20 16:21:15,634 [DEBUG] [upstream] [cluster manager] clusterSnapshot.loadbalancer.Choo
seHost result is 10.0.207.212:15006, cluster name = python-server.cmbc:8888@Http1

2022-04-20 16:21:15,634 [DEBUG] [1921,0a00c8031650442875613180739] [proxy] [upstream] appe
nd headers: GET /hello HTTP/1.1

BB 55 B 4R A 4 3K

1.

i\ MOSN EF W BHIE FTEANES.
ERWE, NHERIEETESD APPNAME ESHSFISBBERA—.

grep ${i=4#l& T A&DatalD} drm.access.log

lin = TEEFE downgrade XA debug BERFHITHE.,
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ANT GROUP

curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H 'Content_Type:application/json' -d'{"
log_level":"DEBUG","log_path":"logs/mosn/downgrade.log"}

2

2. EH&E downgrade.log i5 KEHE, HE requirement BEDTEERFHESHEEEIR.

842806:2022-11-04 11:40:35,726 [DEBUG] [10964446,6458fd521667533235726227249] [requireme
nt][Match] equal requirement:&{destination.service.name SYSTEM details.allsite.alipay.net:9080@H

ttp1},actualvalue:127.0.0.1:9080@Http1
842910:2022-11-04 11:40:35,731 [DEBUG] [10964448,ec8ed46d99c2eala] [requirement][Match] eq
ualrequirement:&{destination.service.name SYSTEM details.allsite.alipay.net:9080@Http1},actualVv

alue:details.allsite.alipay.net:9080@Http1
842971:2022-11-04 11:40:35,737 [DEBUG] [10964449,ec8ed46d99c2eala] [requirement][Match] eq

ual requirement:&{destination.service.name SYSTEM details.allsite.alipay.net:9080@Http1},actualv
alue:reviews.allsite.alipay.net:9080@Http1

3. #5HE downgrade.log , MEFERGPLEREE, WRRERAM S

/] RN & MBEER
2022-11-04 11:25:30,730 [INFO] [a85a896224af0e8] [downgradeFilter] downgrade rule is active a

nd trafficConditions matched, but mode is not reject

/] RN & 1E4
2022-11-04 11:25:30,730 [INFO] [a85a896224af0e8][downgradeFilter] downgrade rule is active an

d hijack response

WEREAREN
1. #iA MOSN EFIREIEFIE FTANES.
ERKEF, NHERIETED APPNAME E5HEEHSRERA—H,

grep ${igHl& T A&DatalD} drm.access.log
L7 = TR EHS fault_tolerance X B debug BERAHITHE .

curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H 'Content_Type:application/json' -d'{"
log_level":"DEBUG","log_path":"./logs/mosn/fault_tolerance.log"}

2. #EH& downgrade.log iERESHLE, HE requirement BEPREEFESHEEEIR.
842806:2022-11-04 11:40:35,726 [DEBUG] [10964446,6458fd521667533235726227249] [requireme
nt][Match] equal requirement:&{destination.service.name SYSTEM details.allsite.alipay.net:9080@H

ttp1},actualvalue:127.0.0.1:9080@Http1
842910:2022-11-04 11:40:35,731 [DEBUG] [10964448,ec8ed46d99c2eala] [requirement][Match] eq
ualrequirement:&{destination.service.name SYSTEM details.allsite.alipay.net:9080@Http1},actualVv

alue:details.allsite.alipay.net:9080@Http1
842971:2022-11-04 11:40:35,737 [DEBUG] [10964449,ec8ed46d99c2eala] [requirement][Match] eq

ual requirement:&{destination.service.name SYSTEM details.allsite.alipay.net:9080@Http1},actualVv
alue:reviews.allsite.alipay.net:9080@Http1

3. E5HE fault_tolerance.log , MBHFERBPLRATR, WERTREERANG

2022-11-04 13:27:18,845 [DEBUG] [705cc6e5a3d20986,][Tolerance][FaultToleranceChooseFilter] ma
tch traffic conditions or without traffic conditions

BEEARER
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1. #iA MOSN EFREIEFIE FTANES.
ERKF, NHERIESTED APPNAME E5HEEH8BEERA—H.

grep ${#=#l& T &DatalD} drm.access.log
17 R TR EHS fault_inject X B& debug BERAH#ITHE.

curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H 'Content_Type:application/json' -d'{"
log_level":"DEBUG","log_path":"logs/mosn/fault_inject.log"}

2. EEHFE fault_inject.log ERSHCE, HE requirement BEPEFRHASSHEERIR.

2022-11-04 13:35:10,253 [DEBUG] [IsMatch]leftVal:11.158.125.203,0p:EQUAL,rightval:[11.158.125.2
24]

2022-11-04 13:35:10,253 [DEBUG] [match] resource:reviews.allsite.alipay.net:9080@Http1:i:r,key:r
eviews.allsite.alipay.*:i:r,conditions:[]

2022-11-04 13:35:10,253 [DEBUG] [match] resource:reviews.allsite.alipay.net:9080@Http1:i:r,key:*.
*:i:r,conditions:[]

3. EBHE fault_inject.log , BB ERBPLRAT, WRTHRETAAN G

fault_inject.log.2022-11-02:31024:2022-11-02 15:50:37,546 [INFO] [0c9ffb112a16e4c3][hit] resourc
eName:reviews.allsite.alipay.net:9080@Http1:i:r#334b674a, headers:GET /reviews/0 HTTP/1.1

REME

HEE g
1. M security.access.log PHETREEREEE, REREHPHAITH.
o HRAWIIERE, RBEHSRENANE R,
o ETFKRIEH, HAT—H,
2. M default.log P EHZENITREBIEE, EF errororwarn,
o ENEIR, ITiLEE nodeagent, IR /var/run/cloudmesh S 5%&M.,
o BREIEHEE sds B8ZE?
o H#listener EEERE?
RREEXFER?
o MNEREBIEHEE?
HWREE, EAT—H.
3. ERMELiXiEE nodeagent, EE nodeagent B3, HEE nodeagent iR,
o nodeagent & fEIE & i citadel,
o citadel KR BIEE.
o citadel it R BEFECEE .
o citadel HEZERBIEREE.
4. RENMERSEBIER.

HELR
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e [R5 (default.log) EEBE:

2022-03-29 19:44:08,764 [INFO] [drm-gray] gray data value OnChange,appName=python-client,data
Id=Alipay.python-client:name=com.alipay.sofa.middleware.mesh.drm.security.TLSRules,version=3.0
@DRM

2022-03-29 19:44:08,764 [INFO] [mtls] [sds provider] add a new sds provider default

2022-03-29 19:44:08,765 [INFO] [sds][subscribe] init sds stream client success

2022-03-29 19:44:08,960 [INFO] [mtls] [sds provider] provider default receive a cerificate set
2022-03-29 19:44:08,960 [INFO] [mtls] [sds provider] provider ROOTCA receive a validation set
2022-03-29 19:44:08,961 [INFO] [mtls] [sds] update tls context success

2022-03-29 19:44:08,961 [INFO] update cluster tls config, do not need to update tls state

o THTFHHRBREE TR,

o THTFRGHHMEBHAIETIEH.,

o THRHAKREENHT TLSEE,
o BEFIRERRAR:

2022-06-08 10:49:58,719 [INFO] [cluster] [primaryCluster] [UpdateHosts] cluster com.alipay.sofa.ms
.service.HelloService@dubbo update hosts: 1

2022-06-08 10:49:58,719 [INFO] [upstream] [host set] update host, final host total: 1

2022-06-08 10:49:58,719 [INFO] [cluster] [primaryCluster] [UpdateHosts] cluster com.alipay.sofa.ms
.service.BenchmarkService@dubbo update hosts: 1

2022-06-08 10:50:00,178 [INFO] [upstream] [cluster manager] 172.19.12.31:30800 tls state change
d

RIEHEE
o BEMFRE

[tp_proxy]l Create proxy: &{statPrefix: cluster: idleTimeout:<nil> maxConnectAttempts:® routes:[]}
2022-93-2' -H M R] [mosn.common.tls_read_error] [mtls] tls connection read error: tls: first record does not look like a TLS handshake, local address: 10.0.207.908:15006
» remote addres i 99:48466
29 16: 53 [INFO] [server] [conn] conn set origin addr:10.0.207.90:8888
[INFOI [server] [conn] original dst:@.0.0.8 5
3 [INFO] [tp_proxyl Create proxy: &{statPrefix: cluster: idleTimeout:<nil> maxConnectAttempts:@ routes:[]}
29 3 RROR]  [mosn.common.t1s_read_error] [mtls] tls connection read error: tls: first record does not look like a TLS handshake, local address: 10.0.207.98:15006
» remote addres i 99:48496
2022 2 [server] [conn] conn set orig 207.90
[server] [conn] original dst:@
[INFOI [tp_proxyl Create proxy: &{sta ster: idleTimeout:<nil> maxConnectAttempts:® routes:[]}
44, 31 RROR]  [mosn.common.t1s_read_error] [mtls] tls connection read error: tls: first record does not look like a TLS handshake, local address: 10.0.207.98:15006
, remote address: 10.0.2 99:48526
AC

ERHFAZFREME.
e ¥®AZF /var/run/cloudmesh/sds 3 {§f

/var/run/cloudmesh/sds 7 citadel-agent Unix domain 34, /B, SSBEEFEER, ZX
#H2 citadel-agent SIZNEIER., fREK, BFE citadel-agent 2&FFE( kubectl get ds -A |grep
nodeagent ):

o AEEURRAAXATER, SHAERBMKRT, ERMFESEHNT.

o citadel-agent FER, KATXZERE, WOJEER citadel-agent REEEZT, ERFEENA citadel
mcp HIEIR, ZHE citadel-agent BFEKIER .,

AR S5 ENA ER
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1. MOSN ZBEKEEHE TRNES?
EXRKE, WHEKREZ S APPNAME 2EMEHERER—.

grep ${i#4#l& T 4kDatalD} drm.access.log
WIHRTEEHRG default XHBFE debug BERKAHITHE.

curl -X POST http://127.0.0.1:34901/api/v1/update_loglevel -H 'Content_Type:application/json' -d'{"
log_level":"DEBUG","log_path":"./logs/mosn/default.log"}

2. BEH®E defaultlog BEREBHITE, HE requirement BEDE SR ASHEBEIR,

/1 ERORSBF
2022-11-04 14:07:44,911 [DEBUG] [175d2722c092cbd9,][rbac] got svc from variable, svc=reviews.all

site.alipay.net:9080@Http1
/1 &R
2022-11-04 14:07:44,911 [DEBUG] [175d2722c092cbd9,][rbac] svcType=Http1

/] ERIBRESEF
2022-11-04 14:07:44,911 [DEBUG] [175d2722c092cbd9,][rbac] got current service name, svc=review

s.allsite.alipay.net:9080@Http1

/] EREDBER

2022-11-04 14:07:44,911 [DEBUG] [175d2722c092cbd9,][rbac] request header=map[Accept:*/* Acce
pt-Encoding:gzip, deflate Connection:keep-alive Host:reviews.allsite.alipay.net:9080 User-Agent:p
ython-requests/2.21.0 X-B3-Sampled:1 X-B3-Spanid:175d2722c092cbd9 X-B3-Traceid:175d2722c09
2cbd9 service:reviews.allsite.alipay.net:9080@Http1 sofa_head_method_name:GET sofa_head_targ
et_app:poc-reviews]

3. #5HE downgrade.log , MBEFFERGPLERAE, WRTRKRSENAN G

default.log:2022-11-04 14:05:28,208 [INFO] [a911a2037b340fe1,][rbac] request has ben reject

BRSSEN KM
BREANKK

sidecariE NIRZS

JE#sidecariifi

FRi&E Nsidecar

sidecarfE ALK

1. &E dsrpod #i2A&.
EEHRARER, REBRERBROE,
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[roct@dsrconsole-@ /home/admin/logs/dsrconsole]
# tail -f common-error.log
at org.springframework.aop.framework.ReflectiveMethodInvocation.proceed(ReflectiveMethodInvocation.java:163)
at org.springframework.transaction.interceptor.TransactionAspectSupport.invokeWithinTransaction(TransactionAspectSupport.java:295)
at org.springframework.transaction.interceptor.TransactionInterceptor.invoke(TransactionInterceptor.java:98)
at org.springframework.aop.framework.ReflectiveMethodInvocation.proceed(ReflectiveMethodInvocation.java:186)
at org.springframework.aop.framework.CglibAopProxy$DynamicAdvisedInterceptor.intercept(CglibAopProxy.java:689)

at com.alipay.antcloud.dsrconsole.core.service.impl.AuditLogServiceImpl$$EnhancerBySpringCGLIB$$9c66811. record(<generated>)
at com.alipay.antcloud.dsrconsole.endpoint.filter.AuditlLogFilter.lambda$filter$@(AuditLogFilter.java:186)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149)

at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor. java:624)

at java.lang.Thread.run(Thread. java:853)

2. & pod Fif£H namespace EEWHA sidecar-inject: enabled #Ri&,
BERET, WHE K8s HFitAEREHREMAMER. WEEYR, JUBELSESRFESHERMBR,

whj at in ~/workflow/aliyun_dev
$ get ns bookinfo -oyaml
apiVersion: vl
kind: MNamespace
metadata:
creationTimestamp: "2022-08-26T12:18:19Z2"
labels:
kubernetes.io/metadata.name: bookinfo
sidecar-inject: enabled
nameT BbooKinTo
resourceVersion: "1172289"
uid: a4e52031-7afa-4dd2-9134-c6f8f58473e0
spec:
finalizers:
- kubernetes
status:
phase: Active

3. & MutatingWebhookConfiguration 1 sidecar-operator-webhook E&FE .,
EAELE, WHE K8s HitHERBHEMAMHMIR. MEHEMER, TUBEIEHAEEHETNBR,
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at in ~/workflow/aliyun_dev

$ get MutatingWebhookConfiguration sidecar-operator-webhook -oyaml
apiVersion: admissionregistration.k8s.io0/vl
kind: MutatingWebhookConfiguration
metadata:

creationTimestamp: "2022-08-29T703:04:33Z"

generation: 34

name: sidecar-operator-webhook

resourceVersion: " 70016"

uid: be7e529b-e9%6a-48c9-8708-e038d3004e36
webhooks:
- admissionReviewVersions:

- vl

- vlbetal
clientConfig:
caBundle: LS@tLS1CRUAITiBDRVIUSUZIQBFURS@OtLSOtCk1ISUMARENDQWRpZOF3SUIBZO1LRRAVDOWAGAUxnVDhLenBwiVBz
XdaWEpoZEcS5el1J5U]JakFOQmdrcWhralc5dzBCQVFFRKFBTONBUThBCk1ISUJDZ@tDQVFFQTMrdTJiMHhpRLFEYmF rTTU3V3M3Qkh
S1V@YkpebFVXNEhTYZRCYXdBem]YSmpBN1g30EgSN3RheWZDcTRFclpNVzFPCnZPM3pxdXdubERTZEIZzR1BMUzZzEZzdFQS5dz1VaTZYU2,
zWFROWj I@Z3R1QmhkV3Z5NX13SURBUUF ChzBBd1BqQUICZASWSFEAQKFMOEVCQULDCkIhQXJEQVLEVL IWVEFRSCOCQUL3QURBZUINT
9WVUJIRRUJ1IWDALOCt3SGSEM3B1U jMwRHh3eStHYZzF3aVpGMTR1SkR1LAt2TmSRMzI1dj1YCnErRDBkcExIM1ZHM3Bod jhseVkxck]G

WlHcWtuaVZRV2IXWmt TbHhTel FwYzduckhUei9pW1lgrRmMyOWxKZzcSckY5VV1zUkc25GxmUVFHCLUZzRZBQaFI1WTJ4bF1@amSPRFB
url: https . /inject
failurePolicy: Fail
matchPolicy: Exact
name: inject.k8s.alipay.com
namespaceSelector: {}
objectSelector: {}
reinvocationPolicy: Never
rules:
- apiGroups:
apiVersions:
- vl
operations:
- CREATE
resources:
- pods
scope: '*'
sideEffects: None
timeoutSeconds: 3@

4. £ A& MutatingWebhookConfiguration $1f9 sidecar-operator-webhook &7 failurePolicy:
Fail , REEHATEA.
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get MutatingWebhookConfiguration sidecar-operator-webhook -oyaml
npiVersion: admissionregistration.k8s.io/vl1
ind: MutatingWebhookConfiguration
etadata:
creationTimestamp: "2022-08-29T03:04:33Z2"
generation: 34
name: sidecar-operator-webhook
resourceVersion: "27170016"
uid: be7e529b-e9%6a-40c9-8708-e038d3004e36
ebhooks:
admissionReviewVersions:
- vl
- vlbetal
clientConfig:
caBundle: LS@tLS1CRUdITiBDRVIUSUZIQ@FURSOtLSOtCk1ISUM4ARENDQWRpZOF3SU]
K daWEpoZEc5eU1]1SU]JakFOQmdrcWhralc5dzBCQVFFRkFBTONBUThBCk1ISUIDZ@tDQVFFQ
S1VOYkpobFVYXNEhTYZRCYXdBemJYSmpBN1g30EgSN3RheWZDcTRFc1pNVzFPCnZPM3pxdXdub
FWFROWFI0Z3R1QmhkYjZ5NX13SURBUUFCbzBBd1BgQUICZOSWSFE4QkFmOEVCQULDCkIhQXdE
PWVYUIRRUILWDALOCt3SG5EM3B1UjMwRHh3eStHYzF3aVpGMTR1SKR1LOt2TmSRMzI1dj1YChE
1THcWtuaVZRV29XWmtTbHhTelFwYzduckhUei9pW1lgrRmMyOWxKZzc5ckY5VYV1zUkc2SGxmU
url: https:/: ' 4r “=Jject
failurePolicy: Fail
matchPolicy: EXact
name: inject.k8s.alipay.com
namespaceSelector: {}
objectSelector: {}
reinvocationPolicy: Never
rules:
- apiGroups:
apiVersions:
- vl
operations:
- CREATE
resources:
- pods
scope: '*'
sideEffects: None
timeoutSeconds: 30

5. &%& pod E/FHY deployment & sts IRIBIER, RIBRRLGER@E.

> M RRA: 20230317 44



G 5228, R

EHEER-E 0 EE

status:
availableReplicas: 1

status:

itionTime: "2022-09-20T09:16:461"
lastUpdateTime: "2022-09-20T09:16:46Z"
message: Deployment has minimum availability.
reason: MinimumReplicasAvailable

"True"

type: Available
lastTransitionTime: "2022-88-29T02:32:25Z"

lastUpdateTime:

"2022-10-31T07:02:41Z"

message: Created new replica set "details-v1-bb9c59d6d"
reason: NewReplicaSetCreated

status

"True"

type: Progressing

lastTransitionTime: "2022-10-31T0@7:02:44Z"

lastUpdateTime: "2022-10-31T07:02:44Z"

message: 'Internal
failed to call webhook: Post "https://772. .141/inject?timeout=30s": dial
i **1:443: connect: no route to host’

FailedCreate

tcp

reason:
status:

"True"

error occurred: failed calling webhook "inject.k8s.alipay.com":

type: ReplicaFailure
observedGeneration: 8
readyReplicas: 1

replicas:

1

unavailableReplic
o MRIRER IP BE, HE IP RARAEHREAFE. JLAEITFHETIERR,
o MRIRERFEBTEMN, BIE K8s HEAMAAEHZEIEN Pod IP EFHNEMRFIEHBR.
o BEREM LR, {5ESE sidecar-operator B, ABRIEIRT, BESINEE,

watch-confignap watcher/wconfignap. go:123 [watcher][cmlcreate cm store failed:cry verification error ui
onf p.g0:123 te cm store faile

8ad50c94 name:mesh-1i

store fai -9F0£8ad50c94 name:mesh-1i

ERHEANEK
1. &%& dsrPod &2 8%,

ERWHIRAT, REHRRTRREE.

pto r uid - clca-44:
ate cm store failed:crypto/rsa: verific - uid:Sb62eddc-cdcd-445h-b74c-9F0F8ad50CI4 name:mesh-1i

[roct@dsrconscle-@ /home/admin/logs/dsrconsole]
# tail -f common-error.log

at org.
at org.
at org.
at org.
at org.
at com.
at com.

springframework.
.transaction.interceptor.TransactionAspectSupport.invokeWithinTransaction(TransactionAspectSupport. java:295)
springframework.
springframework.
springframework.
alipay.antcloud.
alipay.antcloud.

springframework

aop . framework.ReflectiveMethodInvocation.proceed(ReflectiveMethodInvocation.java:163)

transaction.interceptor.TransactionInterceptor.invoke(TransactionInterceptor.java:98)

aop . framework.ReflectiveMethodInvocation.proceed(ReflectiveMethodInvocation.java:186)

aop. framework.CglibAopProxy$DynamicAdvisedInterceptor.intercept(CglibAopProxy. java:689)
dsrconsole.core.service.impl.AuditLogServiceImpl$$EnhancerBySpringCGLIB$$9c66f811. record(<generated>)
dsrconsole.endpoint.filter.AuditLogFilter.lambda$filter$@(AuditLogFilter.java:186)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149)
at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:624)
at java.lang.Thread.run(Thread.java:853)

2. &BE sidecar-agent E1ENR.

ps aux |grep sidecar-agent

EARTGFE, BEEHRER sofameshlog B,

admin@lhz121testl:~ (kubectl) A ¥1 ~ (-zsh)

[INFO] Using /home/admin/sofamesh as the sofa-mesh working directory.
[INFO] Downloading sofa-mesh installation artifacts...

[INFO] Setting up runtime parameters...

[INFO] Registry Ip 1is. 6

[INFO] Starting si:Ecar—ugent...
[INFO] write keepalive cron use crontab -e
[]'[32m[INFO] Ready to go!”[[@m
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3. &E sidecar-agent iZ{THE /home/admin/sofamesh/sidecar-agent.log , MREIRE FRHIREH
&O

=

7

4. BE MOSN HiZREBH, EAEEIGHE sidecar-agent BERBEREKXM.
5. #F MOSN BEREREHDKY, EREFREBEARRTBRDE,

[admin@lhz121testl lhz121testl.alipay.net /home/admin/logs/mosn]

$ tail -f out.log

2022-11-04 14:20:49,760

2022-11-04 14:21:49,760

GC forced

gc 10914 @1309085.630s 0%: 0.077+14+0.005 ms clock, 0.15+0.69/14/32+0.010 ms cpu, 32->32->27 MB, 54 MB goal, 4 P

2022-11-04 14:22:49,761

2022-11-04 14:23:49,763

GC forced

gc 10915 @1309205.657s 0%: 0.088+19+0.031 ms clock, ©0.17+0/18/35+0.063 ms cpu, 31->31->27 MB, 54 MB goal, 4 P
2022-11-04 14:24:49,763

2022-11-04 14:25:11,452 [INFO publish mosn booting event

EAK WD EHEE R
e Sidecar FAKXM (ZFFESEREAMI, EXREM) .
FiE&E B EE M webhook, APIServer XIFE| Pod B, & B sidecar-operator ;¥ AMOSN

7. BRWMRE webhook EFMEIFERE, ENHR Sidecar-Operator ittt R HIEHEE, 155 FHEP
Z Mesh @B, MSHM Sidecar TiEFEA
i. &F api-server B, EEREHHEIR.

or converting to "v1" in scheme "k8s.10/kubernetes/pkg/api/legacyscheme/scheme.go:30"

10411 20:29:43.062073 1 client.go:360] parsed scheme: "passthrough"
:43.062098 passthrough.go:48] ccResolverWrapper: sending update to cc: {[{https://10.0.13.245:2379 <nil> @ <nil>}] <n

.062105 clientconn.go:948] ClientConn switching balancer to "pick_first"
.406328 client.go:36@] parsed scheme: "passthrough”
.406365 passthrough.go:48] ccResolverWrapper: sending update to cc: {[{https://10.0.13.242:2379 0 <nil>}] <n

.406374 clientconn.go:948] ClientConn switching balancer to "pick_first"
.056725 client.go:360] parsed scheme: "passthrough"
.056749 passthrough.go:48] ccResolverWrapper: sending update to cc: {[{https://10.0.13.244:2379 <nil> @ <nil>}] <n

10411 20:29:57.056757 clientconn.go:948] ClientConn switching balancer to "pick_first"
W0411 20:30:11.868766 1 dispatcher.go:171] Failed calling webhook, failing open inject.k8s.alipay.com: failed calling webhook "inje
ct.k8s.alipay.com": Post "https://sidecar-operator-service.sofamesh/inject?timeout=30s": dial tcp: lookup sidecar-operator-service.sofame

B3

E0411 20:30:11.868790 1 dispatcher.go:172] failed calling webhook "inject.k8s.alipay.com": Post "https : [ Reldeelgel I Igoido I TI QA Ral-I
Efamesh/inject?timeout:SOs”: dial tcp: lookup sidecar-operator-service.sofamesh on 100.100.2.138:53: no such host
30:22.

10411 20:3 301804 client.go:360] parsed scheme: "passthrough"

.301834 passthrough.go:48] ccResolverWrapper: sending update to cc: {[{https://10.0.13.245:2379 <nil> @ <nil>}] <n

.301842 clientconn.go:948] ClientConn switching balancer to "pick_first"
.524398 client.go:360] parsed scheme: "passthrough"
.524428 passthrough.go:48] ccResolverWrapper: sending update to cc: {[{https://10.0.13.242:2379 <nil> @ <nil>}] <n

.524437 clientconn.go:948] ClientConn switching balancer to "pick_first"
.032705 client.go:360] parsed scheme: "passthrough"
032733 passthrough.go:48] ccResolverWrapper: sending update to cc: {[{https://10.0.13.244:2379 <nil> @ <nil>}] <n

MEEIRE, HLEMUERERIR, FE webhook it ERREET .
ii. & webhook B2E.

kubectl get MutatingWebhookConfiguration
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e Sidecar AL, HIMIITIRG:

RMER—RE2EFEEA webhook B, ERNEANE IP MIMAEFEANNEREN webhook FEIE
BRE P A, ELA—KBEHZK IP EIT],

3.5. ElO) R R
3.5.1.mock 1= T, OSP ilfIeIZHHEL

AP,
{37 OSP B9 t_tenant %k, EINFHBF:

INSERT INTO “t_tenant” (‘tenant_id’, ‘tenant_name’, ‘region_id", ‘region_name’) VALUES ('ANTCLOUD',

nowomy,
7 ’

110 workspace
OSP B9 t_workspace %, Em#HEF~ TH workspace:

INSERT INTO “t_workspace™ (‘tenant_id", "'workspace_id", "'workspace_name’, ‘operator’, ‘gmt_create’,
‘gmt_modified') VALUES ('ANTCLOUD', 'sit', ", ", '2017-06-14 13:41:35', NULL);

HPHE&E @
1. ¥T7F OSP i@, 11#Z /admin/#/cluster B path,
2. A\ OSP EEE, &FEF, REFETR.
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e == ]

[ ]

worksapce BEIFRSS

PR B B9 K workspace, #A OSP MEERE, REEH.

-] "D - |

i\ ACVIP B HUE

TF ACVIP i24lEa, EEEREBE XM instanceld B domain,
[ |

BEROO
gaeas
L

3.5.2. MOSN £ iz <
&5 MOSN MIiBITIRS

curl http://localhost:34901/api/v1/container_state
{"container_name":"mosn-sidecar-container","state": 1}

state = 1 RRIEE. IREB/H—PESMERNKRE, TMERNTHS
curl http://localhost:34901/api/v1/health

{"health":true,"components":[{"name":"antvip","health":true,"message":""},{"name":"registry","health"
:true,"message":""},{"name":"drm","health":true,"message":""},{"name":"zoneclient","health":true,"mes

Sage".""}]}

BEESREREHRA

curl http://localhost:34901/api/v1/version

Z B E LK
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curl -d '{"log_level":"DEBUG","log_path":"./logs/mosn/default.log"} 127.0.0.1:34901/api/v1/update_l
oglevel

JHNBEERANNT:

FATAL: RHSSHNARFERHNTEHREM4AE.
ERROR: BMIHAXMAAKLEETHHRNREEEAR.
WARN: HiRSHIBEERNER. BHERTHRARERER, ERELERFAN—LRET.

INFO: BH—YEEBRMEBNREETENER, INMTUATEFRAEPREEFRETHN—LEERGR, X
LESEANERY LREMNARFNETEE. AR, BRITHNESNAERE,

DEBUG: FERFHAIEDITH—LETER., —REBINAEFNER.
TRACE: MHREAR, BFEHENRELRA, —BASER.,

KEE{THER

2H EA il
T KRLWETHES. /api/v1/config_dump

/api/v1/config_dump?
router=sofa_egress_bolt_router

router=${router_config_name} .
allrouters REFTERHEE. /api/v1/config_dump?allrouters

/api/v1/config_dump?

cluster=${cluster_name} RIS EN cluster B2 &, .
cluster=local_bolt_service

allclusters REVFRE clusters BLE, /api/v1/config_dump?allclusters

KEHSEE, FEFMHNE

. . . 5 .
mosnconfig B cluster =5, /api/v1/config_dump?mosnconfig
/api/v1/config_d ?
listener=${listener_name} REVEE Listener B2 &. api/vi/contig_dumps
listener=ingress_sofa_xfire
alllisteners KEXERAE Listener HEE /api/v1/config_dump?alllisteners

BV H Feature

2% AR R
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b/ JREVFRH Features K&, /api/v1/features

RIS EM Feature K&, A

k /api/v1/feat ?key=1

ey B/ key. api/v1/features?key
RBFAEE

2% iz ] 6l

key keyAREZEE, ZFS, /api/v1/env?key=1&key=2

%85 MOSN AEDLFIiEZ17508 RouteRule

curl http://localhost:34901/api/v1/routerule/get

&l 85

#INGRESS
tcpdump -i any -n port 30800 -vvv -A

BEE IR REEE

HERFBEHERSBEAERE, ELEEREERR. THEFH Debug £H/E, EHoTLLUEY
traceld EEBNMERERZ, £/ KT EEHLRE, SHEMLIRE.

cd /home/admin/logs/mosn
//xxxx A traceld, BENTJ&EERRR
grep "xxxxxx" -i -r ./*

3.5.3. =il Sidecar-Operator FHEIEBHFFR

RESR
1. REUT®HS, REMEN Certificate,

kubectl -n ${namespace} get Certificate

Tuoyon@B-P2COG8WN-0217 v1.20

Tuoyon@B-P2COG8WN-0217 v1.20

Tuoyon@B-P2COG8WN-0217 v1.20 ubectl --kubeconfig mesh -n sofamesh get Certificate
NAME READY SECRET AGE

jaeger-operator-serving-cert  True jaeger-operator-webhook-server-cert  24d
operator-cert True operator-cert 23d
Tuoyon@B-P2COG8WN-0217 v1.20.0 %
Tuoyon@B-P2COG8WN-0217 v1.20.0 %

2. HITUTHSEXREIEBtlt . dnsName %4 . ipAddresses XJ MRS IP #bdik .

kubectl -n ${namespace} edit Certificate operator-cert
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X @d15adb3e7918:/home/admin/logs/mosn (vi)

[l Please edit the object below. Lines beginning with a '#' will be ignored

vill abort the edit. If an error occurs while saving thi.

iguration: |
", "kind": "Certificat
.50.151"],"
cre e
generation:

commonName: operator
dnsNan
- 17 151
GUFGEToN T B760aNUUS
ipAddresses:

151

: cert-manager.io
ClusterIssu

name: selfsigned-cluster-issuer

secretName: operator-cert
stat

conditions:

- lastTransitionTime: "2022-10-14T08
ssage: Certificate is up to dat

observedGeneration: 4

ason: Ready

status: "True"

typ
notAfter
notBefor

and has not expired

p/T/kubectl-edit-w231b.yaml" 41L, 152:
3. ITLAT® S, HBEIMMNE secret,

kubectl -n ${namespace} get secret

name 5 Certificate Y secretName —2%,

@d15adb3e7918:/home/admin/logs/mosn

ing from 1:8341 -
Forwarding from [::1]:8341 -> 8341
Handling conn

Handling conn

Handling conne

operator-cert”, "namespace Handlin

sofamesh"}, "spec”
0.151"], "issuerRef": {"group" : "cert-manager. io", 29.54972
} Forwarding from
127.0.0.1:80 -
80
Forwarding from rd sts/dsrconsole 8341:8341
rding from 127.0.0.1:

from [::1]:8341

1
Handling connec for 8341
Handling conn for 8341
Handling connection for

Handling conns

8341
8341

Handling connec

tion for 80

from 127.0.0.1:8341 -> 8341
Forwarding from [::1]:8341
Handling connection for
E1014 12:56:37.551980 32249 portfo
3] lost connection to pod
n@B-P2COGHN-0217 v1.20.0 % []

@d15adb3e7918:/home/admin/logs/mosn

manager.io/ip-san

t-manager.io/issuer-group:
r.io/issuer-kind
o/issuer-name:

ri-sans: {}

manager: controller
operation: App
time: "2022-10-14

r
uid
type: kubernet
1uoyon@B-P2COGEN-
1uoyon@B-P2COGBAN-021
1uoyon@B-P2COGBAN-021
1uoyon@B-P2COGENN-0217 v1.20.0 % 1 --kubeconfig mesh -n sofamesh get Certificate
NAME SECRET AGE
jaeger-operator-webhook-server-cert  24d
c True  operato 23d

jaeger-operator-serving-cert  True

Luoyon@B-

Tuoyon@8-| OG8N~ 7 v1.20.0 kubectl --kubeconfig mesh -n sofame:
: suspended kubectl --kubeconfig mesh -n sofamesh edit Certificate operator-cert

oyon@B-P2COG8IN-0217 v1.20.0 %

Uoyon@B-p2

NAME

R Aubectl --kubeconfig mesh -n sofamesh get secret]
TYPE

“luster.alipaycn.middleware.poc-demo  Opague
“onmon-sa-token-8m9bg kube
fefault t8bd
Lstio-ca-secret

netes.io/service-account-token
kubernetes.io/service-account-token

Opaque

h edit Certificate operator-cert

rding from 127.0.0.1:83
varding from [::1]:8341

Handlin nection fol

Handling connection for 8

Handling conne 8341
Handling conn for 8341

8

Password: 3 portforwa

tion to pod
1.20.0 % kub

Forwarding from

g m

consol

Handling connection for 8341
Handling conn

Handling connection for 83
Handling conn

0 10:02:0 00 portforwa
30:233] lost connection to pod
1uoyon@B-P2C0G! 217 v1.20.0 % kub

varding from [::1]:8341 ->
Handling connection for 8341
.551980 32249 portfo
rd.go:233] lost conne
1uoyon@B-P2COGSNN-021

4. IITATHS, #£M cacrt E cmmesh-webhooks

kubectl -n ${namespace} get secret ${secretName} -o yaml
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nodeagent -sa-token-kdnjg
operator-cert
tls-cert

Tuoyon@B-P2COGBWN-0217 v1.20

rt
VIFERXdodmNHVN1ZWFJ2Y2pB:
h/}»ETUNEUThE DQVFFQTMrdTJ1
a1 BHULRETUVEAFBOVGIRDEFaMLHF T
Q5dz1VaTZYU2g4S1pL11CZNZRNL
(Q1EQuihvaTdWb29zWFRONI T0Z

5 PH[Jvdv*hTa[Jlbw TiNKROOXBYoHRRd "lWFArU 31MQktSROCAUYOTaGEFOG
M1U.

FZX0TIQo3110XdRSXBAC jdu

tls crt: (S0
UVFERXdodmNHVn1 ZWF J2Y2pBZUZ3 3
FRKFBTONBUThBCk1]SUJDZOtDQVFFQTMrdT)
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