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Subscribe
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o listeners EEZ TCP. UDP Fix QK IFEEE, SIEFHIEHROAMMUBEXRS,

o RPC#7, £EX¥F request-response F@E4EE, tbal Dubbo. SOFA. Spring Cloud EFAGE
W

o MQHE, LEBEREREEHR.

routers TERFMIMUBAXHIEBEEMS, LA Header 4 Service {52 E B Cluster,

clusters EE{R7F Cluster P ELHIARS#uAEF) K, £33 RPCH S, —#% Cluster 9 name 210, RIFE
O X Rz k5 R A RS X 2R,

LFET, L= REREHE:
1. ZFim MOSN K50 30530 i 0, ESEFinAE App B,
2. E MOSNEEE D, FAIERE 30530 i ALFAE MY SKER, E LMY SK,

3. MOSN # 5B ETIEEHRAREMSNXER name A  egress_sk_router , —fMAUNA  egress thi#
_router , MRERSRMETS, —RAUA ingress_’[’)]‘i)‘(%_router o LA ARXRMEERFXR
BHA, EmSFHEES Header 8 E Service WARE (—RERENR) , HEREFABEMEE
B{REY Cluster, B .» Z245%(E, KEXRE Header 145 Service iIX Key, M EHEH LT B4x Cluster
TR ZFR

4. 7&K Header 8% Service E2 &, #% A% skClientTowsServer X EEEE,

5. & & skClientTowsServer B &5 UL 5 R A S 4 MOSN EREH,

MREBFHBPSEENIUXIEKXR, MOSN EEBTH, LRHSEERXL Cluster R, EANRBHBRES
PRy, HERSFRMTT LLE, MOSN ZFPHRSREMIEFIRMEX, MOSN S EREHEXL datald (—
BREOSL) KKE Cluster, FEILHUFRASEH,
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B1E—I2MR, listeners o SOFARPC BEREAREMBIMY B, MOSN BEitHEZR A SMEFHEFF
BXRHORFR, HHEAEE=—REBNMY, F15iEd Dockerfile SX44-M bk T B BI YL .

MOSN HHXZR

AT BRSENIEHE MOSN B AREE, BEAKFEE ingress # egress IR X5
U47E Sidecar YA EIBME egress Fl ingress, Ll MOSN IR 8 5 K 48T ik R 2 AN :
e egress: HORE, MOSN EWREZERRATIKIRFZRES,

e ingress: ANOE, MOSN ZEUYLRE LN R AR RSRA S

MOSN AR X RERIT:

Registry
Sofa Registry
< K v container-ip:ingress-port?zone=xxx
2. service sub, 1. service pub,
datald= interface@protocol - .. datald=interface@protocol

.*"3. service notify
S

. framework |

. framework

4. client request

. egress .
sidecar mosn [ ingress sidecar mosn

5. rpc invoke

MUENFBI, MOSN B9EREEI X RN T :
1. lRE1RME MOSN 2% B 5 ingress BIHMXIHE OB ANBEM L,
2. M7 MOSN = MEM R OIT RS2,
E-RITRAtRERE2EMUSIR, KOSERST ingress BENIKO S,
3. MO MBI ZTEHE G (BRB2LEMUTIE) .
4. ZEPFi% App &2 RPCIER, 1ERSH SDK # &2 A2 ik MOSN B egress i A5 L.

5. ZPi% MOSN % RPCIEREIIME R A, BHREBI R FYEE LB E—BRS S MOSN 8 ingress i O
%}EO

6. Z&PRSE T BRI ingress listener, SEEE AR App Server fL A, [MALRE R, SRIERKAE
TCP R MK,

4.7. Mesh iV EiRTE

MOSN fEA#REE, BAENH 4 R:
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o Network/I0 FEREMEZES,

e Protocol FE R RIMNRMES.,

e stream £E 3K request, response FER LA,

o proxy FEAFTKHAZINEE,

[RIAE9 MOSN f&i 4, ES I MOSN Z24 & 4T,

ATEFEMR, AXE MOSN BREEMHA 12 1MEER, NMTEMAR:

—» request - » response

proxy

conn pool upstream Request

newStreamDetect

choose

WweaJisumop

Host init
@ o upstream
¢ noti
€ new streamT vl N A =
stream stream from New Stream

handleRequest xstream

ConnectionPool

stream . xstream
connection : receiver

@ request 0 encode frame : (Dencode frame

NewStream

) response
protocol i

@ iwrite response

loop
active : stream connection
listener ; dispatch

protocol

) read bytes

Decode

Encode

) write request
€D read bytes

listener loop read loop

stream connection

connection

1. MOSN FE/Z51H118], SREKiH egress is OFWEZ Fin App B9 RPCIEK, MOSN &7 2 Mg, 75
THREHREX TCP #TIEME 412, MOSN @ T EEREREEREDT R, HAMOSNEHMYELE,

2. MOSN £1@33 streamconn LML FERREY, HIFETIZENBERIR., —BRFTIEREX, 20l
FEFIEK frame XBERY xstream,

X EH xtream FIRRIFNEZ Pk App i TCP XBt, /FLLAIRA TR response.,
3. MOSN FERIFRELIRSEHNE—BNE, 22X proxy EEIZ downstream,
HWH B BENMT:
o 1T filter &K /G R 5k,
o TR AL,
o HITRAEINE,
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https://github.com/mosn/mosn/blob/0.1.0/docs/design/README.md
https://github.com/mosn/mosn/blob/d1e857f3dc0d4c6dfc8d17189d2300b7e0cfac78/pkg/stream/xprotocol/conn.go#L162
https://github.com/mosn/mosn/blob/d1e857f3dc0d4c6dfc8d17189d2300b7e0cfac78/pkg/stream/xprotocol/conn.go#L304

é

BUKE o a2 [ i BABRR-IEERE

. ERERSEHNE—A8RE, MOSN 2BEEYRAED IP I host B9EEM,
LB MOSN R EZRTHEANAE. —HEBEAEZ K App HRSH, S—HERERETRE

RS HE P,

upstreamrequest JFREEIXFEER:

o RIFEXNEFiK App B9 TCP5IH,

o RIFENRARSIH TCPSIA, RAZFiH App 1 REARIN AR S5 i response BT EYEH .,

. 1€ upstream B9 appendHeaders + appendData &, £RE 4 S B DiERH host A7 sender

xstream,

B xstream BEFIRIIRNR, TEH21EH:

o ZY Client AR, MIRAKEFIHIBERER, BEERANBERCEX N stream FEX R,
o HREIE¥ KR, FEZMBEKRDER, ARBRER 0 EASIEKREAEZNTE.

@ 88

HIWEKREEEZRNBNEE: ZFiE App BE) TCP EE, MOSN #LFIRSZIHRE 1K TCP
EE, MREPFE 2 D TCPIEERNE id=1 Brequest, MOSN £i@3E—5% TCP LKA RS
i, FELCIg Rz [ESRE, MOSN &7EKX S id=1 8 response B T NEFim App B9 TCP iE#E,
XEBRRRIER MOSN B A B REEHET 1 & TCPIEE, SEHMBXIEKRN DEER, MASE
BIERMMMNXEBEXERT,

. B MOSN EE A ZHIEK TIEXR D, FItSEH encode iBK,

—RMUFRAS encode TERN, RSELIMIEBMNILDFET.

. —BXZPiE xstream EEHAHE (endOfStream) , MEABIE 4 T EDEF TN host HIELE,

EERIERSWAE.

. MOSN # & 45/R%51% host BY, ST TCPIEE, IE, S0 TP ERLSE 2 MERELEEE,

MOSN & i xstream H=8id1E 10, IWEIIWAL byte FT5iR%, FHERfT EE protocol X#EH.,

. —BTEMRIIA response MR, SIBX upstream request IR,
. upstreamrequest B =P iFiERE downstream, [£EE downstream FHREIHE,
. XML 2 b MOSN 1ERBRSE /5 xstream #1282, S¥EWRIBIINEL response, EHE# O IEME regest

id, FREEXFAMYEER encode FTIR.

XHBEIR,

. xstream RIFHE i App BRETH TCP E#E, BEBNNESEF i, HEH®R MOSN hFrgiERE
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https://github.com/mosn/mosn/blob/18e28b5fb9aa7a634736eb20ac321dc86e915067/pkg/proxy/downstream.go#L866
https://github.com/mosn/mosn/blob/18e28b5fb9aa7a634736eb20ac321dc86e915067/pkg/proxy/upstream.go#L177
https://github.com/mosn/mosn/blob/18e28b5fb9aa7a634736eb20ac321dc86e915067/pkg/proxy/downstream.go#L903
https://github.com/mosn/mosn/blob/d1e857f3dc0d4c6dfc8d17189d2300b7e0cfac78/pkg/stream/xprotocol/conn.go#L371
https://github.com/mosn/mosn/blob/18e28b5fb9aa7a634736eb20ac321dc86e915067/pkg/proxy/upstream.go#L124
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5. AN
5.1. BR55 MAE %t

2019 EN+— 2N ERFR LM T X B ET =, Service Mesh ENASKIEEZTEN—F, WEEE
g EENRIBARENT, MeshbAXEMRBHRT LIro]EMNBRAER., AXTFENRBBWEH
Service Mesh i SEEE IR OERAY

AXEERBEAATRNLNAE:
o EBENER

o HIHES

Bl D& IR

SOFAMosn B KHE
SOFAMosn =28 $E T Tk
o MERMEAFHEMEEN.

e XDS (Extended Discovery Service) Z=REREN,
SOFAMosn T E&HRE

Starter Server Listener Config XDS
Proxy Router Metrics Mixer Lab
Stream Cloud Event Stream Event 5 DB/Cache/
Controller Reaction Reaction Metrics VirtualHost Traffic Shadow TCP Auth Strorage Mesh
MatchRules Redirect Protocol Quota loT Mesh
Stream
SOFA RPC
Stream Media
Engine C°"F:7§§I"°” Event CrossDomain Retry Upstream Report Meeh
HTTP/1.1
Subset Priority Trace EZ:;S:;:
Protocol HTTP/2.0
Engine Codec Serialize Dubbo Upstream LoadBalance FlowControl Admin
Cluster Discovery Random/RR/. Sgiir: D|Io i
NET/IO Static
Subset
Health Check imi L
RW/IO LS Event Sessmn Extensions CDS/EDS s e o0and
igration
Priority
Outlier
Detection Strict DNS Current Limit Config
Hardware Capacity
LS Cert Codec Gircuit Break Logical DNS C“:S'S:]e"‘ Degrade
iasl

W52 FF

SOFAMosn fEARENSMHREREMNEMNE, XENVSHRELE:

RPC. MSG. GATEWAY %,
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Antarour AR S5 MIAE BABR B BA#E

GATEWAY

Mosn Care

10 =8
SOFAMosn Z#5mft 10 {25

e Golang ZH{ER . FIIWEFARNBHZFMIAS, EEHARMAR, BE/NTFTHAELANER, BNEH
#%1#7T Golang £ ##&HR! goroutine-per-connection,

goroutine

| -0

goroutine

Conn.read Conn.read

EETIR/ AR

-Hi -8

Netpoll implemented in Golang runtime

BB MENESEERENEL, ABEHSET, MEHEEE, FEMUTHH:
o Stack RTEFFsH
o Read buffer 744

o Runtime & EFF44

e RawEpoll # 8 : thzi 2 Reactor &=, B I/O0 BIEM (I/0 multiplexing) + IEFEZE /0 (non-
blocking I/0) X, WFEABHNMXBAEKEZENG S, EMESTF RawEpoll EHE!,
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Goroutine pool

conn.read conn.read

) l
Netpoll implemented in Golang runtime

TR R

LB

1.

3.

4

BRNEE:
[a Epoll 5t oneshot T EEE4 K, AR IEFEENMERA conn.read , ABE runtime

Netpoll )EP?'EO

o[iEEHEIX, M goroutine pool HkiE— MMEHTIESEMHLAE, BFERKNZ oneshot 2R, ZfdF
FuEEHABME,

BERLEELED, HMERESLZHE Netpoll X —E,
ERLGESTR, BINRIFEENEN, B fd ZEFRIMNE RawEpoll 4,

ERE

hiE:
Read/Codec

hiE:
Read/Codec

1iME: Listen —Accept»

Write/Codec Write/Codec

workerpool

@ 68
o —/NTCPEHEXNMN—/ Read tHM2, HATIEFTMXEMNT.
o — MNERITM— Worker 112, #1474 . Proxy 1 Write 1218,

o EEMER D, —/ TCPIEHESE Read/Write FNME, 1BIEAEGH 7 BIHEY Write th42, 1t
workerpool THEMERE S, BL T EELRMANEFESH.
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BRENY R’
BENT REBOETRNASE:

o MY & : SOFAMosn B ERA—H%. BE3IE, UK. BB:Rk0ED, RENHINE plugin #l
#lo TR

o SOFARPC
o HTTP1.X/HTTP2.0
o Dubbo

e NetworkFilter # & : SOFAMson #3121 Network Filter sEM#4L41, PARZE—EI packet read/write
filter# 0, LM T Networkfilter ¥ @BAEI, HETZIFTRINAEE,

o TCP proxy

o Fault injection

e StreamFilter ¥ & : SOFAMosn i@ 342 stream filter SEMALEI, AR —BY stream send/receive
filter#EQO, LU T Streamfilter I BHLE), T TRINAEL,

o REEMHK
o RBAC ¥
TLS 8K

EASHBRLAE, REREEREEN—K, BRMENZHEIREMDEN, £TS 28K L, BN
BIBA#AT T REMFHNL, WLERER:

o R4 Go 9 TLS £ 7 KEHCHMA, EMAE LR Nginx (OpenSSL) # 80%.,
e Boring MXZAH Go, fEM CGOEH BoringSSL, EA CGO HMAEIIR, ZIRAFHARHMKE,
FRLA, D8I AER/EIER T R4 Go B TLS, #81S Go Runtime FINEESEESMMK, BHANEESE—
LRt ,
@ e
e GO 7£ RSA Li®E X £, Go-boring (CGO) HIEESIZ Go B9 1 %,
e p256 7£ Go LBILHMA, ECDSA {LF Go-boring.
o 7£ AES-GCM XIFRINZ L, Go B94EHE Go-boring i 20 &,
e £ SHA, MDF HASH & A £, hEXNAVCHRMK.

AT HREHARNRZELEN, BRANFDEtNE~ZH#ET T HEZEF, XM =E Go Runtime FTigE
89, ML ERRARE AES-GCM, BRTBIMERER AHE 50% B9EE, BNEARELE T LN —LMAkitel, &
B,
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6000
5040
5000
4000
a
;5 3000
. poen 2220
1930 2050
2000
1560
1300
911
1000 743 830 sg7 659
i.l T ﬁ?.i
FHRT ] pe3
WEY  WCHACHA20POLYIS0S M AESI2E-GCM-SHAS6 W SMA-SM3
\/
EBAKEEN

771k SOFAMosn 8% %0 33 R S 40, EEM)‘(IZIBA?FETSF“ FRFE, ZHEEML Nginx 59 2l T
REEN, RAMKXEZ SOFAMosn EHEZNEEARE, STFBLHNHE, SFKEN socket DA EE
BN BEEE. XEJMRBEERN _HE A mEREd, iszix?n NS TR, BRT 3235 SOFARPC,
Dubbo. JHEREWMY, EXFF TLS MEREKEITERE.

ERARENEEVETRNNTENAS:
o AV/AL: TERBEFTRNNSE.

Pod Pod
Container Container Container Container Container
TCP
TCP > - »
TCP
TP
i. SEEAN—1NHEY SOFAMosn,

i. WiFHZ=EB UnixSocket X0 EEBEEEZH SOFAMosn,
iii. MWRFEEE] SOFAMosn, FFIZEY SOFAMosn B ITEETRE, AEEM SOFAMosn BH .
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BABR B BA#E

e SOFAMosn BEETR  EETBHZOLE RN Socket BFERF N ALURNITER, EEARY, BXH

PR,

e SOFAMosn B Metric F% : BMEANERTHZAFREZHEZHZN Metric HiE, RIEETBHE

2 Metric #EtH 2 IEHHY.,

Value &M shm S0

M= = — = = = = <

NEE NG
NESRANGIEZHENT:

e EF sync.Pool,

e Slice SAfEMA Slab AN E, RESEAXE,
o EREMAKER,

EFiEE-
EER—HhtAE

|

|

|

|

|
J_ Transferred _.

Registry

Value {EM shm $Ei&
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BN I I e
N PN A e
B I IR

ELIE/ R

o & FERZTTLUAERI 90% LA L,

e sync.Pool RfFE—LEG)ER, K& Runtime Xf sync.Pool B93F4E4L, tEN Go 1.13 & lock-free L5438
DEIESFEAT victim cache M4, EEXRRSBRBRE,

XDS (UDPA)

XFRER—HIEE AP, 2HBEHEEH., Ho, XDS 5 Extended Discovery Service, UDPA #§
Universal Data Plane API,
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{
"servers": [
{
"default_log_path":"stdout",
"default_log_level": "DEBUG",
"listeners": [
{
"name":"serverListener”,
"address": "127.0.0.1:20486",
"hind_port": true,
"log_path": "stdout",
"filter_chains": [{
"t1s_context":{},
"filters": [
{
"type": "proxy",

"config": {
"downstream_protocol”;: "Auto",
"upstream_protocol”: "Httpl",
"router_config_name":"server_router"

1,

{
"type":"connection_manager",
"config":{

Nerantar ranfFina namall.elearuar rantare!

GIE: b d-
4 BE B A4

ELERNES SRS, WIEAEREREDHZOMEA cashiercloudtb #4577 XS0 ENFMK, B
EEEEMITT 7RSSR,

NETHRRERERE, BRANEE TRESELTRENANMEL R, tkin:
o BXBIMARFET R, HTHEHEMN: AMNAHAARE, MEHALEKEHERAZIN,
o BESMPRSKAEM: WHEMRBEMHERABK,

BANENREIBANENE, MNEVIE CPUBLAEEAN 20%, RT SBkEN 0.8 ms, ElFfE CPU R 1EM
6%, RT &KL 0.25 ms, NESBIEEMRALIZEIE 1/10,

BEEEANCPU FHRT NESHREE
Rt 20% 0.8 ms 2365 M
miz 6% 0.25 ms 253 M
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BT :
n sz R
PRthShtdt SRR T s
sl s
; s .
I B e A T P
el e e srhas b ST
R R 5 BEE R writey
BRALEEA .

B L et SelaRPCKeepMive
M HEHEL AL httpEUERE DR 1L

M EEEGE (L runtime.meallfruntime. mstart &5 EL &

R e e
M EEEMA: CaHEEERE
Rt B e A m R
B A e e R
_ M HEEGL AL mosntigitt B R {1t
B e T S
o ez pgen o

W {4 4L L requestDataEIE Ml A EHEE L mosnBEI iR Hsub/pubtd e

R LI metricsifiBlprocs i R mpand B LA A

W HEREGE 1 S & S PE R BERLE Rttt BR BT AR AL

W i hE( ff: RpcService TracerFilter (it R T L e
R e ] PG mesniS N BRI BT
PHSESR ARl gP A paRd il W EEEGL L Heapldie S

R ARG SIS EE LR antiplst F IR0 b2

£ 6.18 X{BH, WEM L& TEAROEEEMNAE, CPURERSIEM 1.7%, BENAM Java T3
Go, CPUIRFERMET 8% £A. ERAEIFHIEHIEM 017 ms, WNESHIUER A LHEIRIEM 5~6 ms,
B 7% EAWNIRE,

BB L% SOFAMosn B, SOFAMosn fE £ 5E8EEN THRAMRERMEW, thin: KSR, &
SOFAMosn L A= SOFAMosn B9IM M B8] (RT) BRIRT 7.5%.

SOFAMosn P B9 K 0L T8 Route Cache £ & 8iEMk, TR TRMMNLIFH,

Go RAE#E

RARNFARHBEEM—RINK, FRAARBRESBRIR., ZREKRFIRERNREAN Go1.9.2, &
ZE—FiERZE, BYNEHANFRBHINENRIMR Go 1.12.6, MXKWIE T HRBSEFNMAL, BEXRT
REEHEIAKE, DESEFHERE R XK,

o GCitL, BAMKEBERK: FMRMBERL S (self-preempt) #lHl, BENREKN GCHrCIRITE, *kik
BENFBIGCERIM, BN WSHFERFN,
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A& FREZMIE

BARB KRB AR

SIS 0a1S o1d

e

Go 1.9.2
e [-T-1-17]
e o [0 = JEd
B3373 M8
v STATS (pid 1)
[Goroutines:
Heap: ‘ ;
[Threads: ‘ TR
| eocs e ‘ s =
etwork SRS BRI
[Timers f
ISyscalls
v Proc S Ei B T = 6 ko) g e
‘ Kix20msfligetmic
Go 1.12.6

race

13558 ms

+ STATS (pia 1)
[Goroutines:

}
IHeap: ‘ ge(fractional) #FFT&EL
[Threads: ‘

]

+ PROCS (pid 0)

EETET

war

i /d—\ -
jetwork

[Timers

[Syscalls

v Proc0 s B TSR (S TR TPt SR et B T T L SEEEE e = o T B T T il o

> s e we G

RZEWERRE: Go 1.12 8K T RIZEWREE, MERIALY MADV_DONTNEED {87 MADV_FREE, &%
XE—NEEEMRA, BRELMRMEAD, MiXEREEFREANER, ASBETESHNARE, JKEIEM
B BT E R AT, 188 BAEIT GODEBUG=madvdontneed=1 {RE 1 Z BTEISEEL . 7E issue Bt

BEXIIE, FEBRATEESEHXME,

runtime: use MADV_FREE on Linux if available

runtime: use MADV_FREE on Linux if available

On Linux, sysUnused currently uses madvise(MADV_DONTNEED) to signal the
kernel that a range of allocated memory contains unneeded data. After a
successful call, the range (but not the data it contained before the
call to madvise) is still available but the first access to that range
will unconditionally incur a page fault (needed to 8-fill the range).

A faster alternative is MADV_FREE, available since Linux 4.5. The
mechanism is very similar, but the page fault will only be incurred if
the kernel, between the call to madvise and the first access, decides to
reuse that memory for something else.

In sysUnused, test whether MADV_FREE is supported and fall back to
MADV_DOMTNEED in case it isn't. This requires making the return value of
the madvise syscall available to the caller, so change runtime.madvise
to return it.
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e {FM Go 1.12 ERIAHY MADV_FREE JKB&HY, Heaplnuse =43 M, {B2 Heapldle = 600 M, —EREEREK,

runtime.MemStats
Alloc = 27187704
TotalAlloc = 1577093705032
Sys = 709878008

Lookups = @

Mallocs = 24830817578
Frees = 24830664004
HeapALLuc = 27187784
HeapSys 654032043

e W O N WK W B B R

HeapInuse = 434
HeapReleased = 533999433

HeapObjects = 153574

Stack = 17806592 / 17006592

MSpan = 1074816 / B437760

MCache = 3472 / 16384

BuckHashSys = 23240160

GCSys = 25632768

OtherSys = 2378446

NextGC = 47365264

LastGC = 1567823909422965541

PauseNs = [33239 46658 29090 41939 25150 32649 32959 33759 :

Go Runtime Bug £

PR R W R OH H R R Y

ERIHARERIERY, SOFAMosn & FHIM T REENAFHE, —XHET 16 AE, REHEER, B
o ow Sl s 58 Sle o L B S BT G T ot
1Y EAIBALS Go B A1 T Bugfix, B&A Go 1.13 =¥k, &1 internal/poll: avoid memory leakin
Writev,

if fd.iovecs == nil {

fd.iovecs = new([lsyscall.Iovec)
}
*fd.iovecs = iovecs // cache

var wrote uintptr
wrote, err = writev(fd.Sysfd, iovecs)
if wrote = “uintptr(@) {
wrote = @
}
TestHookDidWritev(int{wrote))
n += inté4(wrote)
consume(v, int64{wrote))

*- for i := range iovecs {
+ iovecs[i] = syscall.Iovec{}

5.2. RPC

BRS3MHE (Service Mesh) RITEER T—RRMEZL, ARNERALRNAET, KBIAEH SOA KRR
BIEHE Service Mesh 224, MANAFBEINERILF . AX RPCEENRIHMKELRADTL, #F
BIREAER+—XREIRARERLN, LONBIPERENMRSERFBIIEER Service Mesh 2244
T, FEEXERE,

Service Mesh &1t
54 X Service Mesh #8Lt, 153X Service Mesh B9 #th A A TR NERH :
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o B¥IME: B 7 SOFAMesh, KERSUEMARNESES5E Istio &,
o HIEM: /5 MOSN, X35 HTTP. SOFARPC, Dubbo. WebSerice, FTXFE#RBENSUETAIZE MY,
4 X Service Mesh 2231131 H Service Mesh 2287 b Bl

istiod SOFAMesh

= Pilot/Citadel/Galley

Register/DRM/Citadel

HTTP
SOFARPC
Dubbo RPC
WebService

Y@

2L

#HE@

AHAZE Service Mesh?

Service Mesh 2R 7 7£ SOA (Service-Oriented Architecture) TETFELE N RSMRIIL TIEIE:

o ERZMMISHEABE TR

o WEBHNRERSSTRAMS R

£ Service Mesh gIik7zs

753818 Service Mesh Z i, A SOFAStack EAE#HIIERED, TEBEE TR THE:
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> APIServer -
mutating webhook canfiguration

[

Pod Pod

n roc i “ =

Mosn p
.__-f
odp P
.___

i &
ERFENE L, EYKIELKE, ENA 8 GBNENERT, A Sidecar 7B Y 512 MB WfE, B
e App: req=8G, limit=8G

e Sidecar: req=512M, limit=512M

B, XMAERSRTRT —LE:

o MARBHRSHNA, H MOSN ZRLATEENNEFREEE O0M,

o ENHED Sidecar BRESIMNAPERPBF T —WARFRR, XEAREFE T IWSH Quota EiR,

Rz 3% 58 B%

AT HEBRAE OOM KB ISR RSENY ENRE, BNEISIETHN "£ERE" £K, %%
BETERS:

e Sidecar BJN7F request E N 0, AEMIFHERAIPBHIFRR,

o Limit HIRB AN 1/4, 12K Sidecar EEEEIETHERT, BRENRETA.

ATHLIXRE "HE" 098R, BIERHT Kubelet T EZE, FZ7EIRE Sidecar F2§ Cgroups Limit
RZF 1/4 MEIE, {RIEEEA Pod 89 Limit RBEERSMEM.

XS R ERT R

FELRMIKRIET, SHAMOXNE, BHERE TNOBRAR, HBMT:

o ME: Sidecar SN "HE" NEINAERER, SHEREBR (LLWRAFHE) T, Sidecar lRNA
ELRFER.
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BRAE: BIY & Pod Spec (BENHEMAY apiserver, Kubelet $58%) , A Sidecar B8SFIMRET
Linux oom score adj XNEM, MMREERNEZERNIBRT, Sidecar B854 O0OM Killer LSk
o, Mik Sidecar Lt FHREBEMRRER, NMERIKSEREERS.

o RBE: £ CPURIRASEC L, TTREHIL MOSN 38 5AE| CPU BIBEMMSBUEREIR KIERH,

BERFR: HRETEA Sidecar B, RIE Pod HHIEREE, AE Sidecar B E HABRAY
cpushare X &, &3 TEABHEELIEAERIERIZEN Pod,

JR 0 EN
FHEANERATRANSE:

o EAAR: ENHERERAMNEAAREEANE Pod BIEHEEA Sidecar, WNNBRELAT S, BES,
MO LUE L A Sidecar 89 Pod, i |AEYEA Sidecar B9 Pod,

o FEMEE: EAENA. AMERANNERE, FEEHFRANEIR Buffer RENFLFHTRIHE
%, BNERIRBEF/TIREREK,

o WMWELR: WT—KERIMIEE, RENB[EAEK,

ATHEAGFENDBEHIMAEA B R, BUEAKEET “FEiFEAN" 98, BI7E Pod REHER, REEMIE
R, FRE#E Sidecar SEN#E,

EMEANN S BN T EAR:

e ] iR

Operator

1. E PaaS BRI H, EF—HFZFEMEANN Pod,

PaaS BADEMHEN, XAUSREHELNAEE,

PaaS LA Annotation B 4T F Pod ERIEMEANFF X,

Operator M2 %) Pod FE#FEANFFXITH, E% Sidecar iR, EANZEI Pod §1, HiFE CPU, Memory &

Operator ¥ Pod R B HAERSE RIZTT.
6. Kubelet ¥ Pod NHIBREFHIE,
7. PaaS ARG EMGEO, THISRE.

P wN

w
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ik

B BAKE RPC FREN MERLETIRE) Sidecar 2/5, EMEARSWSHENRBRRAERT, ERXE
DRANERBRKAEE, ARMAREMETR T WEAFE Sidecar,

BBRAR

REENALMESESR, BHER Pod HEMREE, XEFHE LR Pod FIEAR Sidecar B AME M ARA
T o

EEIERNALRSN, SUBIAFERUNDE, DFEXRENEIR Buffer, HE, XMALRT AL

FHFMRK, HRE.
FEFBFHAR
AT BRHEERER Pod, 1B HIBAED Operator LMY “JEEBHER" 8EH, R~OIWT,

———————

- -

Watch & upgrade

FEFEBARSR:

1. PaaS XiiE, =88,

2. Operator & MOSN B AMRA, EMRESSR.
3. Paas EffIFHRE.

FEMF+4% Pod 375 7 Kubernetes Immutable Infrastructure B9i%it, A TEEBSLITRHEA B4R, 184 E BB
K7 apiserver validation #] admission #8X B84, PAAFEMIZEITHH Pod Spec, tH{EXKY Kubelet 9
WITBEIUSIHARIE. #. B, FRIE.

EBHALR

AT #H—H R Sidecar A M AH R, 1DIEFIBAETXT MOSN Sidecar AR T "EiBFR" &
ASEINTE Pod AEE . MEAXE, NALBRMBIFMTX MOSN #ITIRAF K,
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LI db S5 dbssiia

/| Pod Pod Pod \
TR \
|I 'I
| . . |
App App I

\\ f:’

\\ P rd
1 ®E Mosn TS
FEAIRRRA Mosn =1t /R 1B MR A Mosn

Operator

o EBFRKIEE : OperatoriBidiE AFF MOSN, ZH1F MOSN B BiE#EF Metrics #UETHNTR, BEL
HIEBRIE MOSN, RXEIMALRE. RELRIBE.,

e BHAM:

o B’EMINEK,

o K Operator BRSHLRIZFHIERE,
BIR

HTHRANBEN A T—5, 1IBIERIRIEME T Sidecar BEMREA R, UEEIREE Service Mesh B
EERBNERT, RGN ARREIKREA Sidecar BPRE, BENARENEDHKEREMWERS.,

A=
EENTRINMAERSHT

o BARMPE: XTF Sidecar WFrBIZHIRME, MEAS=IRFREN ., EXRERESN L, Operator AAKEE
HMEZMT EXNFX, BESDIITHERESHEFH SRE (Site Reliability Engineer, &/#R SRE) BYHA
B, BRAZREIME ARG BNRTEERE.

o IR AEANREMINRAEN. BERHSA. BRERSFERZSI, NRURELNEE, REIED
NBR, RETERALEE,

Operator BREIXYMEM B SLNEHEESN, AT LHMEBRER, —BHE, FMWANXEX, lﬁt%ﬁ;"ﬂﬂﬁ\f%
EXMERNZTEBER, HEEFE Service Mesh BB EMZIZEN— M EEN A EZBHRE,

X AR KH BE

& E Service Mesh 22¥/5, {RFE Sidecar HBREB IR, BEMERTHEE, ARKBWESRI TRILNA
EHTEN:
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o #k451%38 Operator 8L
o THEEEUT/IMNMILFR, KIBEIEFHIXBEIEH:

o XY Sidecar iR IRAIZFI, H Service Mesh i2#HIH, MIFFFPEREENERTENLHANE Pod
MiZ{ER B MRAE Sidecar, XHEBE UK —B R 2ILE) Sidecar iZfTARA, X o] Sidecar Z 4|
FE Container EiREHE, BREMEBING., FRENFALER,

o RMEMEZTHWEREL, EREREFENEN, & Sidecar ERPIFEEERE, BREBER,
o RUBERENKENS, 7 Operator HIIEER, HWREBH, BRECEYT X,
o BHEEBE: B Sidecar MIEZHEHFRNETEM "=RE”

5.7. RS54

Service Mesh 7£ 2019 B2 7T AMENNASEM, #IEEET, BIERED Service Mesh ##E X MOSN
EBEANAHEN, BASSRHERH+H, 2ETEMNESHRRZAN Service Mesh £8, B8, ZENINI
ZEREW+—K{EP, Service Mesh BIERIMtB+H =R, RPCIEE QPS XEIT/LFA, HRIEE TPS X
TJLEA, BEIA Service Mesh 819 RT 1 KIGEZHITE 0.2 ms AW,

AEEBENZAHERSWE, FENEALTEET, FHBEFBRERV+—KREIRD, BHFHR

[l NEr S A

SIREANEE SO ®E

& 451 Service Mesh:

o HRHESL: BhiEaMaIse MER DRI BRIRIIRE,

o HEEAKIME L: RTFNBERMMIEENAREVSHERARAFETIVSEREN.

BERANFIRFER TIRERRE,

Sidecar &=z

WEBBRIEIHZNREER R

o fim: SEANMBELEARS, HZTRELL,

o Rm: BEAUSER, WTRBEAKNESREETEE,

M=REN, TTLABREIGERRSA, FHRk—ERa:

o TP Service Mesh ABHIZHS WS AF/MMBAR, IUPRGEHEENN TR,

o EWSEE/RA, VRBEBEEN Service Mesh #8% VM 2%, NTIUER P ERBETERMS
Service Mesh BIBX4E,

. %;ﬁﬂﬁ?%%ﬁﬂ’\]iﬁé&ﬁiﬁﬂ'\]iﬁi&, A Service Mesh BRI ER WS ERFEGK, AHE—FPHNEREE
BT T EAH,

m#H H&E
= 4; I 52 \% i \\
W fgﬁﬁm”%ﬁﬁ&km$ﬁ&ﬁ EALSBEERUAET B4
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P 5%

RH K8s EAt iR HEIZ IR IR S AL

. 0 R RIEY
Sidecar LISy ABNAEEERLBGE

TEE Serice Mesh 2 /5, — N ELE!H) Pod EHTTaERL S £ Sidecar:
e MOSN: RPC Mesh, MSG Mesh &,

e H¥ Sidecar,

“ Biz
Container
Other
Sidecar

POD(with Sidecars)

XL Sidecar 588, S5WEABHEZHEHMLE Namespace, F5E#H2 o] AN AN 3518 Service
Mesh 12 BIBRSS, RIET S®RTFHUZ—BHERK,

Bz mREXE
By F NG ERMIRIERER ST AA S RENBE, UK Service Mesh H%&it.
WEEEREE

BAREBNEANBER T 2ENEERK, TR TABZONANSERRNEERUKE. ERERE:
o EMEIEEEILIN T Service Mesh MIRIEL B2,

e [ Dockerfile %3 F Service Mesh 893&E .,

e HTFHEEE, FIEHRNBEENHFSXHERE—LFE, BUNFNERBRT FEXHNERLENE,
o WFAREFEAANKRRAKNNA, #HT7HRANKE,

o AtEN VMERXNBRARSEE,

AE% Pod i

BRTUSREEENKE, Sidecar RREFTEWSBRLEMAE Pod £, RENSERHENE. BTE
BEARNALRMEERARE, EA Service Mesh B EMNABHA NI K8s 88, BIMHAFLIEEFE
SAMET BRNAN, KESIERM T K8s Pods,

ZYXWLRE, BYUEANEEMREERRS TN T EESRENKE,

SEAYEL: Bt k2 94
Sidecar B #RM— N EBNFEE: MANERE.
EREANRIR
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RYNR R ETAREFELEBELZAPE, BT —MRIZ: MOSN NEARRIFESHS WS EFNMIERE
Eel., BN CPU ] Memory ERIERIEISMRIRS WS BRAEMNELS), X—WHIREIRERET CPU
1/4, Memory 1/16,

B — A Pod IRIREASECIN T ER:

Biz Container
4c

8Gi

POD=5cB8.5Gi

A8 L B B R B
B8 LA BRIR SR T RN

o MWEHBLRELM T WSZEIERN Quota &8, 1B Sidecar AR B BEEHR, Service Mesh RN T —
NEFEHRS,

o HTWELSHM, HAERENAH Service Mesh FRLI T =EHRNFARZEN OOM 1FiR.,

AT RIETZ Service Mesh HIFZHEBERHEHF, L& TRERMIEA Service Mesh, MRMIEA Service Mesh
BRLETINNE, ERERERBEZNERT, FRTZIRAENAEAR, EFH Pod REERBRENES
W

e 1/16 ATF4 Sidecar,

e 15/16 RFFLRIFER.

EE— LR ia R :

o WEIAILAER—H,

o WHEEIRRE,

o W52 OOM KEE

BRI R

ATRRALERRBE, BWEREMT—MRIE: EEA Service Mesh 2/, WHEEFERNRE, 72
Service Mesh 328 5 AMEIR, A Service Mesh lid12, AIRtER—RERERE,

ETRXMRIR, ##THEREFF Pod RRIEIRIEE. Service Mesh &2389 CPU, MEM #BM Pod i 32
HE, WEBABANATUEHEHMHNEIR,

MNBRSBELR, ~OIWT:
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Biz Container
4c

8 Gi

POD= 4c8Gi

HHNARARERET TRAX:
o NEFEEE
e 5| A\7T Pod OOM B9 X, f&

E L, 3F Sidecar B28iXHE T OOM Score, FRIEFEANGFAEE, &L Service Mesh gtk Java W 55
EEMER, NMERKXID,

B, MESESREBRTLALENOE, HEFRE T KEANSEEN,
<

HNAEAELLRN, Service Mesh BEZREMMEBLNES 4, B, SIEAELT: £—%izs
T, Service Mesh BB L% HE CPURIR, SIS RT BM T XIERIE, FEZ: 7 CPUShare &3
T, Pod REGAFSEBEFHICPU Quota HER48 Sidecar,

FEXFE TR DM
o ZEMEHHEE Sidecar 35 OOM KB,
e Sidecar & 5% CPU,

BYRELLFEAZEHREE Pod AN . REXEFENZFT, BEFFHX Pod Annotation #ITEHITE
Rig2%, 7 Pod BT T 2MHEFRNENE, REEXRITINE. REEENETR[LDHYN 25w,

RAAE I T 15 45 1R i B9 8

Service Mesh WEEBIETEASHE, AELZEKRESEH Operator A4 k#EZ FES AE Pod
annotation EHIFRIR, AEEIXEE Pod Spec HTEKRTH, XeHENZFRENSN, HTFBEIE
HNEBRNRECHEZE, XARETRMEEBEASEBHE,

A
B2HEALR:
o BIEEEAN: R4 Service Mesh 3N RiZMHt 7 BB EA Sidecar,
o FMIEN: BERSIATRUMIEN, TERATEAMENREEANSEIR,
2HBBATROMRRUT:
o BIEIEAN:
o WRBHIEFTEKE Buffer,
o [EIRHEM,
o JFMEAN:
o ABEEMNEAIR.
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o TFLEIR.
it/ ERBEN Pod Spec EITEMUMEY, TRPRATRSEE, LATEHRUKT BN
Ttk

Service Mesh 2% E%'—EL%I;’%EE’], AL & IE Sidecar A RF B EENVSHEBER. XMIEEM
fH8, LI T 2 NM=EEM

e Pod ANEREIINFREN, SBWSEERH. XINUBRLETHERELSHEERFR: Pod B
FEMESHE Sidecar BEITM. B, XEET TRE AN,

e Sidecar BsiiE7T, LEBKN, mBMERRD,

Sidecar g1, MOSN 24t 7T EARIENFBHENLE: B Operator 25I/F515 Z 4 MOSN Sidecar, FTAEE
T, BBHIAY Sidecar, /INIENIXExR, BMNIRBUEITUBBREAR DY, NEALR, BEiES
FRREFES K B Pod Spec BI K S2/E, %‘E\Eiﬂkﬁﬁu BIRREM, BHaittAXRMAMENA,

AAZ AL 1 1) &
AERIAB KBRS RS, #A Service Mesh NERMEA BB EM, SBRHBENTLIDERRE
AKENO W+, REKXB B THER[ME, AERKEEENTHRRAEE,
BEFBNELN, ROBNEFEEENHAEXMEN Sidecar B4R TIRAIE :
o IRAEERE:
o Sidecar BIRASMNH / Zone BBRST X R4PERN B HBEFLSNEED, KENAENG, £2BR
R, LEIRA. 5% Bugfix RASBRES NEEINR, B—HELWITH, HETHP,
o THIEA—E:

o FTHIBTFAHIFT Pod KEH Sidecar JRAEE, {EEHTF Operator EAMRASTH, SHMTHIES
EELFEA—HHER, HuRBKE LI,

N

o fR/DFTEM Sidecarops XEFS:
o ROZHENLFINE.,

o RAOEKHKRELRTRE.

o KMTFAILKREEEELE,
o BREFEX.

BAl, Service Mesh 5 PaaS I X B EEAEZIRMANIIEES, XERBIESE RS HER,
A $ AR X BE B8 1 B9 IR
BREEN
B IR & Service Mesh 1248 7 BAEAV IS IRBE NI R, URNALER Sidecar iRER, SIE:
o HigIsin:
o CPU
o MEM
o LOAD

o IR UER:
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Error HEMEIE

[e]

Service Mesh 2R I2 M TR Metrics 0, RERSHNENKIEXRESIHE.
(i,

£ Service Mesh B4 /5, 40t FRELARANN :

e H& Volume 1&&E

o [RA—HMRE

o DHFAERT—BMNE

e

Service Mesh B S BE&RBXAMBANAENEES, HFNBEIRE P OII TRINEE:
HEDRER

Tracelog HEN R ELRK

=EIE (Pilot) KEiIRRRK

RAFIIERREER

XtF Service Mesh {K#RBIARSS, A TR LLEENR XK, BIgMTHEMLNRER:
o RAHMEHIRIFILEE,

o REEMPOTIERXAHIE.

Service Mesh Z2IEEERMNAHN, BRINNIFRTERTRERAR:

e Sidecar BMEF

e Pod EF

e o] g 2

RTEZNTE=REZI, BBOESINT TABETEE, X Service Mesh TEMT EzEN. BEinhs
TEIANT,

EANEFZEHZETEXTITEENRAMUSNEW, 2KTSERN, TE2GHE:
RfEtn: B/RF. #WE. CPU,

WEEgHR: ASSF0 Service Mesh B RT. QPS &,

WS KRBEERS : WS FTHNNREBR,

2R SEER.

T X—ZRFIHRIRNE, TTAERE—HORTER, KMABEK SN Service Mesh TEXIIE, 5T XS
MK,

REKEE

Service Mesh FERREZ AR, BEHBRT —RINEE, ERNEEFNEREESNOEBRFHE
B, AT RZFEEHTEGHNZOAREZ—, Service Mesh IR ARANKREENEEERFENBINERE.,
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ServiceMesh 2— 1M EMIgHEE, BTFLEBRSEERE. BERH—RIE=E
REMERBEARN, SNENARFSESE—R, ENAEFATEMNED
NEFEE, BET—SHN. SHEEESLXNAR, ENEEE. 26
BURBRESMEESREEEREMEFEMINE N,

RS M4E (ServiceMesh)

Istio 2—* Service Mesh FHRIE, RREMNIEBALXNMBRSAERELS
Istio R, Istio BE—MHENSXRAENBNRSEILME, ZMNEEGHRE
B, REEPAE. BEREMEE, MATENRSHABBETXKE,

Sidecar BE— MR ELHNMEZRIE, SNSNARERELE—RE, NAERA
1% (Sidecar) 5REHMEERETES, SUSHMERE, AIMRSEINSAHIE.
REIRS . WEEEAN (fault injection) . YAKTSEURSMBRHEINEE,

SOFAMosn €44 Modular ObservableSmart Network, TI{EJ3 SOFAMesh

SOFAMOSN b MR FE Sidecar, [ Go MRS, %2 Envoy B AP,
B IT N BENSIE (EFNHRSHE LNNAERF) . 7 Envoy
FHRIEBEMENARER. RESEFNAoILURISHE, —HRYBELG L
Host BTSN EMN.
Tif% (Downstream) Downstream EHNIEEER Envoy, KIXERHFEHIKSIIR,
L (Upstream) Upstream EAFREE B Envoy BIREIZIE KA ML,

Cluster 2 Envoy EEFI—H2 48 T8I EFEN ., Envoy @RS AT
&2 (Cluster) EUMEBPNME, Envoy oJRUBEERETRARERHBEERNRNER
R, Envoy INMEEIERIEMBIER R AR R HERBHE.

5 Envoy —E2BENHFIINEERR. JUELEHFER Envoy H BX

EBiTHEE Envoy EEEMERT, i BAIRE RPN,
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W28 (Listener)

WSIFe8giEes (Listener filter)

Http Route Table

BEHE (Health checking)

5 B3

Listener 2o]IA THEPIHEENGEMEMVE (FlwmO. unix HEE
FE) , Envoy AF—NEENTHRENEZNGRE, —RESAENET
— Envoy, ERBE#EREET, EREMNHEGTUBHERHEN
Listener, BRIRMKIT TCP, SMEMHBHVBIUBRE —EHEN (L3/L4) K

Listenter 18] LAJ&3T Listener Discovery Service (LDS) zhZAIREY,

Listener {8 Listener filtersRIZIEREZNI TR, SHEAREAEK
Envoy B9 /IOINBERIE IR TR N E S MER AL,

Listener filter B API EXI 818, RAXLE SR REARENEZRSNEREFL
BT, ERPUIDNERAEEUZFESERNGS, SIUEARRERE,

Envoy EZBE 7T 2 KIrsREIREE.

HTTP BB EMA, BlaniEkeEE. Path FFEHAMN ., #ELH D
Cluster,

REMNERS SDS RSANESER., BR, MEERAEMRZIANTN,
tEENFEEHITENRRLENER,
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