Non-Public WHOIS Disclosure Application

To: #Name of Registrar#

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]I’m, #Your Name # (ID number: _______), is the legitimate owner of #trademark, patent, copyright, etc.#. For #infringing contents# published on #concerned domain or website#, we have not given any form of authorization. The registration/use of the concerned domain name has hence infringed upon our rights. Based on our legitimate rights, we are filing this application with Alibaba Cloud (as the registrar of the domain name) to obtain the non-public WHOIS data which are the specific data element fields are #element 1#, # element 2#, and # element …# of the concerned domain name for further dispute resolution and IP rights protection.

We pledge that the requested non-public WHOIS data of the concerned domain name will only be used to contact the domain name holder for complaints or negotiations, to pursue our legal rights in court, to complain to the administrative agency or regulatory authority for the purpose of IP rights protection. The data requested will not be disclosed or used in other approaches. 

We hereby undertake that all contents of this agreement are true, valid, and accurate. The WHOIS data element values of the registrant obtained by us shall be used solely for the lawful purposes explicitly stated in this undertaking letter and for no other purposes. We shall strictly comply with mandatory requirements under applicable personal data protection laws and regulations when using such data, adhering to the principle of data minimization (i.e., collecting and using only the minimum amount of data necessary), and shall bear full responsibility for maintaining the confidentiality of the data.
In the event that you suffer any claims from the complained party or any third party due to our erroneous complaint, misuse of information, violation of personal information protection laws, or any similar reasons following your disclosure of the information, we shall assume full liability for all resulting consequences and damages.

We understand and agree that:
1. Receiving this application form does not represent that Alibaba Cloud agrees to disclose the non-public WHOIS data of the concerned domain name to us. Alibaba Cloud will evaluate the application accordingly and resume no responsibility for the evaluation result.
2. The information to be disclosed is limited to the current registered holder of the domain name.
3. Once we receive the requested non-public WHOIS data, Alibaba Cloud also has the right to disclose our information to the concerned domain name registrant.

Attachments:
1. Identity certificate.
2. The concerned domain name(s) or website link(s), as well as a screenshot of the allegedly infringing content.
3. Laws and regulations that the domain name is allegedly violating.
4. Proof of IP rights and relevant documentation related to the data request.
5. Power of Attorney (if applicable)


[bookmark: OLE_LINK3]Name of Applicant: ____________________
Signature: ____________________
Title: ________________________
Date: ________________________
