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Document conventions
Style Description Example

 Danger
A danger notice indicates a situation
that will cause major system changes,
faults, physical injuries, and other
adverse results.

 Danger:

Resetting will result in the loss of
user configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other
adverse results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Notice
A caution notice indicates warning
information, supplementary
instructions, and other content that the
user must understand.

 Notice:

If the weight is set to 0, the server no
longer receives new requests.

 Note
A note indicates supplemental
instructions, best practices, tips, and
other content.

 Note:

You can use Ctrl + A to select all
files.

> Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Settings> Network> Set
network type.

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional
value, where only one item can be
selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required
value, where only one item can be
selected.

switch {active|stand}
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Document version Revisions

V20211105

Added descriptions about the service circuit breaking and dynamic routing to Mobile Gateway Service
overview.

In the API groups topic, updated the procedure for creating a Duboo API group, and added multi-IDC and
registry authentication information.

In the Configure APIs topic, added descriptions about configuring the circuit breaking mechanism and
updated the parameter description.

In the Gateway management overview, added descriptions about the circuit breaking mechanism.

Added the Routing rule topic to describe how to configure and manage routing rules.

V20210630
Updated the Maven dependency version in Service definition and development.

Added a code sample about using SM2/SM3 for signature signing in Verify the backend signature.

1.Change history
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Mobile Gateway Service (MGS) is a component provided by mPaaS that connects the mobile client and server. This component simplifies the data
protocol and communication protocol between the mobile terminal and the server, and can significantly improve development and network
communication efficiency.

Features
The gateway serves as a bridge between the client and server. The client accesses the service API in the backend through the gateway. The gateway
provides the following functions:

Automatically generates the RPC call code for the client regardless of network communication, protocols, and data formats.

Automatically reverse the data returned from the server to generate Objective-C objects, without extra coding.

Supports data compression, caching, etc.

Supports unified exception handling, such as pop-up display and toasts.

Supports RPC interceptors to achieve customized requests and processing.

Uses the unified security encryption mechanism and anti-tampering request signature verification mechanism.

Enables traffic restriction and control to protect the backend server.

Has the circuit breaker feature to protect the backend when the backend system is abnormal.

Has the dynamic routing feature to support dynamic configuration of routing rules.

Advantages
Mobile Gateway Service has the following advantages:

Adapts to various terminals and connects heterogeneous backend services with simple configuration.

Automatically generates mobile SDK to realize frontend-backend separation, improving development efficiency.

Supports service registration, and discovery and management, and implements service aggregation and integration to reduce management cost and
security risk.

Provides optimized data protocol and communication protocol, enhancing the network communication quality and efficiency.

Application scenarios
The Mobile Gateway Service is generally applied in the following scenarios:

Open mobile service capability

With the rapid development of mobile Internet and inclusive financing, enterprises are increasingly eager to open their existing mature backend
services. With Mobile Gateway Service, you can develop your mobile servicing capability without any additional configuration.

Single service with multi-terminal output

The mobile Internet era requires service to support various types of terminal devices, which greatly increases the system complexity. Using Mobile
Gateway Service, you can adapt service to multiple terminals by defining your service in mobile gateway.

Standard and unified APIs open for heterogeneous services

In many enterprises, the backend services are in multiple languages and structures. To open standard and unified service APIs to others, you only
need to access the Mobile Gateway Service by following certain standards.

2.About Mobile Gateway Service
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API Group

The group to which API belongs. It can be a specific system name, module name, or an abstract identifier.

appId

Mobile application ID, which is generated upon mPaaS application creation.

HRPC

An RPC solution implemented on the basis of HTTP.

Mobile Gateway Service (MGS)

A component that provides gateway API service.

MPC

The abbreviation of mpaaschannel, which is a set of RPC solution implemented by mPaaS.

OperationType

The unique identifier of API service. It is the OperationType you entered when creating an API.

workspaceId

The ID of workspace on mobile development platform, which is used to isolate different workspaces.

3.Terminology
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Quick Start guides you to quickly register and release an HTTP API service for mobile clients to call. The overall process is divided into five steps:

1. Register an API group

2. Create an API

3. Configure an API service

4. Test the API service

5. Generate a client SDK

Prerequisites
1. Log on to the console and choose Mobile Development Platform mPaaS  from the Products and Services drop-down list to go to the Mobile

Development Platform homepage.

2. After you switch to the correct workspace, click the name of the app that needs to connect to the API service.

3. In the left-side navigation pane, click Mobile Gateway Service.

Register an API group
You can select an existing API group on the Access System page only after you have registered an API group. For more information, see the
screenshot in Configure API Services.

1. Click the API group tab to go to the API Groups page.

2. Click Create API group. In the dialog box that appears, configure the API group information.

Type: Select HTTP.

API group: Required. The name of the service system.

Cross-VPC HTTP: Specifies whether to allow cross-VPC service calls. If you turn on this switch, cross-VPC service calls are allowed. This feature is
applicable to scenarios in which the MGS service is deployed in a different VPC from the VPC in which your own service is deployed. In network
environment, MGS calls the backend service across VPCs.

Note

Currently, the cross-VPC HTTP feature is available only in the Shanghai Financial District environment.

To enable the cross-VPC HTTP call feature, you must also complete the following configurations:

Whether to support HTTPS :MGS allows HTTPS listeners of SLB (SLB) to forward HTTPS requests to meet the requirements of encrypted data
transmission. By default, HTTPS is supported. If you do not need to use HTTPS domain names, select No.

HTTPS domain: This parameter is required only if you select HTTPS. This parameter corresponds to the domain name of the certificate that is
attached to the SLB instance.

VPC Id: the Virtual Private Cloud of the ECS instance or the network of the SLB instance where the corresponding service is deployed.

Instance IP or address: the primary private IP address of the ECS instance or the IP address of the SLB instance.

4.Quick start
4.1. HTTP API
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https://github.com/alipay/mPaaS/tree/master/mPaaS_Demo_Code/mpaas_android_app




https://github.com/mpaas-demo/android-rpc/blob/master/app/src/main/java/com/mpaas/demo/rpc/RpcActivity.java






https://github.com/mpaas-demo/ios-rpc






https://help-static-aliyun-doc.aliyuncs.com/file-manage-files/zh-CN/20220718/hskk/HttpSignUtil.java








































https://www.w3.org/TR/cors/?spm=a2c63.p38356.a3.2.1d671889XPq5kx






https://pypi.python.org/pypi/pssh/2.2.1
























https://www.openssl.org/source/
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