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Document conventions
Style Description Example

 Danger
A danger notice indicates a situation
that will cause major system changes,
faults, physical injuries, and other
adverse results.

 Danger:

Resetting will result in the loss of
user configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other
adverse results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Notice
A caution notice indicates warning
information, supplementary
instructions, and other content that the
user must understand.

 Notice:

If the weight is set to 0, the server no
longer receives new requests.

 Note
A note indicates supplemental
instructions, best practices, tips, and
other content.

 Note:

You can use Ctrl + A to select all
files.

> Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Settings> Network> Set
network type.

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional
value, where only one item can be
selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required
value, where only one item can be
selected.

switch {active|stand}
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Mobile Delivery Service (MDS for short) is one of the core basic service components of the mPaaS platform. It
provides management and release services for version upgrade packages, hotfix packages, and H5 offline
packages, and supports configurations management, whitelists, release rules functions.

After you integrate Mobile Delivery Service on your client, you can generate a new package in mPaaS plugin
and release the new package on the Mobile Delivery Service console, then the client receives the package and
starts upgrade. Mobile Delivery Service also supports implementing grayscale release through whitelist. You
can use advanced filtering rule to make the grayscale release more accurate, e.g. specifying a device type.

Functions
Grayscale release

Before the official release, a small-scale release through the whitelist (for example, to internal employees)
can be performed to verify whether the new package meets expectations. You can also perform a time
window grayscale release, which is released to a specified number of users within a specified time period. If it
meets expectations, you can push it to the network.

Advanced filter

When performing grayscale releases, you can also use advanced rules to define a more precise whitelist
population. For example, you can send it only to users of Xiaomi phones. Multiple filtering rules can be
superimposed, and the app will only be pushed if all filtering rules are met.

Realtime rollback

Only hotfix is supported. Even if a grayscale release is performed, problems still may occur when the product
is officially launched. At this time, a realtime rollback can be performed to automatically roll back to the
version before the release.

Custom signature verification

To ensure security, hotfix has a custom signature verification process to ensure the correctness of the script
source. The mPaaS plugin provides the function of generating a hotfix resource package and signing the
package.

Advantages
Multi-product, multi-task, multi-dimensional release management

Supports multiple apps, including official upgrades, hotfix, H5 offline packages, and real-time online push.

For more information about using the hotfix,
please search for the group number 41708565 with DingTalk to join DingTalk group for further communication.

Intelligent grayscale capabilities and multiple upgrade strategies

There are many rules to choose from, including internal grayscale, external grayscale, population region,
model network, etc.

Push upgraded capabilities of offline packages only

It helps reduce data redundancy and bandwidth occupied by devices, which can be advantageous when the
mobile devices network is unstable.

High sensitivity and high availability

The client side RPC interface capability has been upgraded, with an availability rate of up to 99.95%,
providing online minute-level reach capabilities.

High performance system

The reach rate is 99.95%, with daily UV support exceeding 200 million.

2.About Mobile Delivery Service
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You can conveniently integrate the function of MDS to your client by installing the client SDK provided by the
MDS platform.

The process of MDS is as follows:

1. Add the corresponding SDK on the client, the capability of integrating MDS upgrade or H5 offline packages.

2. Package and generate version upgrade packages, offline packages, etc. in the mPaaS plugin, and upload
them to the release console.

3. Create a release task on the console for gray release, official release, etc.

4. The client then pulls the new release package for upgrade and offline release.

In addition, you can use the switch configuration service to modify the client-side code processing logic. By
adding the required switch configuration items on the console, targeted distribution can be achieved.

Operation flow
The following diagram shows the process of MDS release of version upgrade packages and offline packages:

Console management
You can perform the following operations on the MDS console:

Version upgrade packages > Manage releases: Manage and release the configuration of new client version.

Offline packages > Manage offline packages: Package different businesses into different offline packages,
and deliver the offline packages through the MDS platform to update the client-side resources.

Switch configuration > Manage configurations: Achieve configuration, modification, and push of various
switches. Targeted delivery can be performed by platform, whitelist, percentage, etc.

Manage whitelists: Manage whitelists so that you can easily create hundreds of thousands of whitelist data for
the use in MDS.

Manage release rules: Pedefine various configuration data required for MDS so that you don't have to
manually input the data every time, with work efficiency improved and error rate decreased.

3.Process of MDS
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When creating release task for an added release package, you can create multiple release tasks for the same
version of the release package at the same time. A single upgrade package can support up to 10 release tasks
at the same time.

Rules for delivering release tasks:

When the client request matches multiple tasks, the higher version task takes priority.

If a release package have multiple release tasks, by task type, the priority of the tasks is: Official release >
Whitelist grayscale release > Time window grayscale release.

For a specific version release package, if the task type of the release tasks are same, the latest released task
shall prevail.

For example, a whitelist task A of version 5.0 is released on the console to perform a single upgrade for
version 4.0; then a whitelist task B is released to perform a mandatory upgrade for version 4.0. These two
tasks exist at the same time. When the client of version 4.0 requests an upgrade, task B is delivered first.
After task B is terminated or paused, task A is delivered.

When a version releases both grayscale tasks and official tasks, the release status in list is displayed as
"official release". When the official task is paused or ended, the release status is displayed as "grayscale
release". If all tasks are completed, it will be displayed as "release completed".

The operation steps are as follows:

1. Locate the release package for which you want to create a release task.

2. In the Operation column, click Create release task.

3. On the Create a release task  page, select or enter the following information:

Release type: You can select Grayscale release and Official release.

Upgrade mode: You can select Single, Multiple, and Forced upgrade.

Single: After the App is started, it displays an upgrade message based on the silent strategy.

Note

Silent strategy means that after the upgrade reminder pops up, after the user cancelled it, the
reminder will be in Silent state for a period of time, and no longer reminds the upgrade. The default
silent period is 3 days, which can be customized. To customize the silent period, see setIntervalTime.

Multiple: The App displays an upgrade message every time it is started. Users can close the message
window.

Forced upgrade: The App displays an upgrade message each time it is started, and the message
window cannot be closed.

Release model (only when Grayscale release is selected): You can select Whitelist grayscale release
and Time-window grayscale release .

If you select Whitelist grayscale release, you can configure a whitelist below.

Note: You can configure a whitelist on the Whitelist management page. For more information, see
Manage whitelist.

If you select Time-window grayscale release , you can set End time and Users count.

Upgrade prompt message (optional): Specify a message to be displayed when upgrading.

Release description (optional): Describe this release.

Advanced rule (only for grayscale release): For Grayscale release only. Click Add. In the displayed
dialog box, select a rule type such as City, Device model, or Network in Type, set Operation type to
Include or Exclude, and set Resource value corresponding to the type you selected.

4. After completing the configuration, click OK to start releasing. You can click the plus icon (

) on the left of the release package to view the release task that you have created.

5. Repeat the steps above if you need to create multiple release tasks.

Other operations
After the release task is created successfully, you can modify the release task of the upgrade package.

1. In the release management list, click the plus icon (

) in front of the release package to view the release tasks of the upgrade package.

Mobile Delivery Service User Guide·Release managem
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Change the release task of an upgrade package . Click the plus icon (

) in front of the release package in the release management list to view the release task of the upgrade
package.

Click Pause to suspend the release task. To continue the task, click Continue.

Click End to terminate the release task. After the task is terminated, you can no longer operate it.
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Note

The file size cannot exceed 300 MB, and the number of offline packages cannot exceed 100.

The offline package resource file must be named after the offline package ID, which must be 8-digit
number.

3. In the import result list, click Edit in the Operation column to edit the offline package. Refer to Create a
single offline package for details about the configurations.

The default version of imported offline packages follow the rules below, and you can edit the versions based
on your needs.

If the app to which the offline package belongs does not exist on mPaaS, the default version of the package
is 0.0.0.1.

If the app to which the offline package belongs already exists on mPaaS, the default version of the package
is to add 1 to the currently highest version number.

4. After completing editing all the packages, check The information can't be modified after submission,
and click Submit.

The submitted offline package information will be verified. If verification fails, error message will appear. If
verification succeeds, the HTML5 offline package appears on the HTML5 offline package management page,
which indicates that the offline package has been created successfully.

What to do next
Release HTML5 offline packages

To release your created offline package, initiate a releasing task and configure the necessary settings. You
have the option to release a single H5 offline package or to batch release multiple packages.

Procedure

Publish a Single Offline Package
Log in to the mPaaS console, and complete the following steps:

1. On the left navigation bar, click Mobile Delivery Service > Offline package management.

2. On the offline package list page, select the offline package and version to be released, and then click Create
a release task.

3. On the Create a release task page, complete the following configurations:

Release type: You can choose Grayscale release or Official release.

Grayscale release: : Before the official release, a small-scale release is performed to verify whether the
functions of the new package meet expectations. The release targets are some users.

Official release: Release the package officially to all the users.

Release model: Select Whitelist or Time window. Available only when Grayscale release is selected.

If you select Whitelist, select a whitelist in Whitelist Configuration.

Note

About creating whitelists, see Manage whitelists.

If you select Time window, select the End time and Users count.

Release description: Enter the description about the offline package release task.

Advanced rule: You can add one or more advanced rules for the release task. Optional field, available only
when Grayscale release is selected.

Type: Select City, Model, Network or Device system version.

Operation type: Select the operation type.

Resource value: From the drop-down menu, select the resource value that corresponds to the selected
operation type.

4. Click OK.

5.4. Release HTML5 offline packages

Mobile Delivery Service User Guide·Manage HTML5 off
line packages

> Document Version: 20250731 28



Batch release offline packages
To release multiple offline packages simultaneously, utilize the batch release feature as follows:

1. On the left navigation bar, choose Mobile Delivery Service > Offline package management and click
Batch Release.

2. In the dialog window, select the Apps from the left H5App list to be published, add them to the Selected list
on the right, and then click OK.

Note

The list only displays Apps whose highest version is in the To Be Released and Finished Release
states.

3. On the Create Release Publish page, set parameters such as Release Type and Release Mode. Refer to
Publish a Single Offline Package for details on these parameters.

4. Click OK to complete the batch releasing process.

Result
The offline package list page will display the status of the released package as either Grayscale Releasing or
Official Releasing.

Note

Due to the current server cache refresh mechanism, after the console releases the offline package, the
client will receive it after about 1 minute.

What to do next
Manage Published Offline Packages

You can manage the released HTML5 offline packages. The management operations include viewing,
suspending and ending release tasks, and deleting HTML5 offline packages.

View offline package release task
Log in to the mPaaS console, and complete the following steps:

1. On the left navigation bar, click Mobile Delivery Service > Offline package management.

2. In the HTML5 app list, select the target H5App, choose the offline package version that you want to view from

the list, and click unfold icon ( ) left to the offline package version.

3. In the unfolded task list, click View to view the release task details.

Suspend offline package release task
Log in to the mPaaS console, and complete the following steps:

1. On the left navigation bar, click Mobile Delivery Service > Offline package management.

2. In the HTML5 app list, select the target H5App, choose the offline package version that you want to suspend

from the list, and click unfold icon ( ) left to the offline package version.

3. In the unfolded task list, click Pause and then confirm the operation.

To resume releasing the offline package, click Continue.

End offline package release task
Log in to the mPaaS console, and complete the following steps:

1. On the left navigation bar, click Mobile Delivery Service > Offline package management.

2. In the HTML5 app list, select the target H5App, choose the offline package version that you want to end from

the list, and click unfold icon ( ) left to the offline package version.

3. In the unfolded task list, click End and then confirm the operation.

5.5. Manage HTML5 offline packages
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After the end, if you want to release the offline package again, you need to re-create the release.

Important

After the release is ended, the offline package cannot be downloaded. However, if there are other versions
of the offline package being released, the offline package of the released version can still be downloaded.
For example, if the release of version V1.1 of an offline package is ended, and version V1.0 is still being
released, the client cannot download the offline package of version V1.1, but can still download the offline
package of version V1.0.

Export offline package
MDS allows for the download of individual offline package resource files (.amr) or configuration files (.json).

1. After accessing the mPaaS console, proceed to Real-time Publishing > Offline Package Management  via
the left-side navigation pane.

2. In the H5App list, select the desired H5App. Then, in the offline package list on the right, choose the version
and select Download AMR File or Download Configuration File to initiate the download.

Delete H5App
Log in to the mPaaS console, and complete the following steps:

1. On the left navigation bar, click Mobile Delivery Service > Offline package management.

2. In the H5App list on the left, hover your mouse over the target H5App, click the delete icon, and select
Confirm in the pop-up. Note that deleting the H5App will also remove all associated offline packages and
resource files.

Important

H5App cannot be restored after deletion, so please operate with caution.

MDS provides Java SDK for offline package release, enabling developers to configure, create, release, and
manage offline packages by calling the API.

Preparation
Before using the open API, you need to obtain AccessKey, App ID, Workspace ID and Tenant ID, configure
Maven dependencies and configure file uploading.

Obtain AccessKey
AccessKey includes AccessKey ID and AccessKey Secret. Click here for obtaining method.

AccessKey ID: used to identify users.

AccessKey Secret: the key used to authenticate the user must be kept secret.

Obtain App ID, Workspace ID and Tenant ID
1. Log in to mPaaS console, and enter the App.

2. In Overview page, click Code configurations (choose Android or iOS based on your needs)> Download
configuration file > Download now. You can view App ID and Workspace ID in the Code configurations
panel.

Configure Maven dependencies
Before using the API, you need to complete the following Maven dependency configurations.

5.6. OpenAPI
5.6.1. Overview and preparation
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issueDesc String Issue description. Currently not in use.

mds String md 5 of the offline package file.

memo String Release note.

modifier String Modifier. Currently not in use.

ossPath String Currently not in use.

packageId Long Offline package ID.

percent Integer Gray percent. Currently not in use.

platform String Platform, all, iOS, Android and
Harmony.

product_id String appId+workspaceId + H5Appid

productVersion String Offline package version.

resIds String Offline package ID.

ruleJsonList List Release advanced rules. See the
sample above for details.

sourceId String Source ID. Currently not in use for
offline package.

sourceName String Currently not in use for offline
package.

sourceType String Source type. Currently not in use for
offline package.

status Integer

Status.

0: Invalid,

1: Valid.

syncResult String Currently not in use for offline
package.

syncType String Currently not in use for offline
package.

taskName String Task name
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When the client pulls switch configurations, you can obtain the latest switch value of the specified key in
the callback method.

Force pull switch value: SDK provides a method to force pull the latest configuration of the console.

As a developer, you can add necessary switch configuration items in Mobile Delivery Service >
Configuration management in the mPaaS Console and deliver the configuration items by platform, whitelist
or percentage, version, device model, Android or iOS version and other information.

Prerequisite
The SDK for the switch configuration service has been added on the Android or iOS client.

Add switch configuration
You can add configuration items one by one, or import a JSON file to add the configuration items in batches.

The switch configuration list shows information including the configuration keys, creation time, update time,
creator, and modifier. The newly created configuration item is activated by default.

Add a configuration item
Log in to the mPaaS console, and complete the following steps:

1. From the navigation bar on the left, click Mobile Delivery service > Configuration management.

2. Click Add Configuration. On the Create Configuration page, enter the configuration key, remarks,
resource value, and select the corresponding platform and category. The resource value is the configuration
value corresponding to the configuration key. One configuration key can correspond to multiple resource
values. Click the Add button to set multiple resource values.

3. Add advanced rule (Optional). In the resource value configuration box, click the Add button to the right of
Advanced Rules to select the resource type (version number, osVersion, model, city), operation type, and
set the corresponding resource value. You can add multiple advanced rules under each resource value.

6.3. Manage configurations for
Android/iOS
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4. Click Finished after you complete the configurations, and the new switch configuration will appear in the
configuration list.

Batch import
On the Configuration Switch Management page, click More operations > Import file, and import a JSON
file containing configuration items. The configuration items will appear in the list after import succeeded.

Important

If the configuration item in the file already exists in the file, the item will not be imported.

In addition to batch import function, MDS also supports exporting the configuration items. On the
Configuration Switch Management page, click More Operations> Configuration Export to download the
JSON configuration file to the local.

Query switch configuration
On the Configuration switch management  page, enter a keyword to query the switch configuration.

Modify switch configuration
Complete the following steps to modify switch configuration:

1. On the Configuration Switch Management page, select the target configuration item and click Modify.

2. Edit the Note, Resource value, Platform, Type or Advanced rule field based on your needs, and click
Finished. The configuration key cannot be modified once added.

Activate/deactivate switch configuration
The newly created switch configuration is activated by default. If you don't need a configuration, you can click
deactivate to deactivate the configuration item. Likewise, for disabled configuration items, click Activate to
make them take effect again.

What to do next
After the switch key is released through the console, the client can obtain the key value corresponding to the
switch key by calling interfaces:

Android client

iOS client
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Whitelist management is a basic function of Mobile Delivery Service, which provides a whitelist management
platform where you can easily create hundreds of thousands of whitelist data for the use by MDS.

On the whitelist management page, you can perform the following operations:

Create a whitelist

Add user information to a whitelist

Delete a whitelist

Create a whitelist
1. Log in to the mPaaS console, and click Mobile Delivery Service > Whitelist management on the left

navigation bar.

2. On the Whitelists page, click Add a whitelist, and enter a whitelist name, select a whitelist type and click
OK in the dialog box to create a whitelist.

Normal mode: Contents of the whitelist are user IDs. The whitelist is hit only when there is an exact
match.

Regular expression mode: Contents of the whitelist are multiple regular expressions. The whitelist is hit
if any of the regular expressions is matched.

Add user information to a whitelist
1. Click Add right to the target whitelist in the whitelist list, and then enter the user IDs or regular expressions

to be added to the whitelist in the dialog box.

Adding common type whitelist user IDs requires client configuration.

Note

To add a user ID on Android, refer to Tracking of active user report.

To add a user ID on iOS, refer to Configure user ID.

Multiple user IDs must be separated by commas or line breaks. You can also upload a whitelist file
containing user information to add whitelist users in batch.

Add users to a whitelist in regular expression mode

Enter regular expressions. Separate with line breaks.

2. Click OK after you have entered the information.

Delete a whitelist
Click Delete right to the target whitelist in the whitelist list to delete it.

7.Manage whitelists
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Resource configuration management is a basic function of Mobile Delivery Service. With this function, you can
predefine various configuration data required for Mobile Delivery Service and don't have to manually input the
data every time, with work efficiency improved and error occurrence decreased.

The configuration data, such as city and device model, is also referred to as resources. When adding
configuration data, the resource name is shown to users. Only the resource value is used to match request
parameters of clients.

On the resource configuration management page, you can perform the following operations:

Add resource

Modify resource configurations

Delete resource

Add resource
1. Log in to the mPaaS console, and click Mobile Delivery Service > Release rule management  from the

navigation bar on the left to go to the resource configuration list page.

2. On the resource configuration list page, click Add resource. In the pop-up window, select resource type and
platform type, enter the resource name and resource value, and then click OK to create the resource.

Resource type: The type of the resource. City, Device Model, Network, and Device System Version are
supported.

Platform type: Select a mobile platform. You can choose Android, iOS, or All.

Resource name: The name of the resource. You can define the name as needed. The resource name is
shown to users and generally consistent with the resource value.

Resource value: Only one resource value is supported. The following content describes the values of
various types of resources:

City: The name of the city at the prefecture and city level. The name must contain the administrative
unit, such as the city, region, autonomous prefecture, league. For example, the name can be Shanghai
Municipality, Haidong District, Qiannan Buyi and Miao Autonomous Prefecture, and Xing’an League.

Model: The model of the mobile device, such as VIVO X5M and iPhone 6S.

Network: The type of the network. Valid values: 2G, 3G, 4G, 5G, Wi-Fi, and WLAN.

Device system version: The system version of the mobile device, such as 10.0.1 and 5.1.1.

If you do not know the model, network, and device system version of the mobile device, you can query the
information about the mobile client by calling the specified API. For more information, see Call API operations
to query resource configurations.

Modify resource configurations
To modify resource configurations, find the resource and click Modify in the Operations column. Edit the
resource configurations as required. Click OK to save the modification.

Delete resource
To delete a resource, find the resource and then click Delete in the Operation column. To delete multiple
resources, select multiple resources, click Batch delete, and then click OK.

Call API operations to query resource configurations
When you add a resource, if you do not know the resource values of the network, device model, and device
system version, you can call the API to query configurations of the resource.

Perform the following steps:

1. Open a local project and call the following API to obtain the information of the mobile client:

Android clients

8.Manage release rules

Mobile Delivery Service User Guide·Manage release ru
les

> Document Version: 20250731 63







https://github.com/alipay/mPaaS/tree/master/mPaaS_Demo_Code/mpaas_android_app


https://github.com/mpaas-demo/android-hotpatch
https://github.com/mpaas-demo/android-hotpatch
https://github.com/alipay/mPaaS/tree/master/mPaaS_Demo_Code/eu95_for_mPaas
https://github.com/alipay/mPaaS/tree/master/mPaaS_Demo_Code/mpaas_android_app

	1.Service announcement
	2.About Mobile Delivery Service
	3.Process of MDS

